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5.6 Gidon Teff 5.4.0.3 |11/2015 Entered TMRS functions
5.6.1 Gidon Teff 5.4.0.5 | 3/2016 Download files feature
5.6.2 Gidon Teff 5.4.0.5 | 3/2016 Micro-SD FAT32 format
5.7 Gidon Teff 6.0.0.0 |5/2016 New Features: Rotate, playback from
event list, snapshots of recordings,
USB hard drive, Automatic USB config
detection
5.7.1 Gidon Teff 6.0.0.1 | 7/2016 SMS and Sleep update
Gidon Teff 6.0.0.2 9/2016
Gidon Teff 6.2.0.0 | 6/2017 Geo-fences

Acknowledgments: This manual is partially based on manuals and comments written
by Jonathan Cain, Aiko Bakker and Jacob Noff and we appreciate their contribution
to this manual.

For reasons of simplicity all reference to the PMRS device will also apply to the TMRS
device, the TMRS device has all the features the PMRS device possesses, with the
addition of Wireless-LAN (WiFi) capabilities.
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Read Me First

e Please read this user manual carefully before using your PMRS-102 device to ensure
safe and proper use.

e The descriptions in this manual are based on the default settings of your device.
e Content and images used in this manual may differ from the actual product.

e Software images and screenshots used in this manual may differ in appearance from
the actual software, depending on the software version in use.

e The stability and performance of the PMRS-102 unit’s wireless data streaming may
vary in different countries, due to bandwidth and reception capabilities of the
available carrier wireless networks and service providers in each country.

e Every effort has been made to ensure that the information in this user manual is
accurate. Infodraw is not responsible for printing or spelling errors.

e Please keep this manual for future reference.

e To get support please contact your local distributor with a detailed account of the
problem you have encountered.
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Safety Precautions

To prevent damage to your PMRS-102 device or injury to yourself and others, please read
the following safety information prior to using your device.

&WARNING

To prevent damage, electric shocks, fires and/or explosions:

Do not use damaged power charger cords or plugs, or loose electrical sockets.
Do not touch the PMRS-102 device or the power charger cords with wet hands.
Do not place or use this product near water or wet locations.

Do not twist, bend, cut or damage the power charger cords.

Do not drop or cause an impact to the PMRS-102 device or the power chargers.

Do not place your device on an object where it is likely to fall. If your device falls, it
may get damaged.

Do not charge the PMRS-102 device with chargers that are not approved by the
manufacturer.

Do not use the PMRS-102 device if the built-in lithium battery is damaged or leaking.

Avoid exposing the PMRS-102 device to very hot or very cold temperatures. Extreme
temperatures may cause deformation of the device and reduce the charging capacity
and/or life of your device/ battery.

Do not use or store your device in dusty or dirty areas.

Do not allow children to use your PMRS-102 device.

When turning the unit on:

To turn the PMRS-102 unit on, locate the ON/OFF switch on the side of the unit.
Carefully move the switch to the ON position until it clicks and the LED lights turn on.
Repeat the process to turn it off.

Before turning the unit ON, please make sure that the GSM Antenna is connected to
its appropriate antenna connector on the unit. If the SIM card is inserted into the
unit and the unit is turned ON without the GSM antenna being connected, this may
cause harm to the internal cellular modem. Therefore it is recommended to keep
the GSM Antenna connected all the time.

After turning the unit OFF, please wait until the LED’s on the top of the unit shut off
completely before turning the unit back ON.
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When charging the unit:

e The PMRS-102 unit’s maximum power input is 5V. The chargers supplied by Infodraw
provide the correct (5V) power output to the unit. WHEN CHARGING THE UNIT,
ONLY USE THE CHARGERS PROVIDED BY INFODRAW. DO NOT CHARGE THIS UNIT
WITH ANY HIGHER VOLTAGE THAN 5V. THIS MAY CAUSE IRREVERSIBLE INTERNAL
DAMAGE TO THE UNIT’'S HARDWARE COMPONENTS.

e Never use a damaged charger to charge the device.

When configuring the unit:

e The PMRS-102 unit has to be configured prior to operation and later on as well. The
configurations are done using the Device Configurator Application on any PC,
through the USB Cable provided. MAKE SURE THAT ANY SIM CARD IN THE UNIT IS
REMOVED BEFORE CONFIGURING THE UNIT THROUGH THE USB CABLE.

Using the unit’s Dip Switches:

e The PMRS-102 Unit has 4 Dip Switches used for setup and operation, located on the
side of the unit. The functions of each dip switch can be found in the Dip Switch
section of the Unit Hardware Interfaces chapter in this manual. Make sure you
understand the functions of each dip switch, prior to using the unit.

When installing the unit in a vehicle:
e Only use Infodraw Chargers to charge the PMRS-102 Unit. Non-Infodraw chargers
are not covered by the 1 Year Limited Warranty.

e When installing custom 12V Power Outlets directly into vehicle batteries, please
ensure that this is done by a qualified, experienced Auto Electrician.

Copyright
© 2017 Infodraw R&D LTD. All rights Reserved.

Information in this manual is protected by copyright laws and is the property of INFODRAW.
No part of this manual may be reproduced, copied, translated, or published in any form or
by any means without INFODRAW’s prior permission. Information is this manual is subject
to change by INFODRAW without prior notice.
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e The equipment shown in this manual is compatible with the plastic form of the PMRS
device. Different forms of the PMRS may have different connectors.

Video cables can have a RCA female & male connection and BNC if available.
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Required Items

SIM Card (Data only)
4G/3G/ HSPA/ EDGE

A SIM Card (Data Only) from your cellular
service provider is required for the unit. The
PMRS-102 unit supports most 4G/3G/
HSPA/ EDGE/ GPRS SIM based cellular
providers.

* 1t is recommended for the SIM to be of high
speed (HSPA or faster) and have a large
browsing package — at least 3GB.

( Camera \

Any analogue PAL/NTSC camera with a
RCA connector for video output can be
connected to the PMRS unit. The unit
supports 1 camera. The unit’s battery
can feed power to a 5V camera for
portable use.

A Micro SD Card is required if you would
like to record in the PMRS-102 device.
The speed of the Micro SD Card will vary
depending on the make. The PMRS unit
supports most Micro SD Cards (SDHC).

32GB@ migrg The PMRS device supports only FAT32

format storage. Therefore, SDs that
have 64GB and over will have to be

Formatted (by MRS monitor) before use.
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The following software is included with the PMRS System:

F o mrslinfodraw.com

| Server Administor Login

Password Login

MRS Server (Windows Service Program):

This is a Web Admin Interface program and is used for
setting up your server for MRS/PMRS units to connect to,
setting permission and access levels for connecting
clients and configuring a variety of other settings in the
server. With this program, the server’s settings can be
accessed and changed from any location, using the web.

MRS Monitor (Client) Application:

This is the application through which you are able to watch
the video, listen to the audio and monitor the location of your
PMRS devices. In this application you are able to change the
parameters of the video and audio and view the recordings
you have made.

MRS Device Configurator Application:

This application is used for configuring the PMRS device
parameters prior to operating the unit and for upgrading
the unit’s firmware. The unit is configured through a USB
Cable interface on any PC (Windows XP or higher).

MRS AV Player Application:

This application is used for viewing recorded
video/audio files. It is also used to verify recorded files
that have a digital signature assigned to them, as well
as decrypting recorded files that are encrypted with a
key.
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iMRS iPhone Client:
iMRS is used for monitoring video/audio/location

streams from MRS/PMRS devices, on your iPhone.

* A full manual is available for download at:
http://www.infodraw.com/support/downloads.php

D@ 10:21 a0

MRS Android Client:

MRS Android Client is used for monitoring
video/audio/location streams from MRS/PMRS
devices, on your Android powered mobile device.

* A full manual is available for download at:

http://www.infodraw.com/support/downloads.php

MRS Monitor (Server) Application:

R —— This application can be used for both server and client
e purposes; it has the same features of the MRS monitor-
s client and the MRS Service program but cannot serve more
e than one device at one time and is not accessible through the

web. The MRS monitor is easy to install and operate and is

fitted to the needs of retail clients.

MRS ActiveX Control Software:
Used for integrating the MRS system with other control software.

e The MRS Software will be burned for you on a CD provided by your local distributor.
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[

Chapter 1 - Introduction

1-1 Document Scope:

This document describes the setup configurations, the features and operational functions of

the PMRS-102 Unit.

1-2 Terminology:

Below is a list of descriptions for the abbreviated terms used in this manual.

Term: Description:
PMRS Personal Media Relay System
IP Internet Protocol
TCP Transmission Control Protocol
ubDP User Datagram Protocol
GPS Global Positioning System
GSM Global System for Mobile Communications
3G 3rd Generation Mobile Telecommunications
HSPA High Speed Packet Access
EDGE Enhanced Data rates for GSM Evolution
GPRS General packet radio service
SIM Subscriber Identity Module
SD Secure Digital
PC Personal Computer
USB Universal Serial Bus
M2M Multi Unit to Multi Client
TRS (TRRS) Tip, Ring, Sleeve
PTZ Pan, Tilt, Zoom
VMD Visual Motion Detection
GPIO General Purpose Input, Output
SMS Short Message Service
APN Access Point Name
LAN Local Area Network
PIN Personal Identification Number
PUK PIN Unlock Key
LED Light-emitting diode
TTL Transistor—transistor logic
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1-3 Introduction:

The Infodraw PMRS-102 unit is a portable handheld multimedia streaming and monitoring
system from the field. It allows users to stream live video/audio/location from anywhere
over wireless cellular networks (4G/3G/ HSPA/ EDGE/ GPRS) or (LAN) and can be monitored
and controlled from any location upon alarm/ request. The media streaming is done using
PMRS units which can be carried handheld or located either on mobile vehicles or fixed
locations. The units can be monitored remotely from fixed/mobile control centres, mobile
phones/PDAs or an internet web client.

1-4 System Components:

The system consists of the following components:

_.v PMRS units, which can stream 1 video
,,/’/ channel, 1 audio channel and GPS location
- over the cellular network or LAN to the
j:% [

MRS server.

___________ » MRS Server, which communicates with
units and clients.
Q

_.w MRS Clients, which communicate with

-
-
-

- the server and have viewing and control

capabilities for all connected units, as
defined by the server.
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1-5 System Architecture:

» Server Based Architecture: This architecture is based on a server with a fixed IP
address. Multiple units can communicate with the server as well as multiple clients.
All clients are connected to the server only and have viewing and control capabilities.

SERVER BASED ARCHITECTURE

PMRS LUNIT ,)) TP NETWORK MRS SERVER
- -5 CELLLLAR NETWORK h )
s | INTERNET > o]
X VILED
TNELT CHANNEL
@.EJATAIS TRANSMITTEL @ THE MRS SERVER STORES
LVER THE CELLILAR 35 NETWORK THE Par A aNG IS RETREIVED
TO THE MRS SERVER BY WSER CLTENTSVIA
THE TNTERNET
'
USER CLTENTS
WINDOWS FCALAFTOF
OR SMART PHONEAFDA

e The transmission can be in both 3G and 4G networks
e The TMRS Unit can transmit both 3G/4G Cellular and WiFi networks.
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[ Chapter 2 - Hardware Interfaces ]

Listed below are the explanations of the PMRS Unit’s hardware interfaces.

2-1 Video Input/ 5V Power Output:

The unit has a standard 2.5mm TRRS female input
connector which supports the video input and 5V power
output to the camera from the unit. The input is labelled
A/V IN on the PMRS Unit.

2-2 Video /| 5V Power Adapter Cable:

The unit comes with a 2.5mm TRRS Male Jack splitter cable

which has a RCA Connector for Video Input (Yellow connector)
and a 5V DC Power Connector (black connector) for Power
Output to a camera (Max 5V). The White RCA Connector in this
cable has no use. Connect this adapter cable to the Video/

Power TRRS Female Input Connector shown above (A/V IN).

2-3 Audio In/Out:

The unit has a standard 2.5mm TRRS Female Input
Connector which supports the Audio Line In and Audio Line
Out of the unit. The input is labelled with a Headphones
Symbol on the PMRS Unit and is located next to the “A/V
IN” input. Headphones can be connected here directly.

2-4 Audio In/Out Adapter Cable:

The unit comes with a 2.5mm TRRS Male Jack splitter cable
which has a 2.5mm TRRS Female connector for Audio In (Pink
Connector) and a 2.5mm TRRS Female connector for Audio Out
(Green Connector). A microphone and speakers can be
connected to this cable (pink connector for microphone, green

connector for speakers). Connect this adapter cable to the

Audio In/Out TRRS Female Input Connector shown above
(Labelled with Headphones).
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2-5 Antenna Connectors: External GSM and GPS:

With this antenna setup, the PMRS unit has two external SMA antenna connectors located
on the top side of the unit for External GSM and GPS Antennas. The GSM antenna connector
is on the right corner of the unit. The GPS antenna is in the middle of the unit.

GPS Antenna

GSM Antenna

GSM Antenna

Antenna Base
1

1

b 4

4
Antenna

.,

1) Twist the GSM Antenna on to the GSM Antenna Base.

2) Connect the GSM and GPS Antennas to their appropriate antenna connectors shown

above.

&WARNING:
[ )

Before turning the unit ON, please make sure that the GSM Antenna is connected to
its appropriate antenna connector on the unit. If the SIM card is inserted into the
unit and the unit is turned ON without the GSM antenna being connected, this may
cause harm to the internal cellular modem. Therefore it is recommended to keep

the GSM Antenna connected all the time.
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2-6 SIM Card Slot:

The SIM card slot is located on the side of the unit.
Pull the notch out carefully with your fingernails to
insert the SIM card. Once the SIM card is inserted

properly, close the notch by carefully pushing it all

the way into the unit.

2-7 Alarm Button:

The PMRS unit has a built in alarm button located on
the side of the unit. The button can be used in
emergencies and can be set up to trigger a variety of
actions on the MRS monitor (Refer to Alarm Button

Section).

2-8 USB Client (Mini USB Input)

The USB client is used for configuring the device’s

parameters using the Device Configurator application.
Connect the USB cable between the Mini USB Input
shown here and a PC when configuring the unit.

2-9 Micro-SD Slot:

The Micro SD Slot is located on the side of the PMRS unit,
next to the SIM Card Slot. Insert a Micro SD card into the
Micro SD slot for recording in the PMRS device.

2-10 ON/OFF Switch:

The ON/OFF Switch is located on the side of the unit, in between the Mini USB Input and the
Dip Switches. To turn the PMRS-102 unit on, carefully move -
the switch to the ON position until it clicks and the LED lights
turn on. To turn the unit OFF, carefully move the switch back
to the OFF position until it clicks and the LED lights turn off.
After switching the unit off, the LED lights may take up to a few

seconds to turn off.
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2-11 5V Power Input:

The 5V power input is located on the side of the unit.
Connect the 5V Power Charger here. DO NOT CONNECT
MORE THAN 5V INTO THIS INPUT. THIS WILL CAUSE
DAMAGE TO THE UNIT.

2-12 Charging the Unit:

There are 2 ways to charge the PMRS-102 Unit:

1) Using the 5V AC/DC Power Charger: Connect
the AC Charger to a wall power outlet. Connect the
DC tip to the PMRS Unit’s 5V Power Input shown
above. The unit’s battery takes about 10-12 hours
to charge from flat to full charge.

2) Using the 5V Car Adapter Charger: The 5V Car
Adapter Charger has a cigarette lighter interface.
Connect the Car Adapter Charger to a cigarette
lighter 12/24V power outlet in a vehicle (either pre-
installed in the vehicle or custom installed directly
into the vehicles battery). Connect the DC tip to the
PMRS Unit’s 5V Power Input shown above.

Pre-installed Power Outlet Power Outlet to be installed directly into vehicle battery

& WARNING:
[ ]

Only use Infodraw Chargers to charge the PMRS-102 Unit. Non-Infodraw chargers
are not covered by the 1 Year Limited Warranty.

e When installing custom 12V Power Outlets directly into vehicle batteries, please
ensure that this is done by a qualified, experienced Auto Electrician.
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2-13 Dip Switches:

The PMRS has 4 Dip Switches located on the side of the unit. The dip switches are for setup
and operation. The functions of each switch are described below in order from left to right:

1) USB HOST/CLIENT AND CELLULAR OPERATION:

i. Up Position = USB client (setup through PC)
ii. Down Position = Normal cellular operation

2) USB IN/OUT:

i. Up Position = USB out to connector (setup through PC or WIFI Dongle)
ii. Down Position = USB in on board

3) MICROPHONE:
i. Up Position = Disable
ii. Down Position = Enable

2-14 LEDs:

The PMRS has 3 LED’s located on the top side of the unit. The 3 LED’s indicate the following:

1) Green LED — External power is connected.
2) Red LED — Software status, blinks when software is running.
3) Blue LED (on) — Modem is on.

CAUTION:

e After turning the unit OFF, please wait until all the LED’s on the top of the unit shut

off completely before turning the unit back ON (except the green LED which can stay
on if the unit is being charged).
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2-15 GPIO/PTZ Cable:

The GPIO/PTZ Cable has several different coloured wires for specific purposes such as PTZ
and GPIO. The definitions of the wires are listed below:

INDEX COLOR FUNCTION
1 BLUE GPIOIN 1
2 BLACK-WHITE GPIO IN 2
3 ORANGE GPIOIN 3
4 RED-WHITE GPIOIN 4
5 GREEN GPIOOUT 1
6 PURPLE GPIO OUT 2
7 BLUE-WHITE GPIO OUT 3
8 BROWN GPIOOUT 4
9 PURPUL-WHITE PTZ TX+
10 GRAY PTZ TX-
11 YELLOW 5V
12 RED TTLTX
13 WHITE TTL RX
14 BLACK GND

e If the colours you have on your cable do not fit the colours in the table please
contact Infodraw for more information.

The GPIO/PTZ Cable Input is located on the bottom side of the PMRS unit.

,” Lock Lever:
4
.,/ Pressand Hold to
e

Infodraw MRS#$00
Model: 4GS c €
S/N: M411070644

4

unlock before

8. E—y

Connect the GPIO/PTZ cable to its correct input shown above. Make sure it is firmly
connected.

AN

WARNING:

e When disconnecting the cable from the PMRS unit, do not just pull the cable. Press
and hold the Lock Lever (shown here) and then pull it out.
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2-16 Ethernet Cable:

The unit comes with an Ethernet cable for using the LAN Interface.

The Ethernet (Interface) Cable Input is located on the bottom side of the PMRS unit, next to
the GPIO/PTZ Cable Input.

Infodraw MRS#$00 ,- Lock Lever:
Model: 4GS c € ,/ Press and Hold to unlock
S/N: M411070644 ’,' before disconnecting.

8. . 8 et 1 2

Connect the Ethernet (Interface) cable to its correct input on the PMRS unit shown above.
Make sure it is firmly connected.

&WARNING:

e When disconnecting the cable from the PMRS unit, do not just pull the cable. Press
and hold the Lock Lever (shown here) and then pull it out.
e To enable LAN trasmission go to the Ethernet tab of the MRS configurator.
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[ Chapter 3 - Installation

3-1 MRS Server:

There are two programs through which a user can run the MRS server:

1. MRS Service Program (Web Admin Interface Server):

This is a Windows Service Program that allows the user to setup a server on any PC or
dedicated server and then access and change settings in the server from any location, using
the web. (Recommended)

2. MRS Monitor-Server Application:

This program allows the user to run the server in the same program where the video and
audio are streaming. However, the “MRS Monitor” program only allows one device to work
at any one time and gives full access to the server only from the computer itself and most of
its features cannot be reached from the web. This server program is fitted for small clients
that have purchased only one device.

3-1-1 Installing the MRS Service

The control centre server software can be installed on any PC using Windows XP or later.
The server requires a Fixed (Static) IP address, which is publicly accessible, in order for the
external units to connect. Please refer to the “Server Technical Requirements” section of

Chapter 4 in this user manual, for full Server Machine Technical requirements. In order to
allow communication between the server and MRS/PMRS Units and Clients, the following
ports must be open in the server machine’s firewall:

12654 TCP
12655 UDP

For setting up the server on a local area network PC, follow these instructions to open the
ports:

1) Make sure your router has a fixed (Static) IP Address. If it doesn’t, you should arrange
to get one through your internet service provider.

2) Enter your router admin settings.

3) Set your local PC (server PC) to have a fixed local (Static) IP Address assigned in the
router.

4) In the routers port forwarding settings, you need to open the above two ports and
then port forward them to your local PC’s fixed local (Static) IP Address.
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5) After opening and forwarding the ports to your local PC in your router, it is also
recommended to open the 2 ports on your local PC itself, in the Windows Firewall
feature. Open “Control Panel > Windows Firewall > Advanced Settings”. In windows
XP and Vista, enter the “Settings” of the ‘operating internet connection’ and add the

new ports. In Windows 7 enter the “Inbound Rules”, open the “Action” menu,
choose “new rule” and follow the instructions to open the 2 ports.

If you are setting up a virtual server with a server hosting company, ask your service
provider to open the above ports in the server for you. The MRS Server can also be set up
on Microsoft Windows Server OS.

The MRS SERVER supports multiple units and clients. Only a single instance of the MRS
SERVER software may be running on a MRS server/system at any one time. The purpose of
the MRS server is to communicate with all MRS/PMRS units and clients and to stream
video/audio/location from units to clients.

To setup the MRS Service Program (Web Admin Interface Server), follow these instructions:

1) Make sure that both MRS Service setup files (“Setup_MRS_Service.msi” and
“setup.exe”) are placed in the same directory on your server machine.

2) Run the “setup.exe” file.

Locate the installed MRS Server folder and run the “MRS_Service.exe” file. This will activate
the MRS Server Windows Service Program on your server machine.

The starting point for the web administration interface is the main menu page, reachable at
the following address (enter this address in your web browser):
http://serverip:12654/admin

'serverip' is the IP address of your server. If the server is installed on the machine where the
web browser is open, you may use 'localhost' or ‘127.0.0.1" as the address.

If a secure TLS (SSL) connection is desired, use the following address:
https://serverip:12654/admin

e You can create your own certificate (Recommended) or, by default, accept the
certificate created by Infodraw R&D.

e A guide to create the TLS certificate Is available at:
http://www.infodraw.com/support/downloads.php



http://serverip:12654/admin
https://serverip:12654/admin
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€ > C  [4 mrslinfodraw.com:12654/admin, @ ¥ ¥¢ @ =

Server Administrator Login

Password: | | Login |

* The MRS Service program is a TCP and UDP server that serves MRS/PMRS devices and
monitor clients. It's most basic functionality and prime reason for its existence is to
distribute video packets from cellular MRS/PMRS devices with limited bandwidth to a
number of monitor clients observing the video stream. The MRS Service Program under MS
Windows OS takes form of a Windows Service. A Windows Service has no application-like
user interface as does the MRS Monitor Server Application, so it is instead configured using
a Web Administration Interface. This program allows the user to enter the server through

the Web at any location.
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3-1-2 Installing MRS Monitor-server Application:

The MRS Monitor Server can be set up on any PC using Windows XP or later. This program
supports viewing only one device at a given time.
To setup the MRS Monitor Server application, follow these instructions:

1) Run the “Setup_MRS_PC_Application.msi” file. 2) Click “Next”.

Open File - Security Warning @ 15! Media Relay System = = 28 |

Welcome to the Media Relay System Setup Wizard§

Do you want to run this file?

Name: ...Monitor (Serverj\Setup_MRS_PC_Application.msi The installer will guide you through the steps required to install Media Relay Swstem on your
Publisher: Infodraw (Israel) R&D LTD computer.

Type: Windows Installer Package
From: Ch\Users'\Yom\Desktop\Infodraw Australia Softw...

‘[ Run ] [ Cancel

. - “WARMIMG: This computer program is protected by copyright law and intermational reaties.
NWB‘)’S ask: before opening this file Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil

or criminal penalties, and will be progecuted to the maxinmum extent possible under the law.

i = | While files from the Intemet can be useful, this file type can
'y ﬁ/ potentially ham your computer. Only run software from publishers

L What' -
v i e

3) Click “Next”. 4) Click “Next” to begin installation.

4 Media Relay System —— @_Iéj 5) Media Relay System

Select Installation Folder Confirm Installation

The installer will install Media Relay System to the following folder. The installer is ready to install Media Fekay System on your computer.

Tainstall in this folder, click "Next". To install to a different folder. enter it below or click "Browse™. Click "Mest” to start the installation,

Folder:

C:%Program Files [#86]4 nfodrawiMedia Relap System' Browse..

Install Media Relay System for yoursel, or for anyone who uses this computer:

@ Everpone

) Just me

Cancel ] [ < Back ] [ Hest »

Cancel ] [ < Back ] [ Mext >
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Once the “MRS Monitor Server Application” is installed and opened, to setup the PC to act
as a server using Server Based Architecture, follow these instructions:

BN Action View Help
Autoematic HH HH | ®
I Comecien [

Language
= Open... i
ﬁ Save

Save As..., . 2) Open the “Connection”
tection

1) Open the “session” menu on
the top left hand side.

screen.

Exit
%, Ty SErver

...... Software Updates

...... iy Permissions
¥ Online Devices
il Offline Devices

I Modes

Server Selection
) Mo server
) Remote server

IP:

User Name: | meir

3) Select “local server”
Password:

and press OK.

@) Local server

|:| Peer to Peer

Tolerance

Undefined

Metwork Selection

[Windaws Sockets

4) Once the server is running, the status bar on the bottom left hand side of the window
should show “Server is listening”.
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Server is listening

Server Based Architecture is now activated. Units and Clients can nhow communicate with
the server. This architecture is recommended for multi-unit to multi-client communication.

CAUTION: If you are connecting multiple MRS/PMRS units to the server, it is recommended
NOT to view the video/audio/GPS streams from the “MRS Monitor Server Application”
itself. The system will be more stable if the data streams are only viewed from other clients
connected to the server. The server software should be used primarily as a communication
program between MRS/PMRS units and MRS Clients. Therefore, when connecting multiple
units to the server, it is recommended to use the MRS Service Program (Web Admin
Interface Server).
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3-2 PMRS Device Configuration:

The PMRS unit is based on embedded hardware/software with built-in cellular network
interfaces.

The unit must be configured prior to operation. This process includes pointing the unit’s
connection settings to the IP address of the server. Furthermore, the unit’s cellular
connection settings must adhere to those of the cellular provider in use. In particular, the
cellular provider’s APN (Access Point Name) must be provided. The unit is configured using
the Device Configurator software, by connecting a USB cable between the unit and a
computer (XP or higher).

In order for the “MRS device Configurator” to work and communicate with the unit, the
following two elements have to be installed on your PC:

1) MRS Device Configurator software.

2) MRS USB drivers.

3-2-1 MRS Device Configurator Installation:

To setup the “MRS Device Configurator Application”, follow these instructions:

ot

Do you want to run this file?

o] Name: ...on\Downloads\Setup_MRS_DeviceConfig (3).msi
Publisher: Infodraw (Israel) R&D LTD

Type: Windows Installer Package
From: C:\Users\gidon\Downloads\Setup_MRS_DeviceC... 1) Run the nsetup_M RS_DeviceConfig.msi" file.

|| [¥] Aways ask before opening this file

potentially ham your computer. Only run software from publishers

\‘)l While files from the Intemet can be useful, this file type can
4 you trust. What's the risk?

r —
E‘—) MRS Device Configuration

Welcome to the MRS Device Configuration Setup 1
Wizard é“.ﬁ

)

The installer will guide you through the steps required to install MRS Device Configuration on your
computer.

2) Click “Next”. |

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Comon ) [ <o | [CHewo
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MRS Device

Select Installation Folder %
9

The installer will install MRS Device Configuration to the following folder.
To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder: .
P T B e e 3) Click “Next”.

Install MRS Device Configuration for yourself. or for anyone who uses this computer:

© Everyone
Just me

[ cancel ][ <Back ][ New> |

3) If you have an Anti-Virus program installed on your PC and this window appears, Click
“Run this program Anyway”.
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Setting up the Device for Configuration:

1)

2)
3)
4)

5)
6)

Change the 2 left dip switches (numbers 1,2 to external USB mode - up position)

Connect the USB cable between the unit (Mini USB Input) and your PC.
Turn on the unit and wait about 1 minute.
After a few seconds the system will show —

-

1\ USB Device Not Recognized X

One of the USB devices attached to this computer has
malfunctioned, and Windows does not recognize it.

For assistance in solving this problem, click this message.
o

—

After another few seconds the system will ‘detect new hardware’.

For the first time connecting the unit to a PC, the PC will detect new hardware and
automatically ask for a driver. Browse for the folder where the MRS driver files are
located on your PC. Point the driver setup to Infodraw MRS Driver and install.




- Open the MRS device
Configurator program.

- Open the Driver menu.

- Choose Download driver
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3-2-1-1 Driver Installation for Windows XP, Vista, 7 (32Bit):

e In Windows XP after connecting the device and opening the Driver menu, choose

Download and install driver.

e In other 32-bit Operating systems please follow these instructions:

i MRS Device Configurator

=10 x|

| Fle Edt View Debug | Drver Hep

I DEHE 4B® |

r Download driver

Tree x

(1> Device ldentification

%, Connection

<|» Modem

% | ocal Network

<l Wireless LAN

[ SIM

B VPN

i SMS

.. GPIO

[®] Recording

@ Location

g PTZ
Streams

B¢ Licensing

Maintenance

= Log

Test mode

Download and install driver

Install driver

Normal mode

Uninstall driver I
Restart with options

Device Name: I

Device 1D Mumber: I

Device Client Password: I

Hardware Identifier: I

Modem IMEL: I

Config Password: I

Server Admin Password: I

To setup the USB Drivers on Windows XP, Vista or 7 (32Bit), please make sure that the
device is activated with DIP switches 1 & 2 in an "Up" and that you have the path of the two
drivers that were downloaded on your PC: idmrs.inf & idmrs.sys.

System Properties

System Restore
General

Automatic Updates
Computer Name Hardware

Device Manager

-
% on your computer. Use the Device Manager to change the
properties of any device.

The Device Manager lists all the hardware devices installed

i3]

Remote
Advanced

E Device Manager
Drivers
g Driver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
how Windows connects to Windows Update for drivers.
[ Driver Signing ] [ Windows Update ]

Hardware Profiles

Hardware profiles provide a way for you to set up and store
different hardware configurations.

[ Hardware Profiles

J

Lok JI

Cancel ]

J_

a) Right-click “my computer”.
b) Click “properties”.
c) Enter the “Hardware” tab

d) Click on “Device manager”.
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S Device Manager
File Action YView Hep

BEE2E A =R8

LEX

When the PCis connected to a
device (With the USB cable):

= &) QATESTING
% i Computer
+ e Dick drives
# 1 Display adapters
+ . DVD/CD-ROM drives
+ {3 Human Interface Devices
+ 3 IDE ATA/ATAPI controllers
= B8 Infodraw Muktimedia
T vicion s vovee ]
+ < Keyboards
# ) bice and other pointing devices
%% Monkors
+ B9 Network adapters
% Y Ports (COM&LPT)
+ 4 Processors
%9, Sound, video and game controllers
+- W System devices
+ &g Universal Serial Bus controllers

a) Open the Infodraw Multimedia
folder.

b) Right-click on the Infodraw MRS
Device file.

¢) Choose the update driver
option.

* If the device appears as an
"Unknown device" - please connect
the USB cable to another USB port or
to a USB hub until the device is
identified.

The “Hardware Update Wizard” window will
pop up. Click “No, not this time”, then click
“Next”.

Hardware Update Wizard

Welcome to the Hardware Update
Wizard
Windows will search for current and updated software by

looking on your computer, on the hardware installation CD, or on
the Windows Update Web site (with your permission)

Flead our privacy policy

Can Windows connect to Windows Update to search for
software?

O Yes, this time only
(O Yes, now and every time | connect a device
(® No, not this time

Click Next to continue. l

[ Next > ][ Cancel _]

Click the “Install from a list or specific
location (Advanced)” option, and then click
“Next”.

Hardware Update Wizard

5

This wizard helps you install software for:

Infodraw MRS Device

') If your hardware came with an installation CD
<& or floppy disk. insert it now.

‘What do you want the wizard to do?

O Install the software automatically (Recommended)

® lInstall from a list or specific location (Advanced]

Click Next to continue.

[ < Back ][ Next > ][ Cancel ]
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Hardware Update Wizard

a) Click the “Search for the best

Please choose your search and installation options. . . .
:Q\ driver in these locations”
1 option.
(®) Search for the best driver in these locations.
Use the check boxes below to limit or expand the default search, which includes local b) Tick the “Include this location

a. iver f ill be i ; . .
paths and removable media. The best driver found will be installed in the search” optlon.

[[] Search removable media (floppy, CD-ROM...)

[ Inchide s localion i he seaich c) Press the Browse button and
‘ '\\core2duo\Downloads\Sierra\Build1774_(Driverlns! s search for the folder where the
MRS driver files are stored on
your PC.

O Don't search. | will choose the driver to install

Choose this option to select the device driver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

d) Click “OK” after you have
located the driver’s folder.

[ < Back ][ Next > ][ Cancel ]

e) Then click “Next”.

After successfully installing the drivers, begin the initial configuration.
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3-2-1-2 Driver Installation for Windows Vista & 7 (64Bit):

" MRS Device Configurator _ o] x|
J Fle Edt WVew Debug | Driver Help

EECE T - |
x

Download driver
Download and installdriver

Tree

Ty Device |dentification
. C Install driver
* Open the Driver menu. (3 Cornecton Normal mode
- Local Netwark
il Wireless LAN
* Choose Test mode B siv

= VPN

Uninstall driver I
Restart with opfions

f,‘li’, aMS Device Name: I

* Restart your PC . cPo
Recording

Device ID Number: |
@ Location

* After restarting, in the 7 Pz

8 streams
bottom-right side of the B oo o
£ Log

screen - a text should appear Modem IMEL |

Device Client Password: I

Hardware Identifier; I

to show that the computer is

Config Password: I

in test mode.

Server Admin Password: |

Test Mode
Windows 7

Build 7601
3:27 PM

{”f MRS Device Configurator - 0| x|

J File Edit View Debug | Driver Help

|DSE| % B@|§  Tetmode
Tree S Oovmoaddmver

@ Device Identification Downlead and install driver

* Open the MRS device

B Licensing
Maintenance
== Log

Hardware Identifier:

Modem IMET:

Config Password:

Server Admin Password:

1% Connection Install driver
il» Modem Normal mode .
< Local Network [ — Configurator program.
E ‘glr:\;.lmess LAN Restart with options " .
8 VPN e Open the Driver menu.
alb SMs :
Sl Rocording Device ID Number: * Choose Download driver
@ Location
g PTZ Device Client Password:
Streams




June 20, 2017

INFODRAW R&D

PMRS-102 User Manual 6.2.0.0

e |f the driver setup doesn’t automatically open, follow these instructions to install the

Drivers manually:

a) On your desktop, right-click
on “Computer”. Select the
“Properties” option.

b) In the “System”
window, select “Device
Manager” on the left hand
side of the screen.

| n S T »
= Device Manager i

HE~)
o L —
U‘@d; ¢ Control Panel » System and Security » System - |‘, H Search Control Panel Pl
File Edit View Tools Help
@ -
Control Panel Home B

View basic information about your computer

@ Device Manager
’S‘ Remote settings

Windows edition

@ System protection

@ Advanced system settings Service Pack1

Get more features with a new edition of Windows 7

Systern
Rating:

Processor:

Installed memory (RAM):
See also System type:
Action Center Pen and Touch:
Windows Update

Performance Infermation and

Computer name:
Tools

Full computer name:

‘Windows 7 Home Premium

Copyright © 2009 Microsoft Corporation. All rights reserved.

m Windows Experience Index

Intel(R) Core(TM) i5 CPU 750 @ 267GHz 2.66 GHz
4.00 GB

64-bit Operating System

No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Yon-PC
Yon-PC

@'Change settings

mn

u File Action View Help

& DE HD ® &S

4 424 gidon-PC
, .39 Batteries
.-€) Bluetooth Radios
» 48 Computer
» ¢ Disk drives
, B, Display adapters
> 0“5 Human Interface Devices
b g IDE ATA/ATAPI controllers
» %54 Imaging devices

2¥ Infodraw Multimedia

{&¥ Infodraw MRS

[y

» <= Keyboards ;i
» - Mice and other p¢ Disable
> E Monitors Uninstall

»-&¥ Network adapters
> Processors
b -% Sound, video and

Properties
»-{M System devices

Update Driver Software... -

Scan for hardware changes

b) Right-click on the
“Infodraw MRS
Device” file.

Driver Software”
option.

a) Open the “Infodraw
Multimedia” folder.

c) Choose the “Update

> - @ Universal Serial Bus controllers
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If the device appears as an "Unknown Device" - please connect the USB cable to
another USB port or to a USB hub until the device is identified.

The “Update Driver Software” window will Browse your computer and choose the folder
appear. Select the “Browse my Computer for where the MRS drivers are located. Then click
o ”
driver software” option. Next”.
- - [
- . .
G Update Driver Software - Infodraw MRS Device @ | Update Driver Software - Infodraw MRS Device
T
How do you want to search for driver software? Browse for driver software on your computer
Search for driver software in this location: 1
9 Search automatically for updated driver software - -
Windows will search your computer and the Internet for the latest driver software b L Browse... ]
for your device, unless you've disabled this feature in your device installation 7 Include subfolders

settings.

9 Browse my computer for driver software

Locate and install driver software manually. -

2 Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

| Cancel

Cancel

After successfully installing the drivers, begin the initial configuration.

3-2-1-3 Driver installation for Windows 8 (64bit) OS

The detection of the USB in Windows 8.1 and 10 OSs is automatic. So all that needs to be
done is:

e Raise DIP switches No. 1&2.

e Connect the USB cable

e Activate the PMRS device

e After successfully installing the drivers, begin the initial configuration.

Does not apply to computers that had the MRS drivers installed in the past.
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3-2-2 Initial Confiquration of the MRS Device

1. After installing the drivers and activating the device in configuration mode (DIP
switches 1 & 2 raised). If the instillation was conducted properly, the settings on the
MRS device configurator should be illuminated and the log on the bottom-left side of
the program should read "Parameters Loaded".

2. Enable the "Remote Server" and type in the IP address of your server.

3. Click on the candle icon to save the changes you have made. Wait until the log in the
bottom-left reads "Parameters Saved".

I} MRS Device Configuraton

File Edit W“ew Debug Help

DeE| +s+B2@ 1 6| 7

Tiee X
[0 antilicatiom Media Server Selection Connection Reference (TCP)
1on

| (™ Mo sarver [~ Enable
Local Metwork
At ‘wireless LAN (+ Remate server Address: |
SIM
aMs = T ey I
GFIO
|®| Recording
. GPS Timeaut
& 1z I Secure v Maximal idle time: | 30 minutes.
o Streams -
G Licersing Tobrancei g <] | pevice Reset

= Maintenance
== Log " Local server
CDF mabeye.co.il

" mMulkiple Connections [~ ODF Server Parameters

Status: |

Parameters saved (R

4. Deactivate your PMRS device and lower DIP switches 1 & 2 to a "down" position.

5. Install the MRS Monitor-Client, follow the instructions of the MRS monitor-client
section below.
6. Activate the PMRS device.
e For further reading go to the MRS device configuration section.
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3-3 MRS Monitor Client:

The MRS Monitor Client can be set up on any PC/Laptop using Windows XP or later.
To setup the “MRS Monitor Client Application”, follow these instructions:

1) Run the “Setup_MRS_Client.msi” file. 2) Click “Next”.

Open File - Security Warning @ 15) MRS Client
Welcome to the MRS Client Setup Wizard

Do you want to run this file?

Name: ..are\MRS Manitor [Client]\5etup_MRS_Client.msi The installer will guide you through the steps required to install MRS Client on pour computer.
Publisher: Infodraw (srael) R&D LTD

Type: Windows Installer Package
From: C\Users\Yon\Desktop\Infodraw Australia Softw...

) [ Rn | [ Cace
WARMIMG: This computer program is protected by copyright law and international treaties.

NWB}'S ask before opening this file Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the marimum extent possible under the law

i T | While files from the Intemet can be useful, this file type can
\\e(- potentially ham your computer. Only run software from publishers

you trust. What's the risk 7 i < Back

W =

3) Click “Next”. 4) Click “Next” to begin installation.

8] MRS Client . e Sl S PR ] MRS Client o= - |
(=

Select Installation Folder Confirm Installation

¥
The installer will install MRS Client to the fallowing folder. The installer is ready to install MRS Client on your computer
Tainstal in this folder, click "Mext". To install to a different folder, enter it below or click "Browse". Click "Mext" to start the installation.
|
Folder: (|

C:\Program Files [¥86]M nfodrawtbAS Client, Browse..

Install MRS Cliert for yourself, or for anyone who uses this computer:

@ Everpone

O Just me:

Cancel ] [ < Back ] [ Mext > Cancel ] [ < Back ] [ Mext > ]
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Once the MRS Monitor Client application is installed and opened, to setup the PC/Laptop to

act as a client, follow these instructions:

73 Media Relay System Monitor 1
=TI Action View Help
Automatic HH BE | 7
[ Comecr |

Language
= Open.. if
W Save

Save As...

tection

Exit
B ORNRE Devices
W Offline Devices

I Modes

3) Select “Remote server”. Enter
the IP of the server and a
Username and Password if
required. Press “OK”.

1) Open the “session” menu on the
top left hand side.

2) Open the “Connection” screen.

Server Selection

() Mo server
(@ Remote server

IP: 123.456.789.123

User Mame:

Password:

Tolerance

[Undeﬁned - ]

MNetwork Selection
[Windcws Sockets v]
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4) Once the client is connected to the server, the status bar on the bottom left hand side
of the window should show “Connected”.

Connecked

The Client is now connected and can communicate with the server. The client has viewing
and control capabilities as defined on the server.
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[ Chapter 4 — MRS Software Components }

4-1 MRS Monitor Client:

BB i Rty S R T

Session  Action View Help

Y ESH OHME ?

The MRS Monitor Client Application

|_:_|. MWy Monitor
..} m Speaker is off
;& Microphone is off
: Recordings
..... @ Locations

1?‘ Visual Motion Detection
. o4& Contacts Alarm

- Online Devices

-l Offline Devices

..... I MNeighbourhood

&4 Communication

@ Local Area Connecticn

ﬁ Locpback Pseudo-Interface 1

is used for connecting to the server
to monitor and control MRS/PMRS
units. This application has all the
features of the MRS Monitor Server
Application, except it has no server
capabilities. Upon opening the
application, you will see a tree on
the left-hand side with the
following features:

Item:

Description:

Speaker is off

Configure settings for your computer’s speakers.

Microphone is off

Configure settings for your computer’s microphone.

Recordings (web extension)

Format micro-SD remotely

Recordings (folder)

a) View Recorded video/audio files.
b) Configure settings for local monitor recording files.

Locations

a) View the GPS map full screen showing all connected
units on it.
b) Configure trigger actions for GPS event alarms.

Visual Motion Detection

Configure trigger actions for Visual Motion Detection
event alarms.

Contacts Alarm

Configure trigger actions for the Alarm button and GPIO
event alarms.

Online Devices

Will display all online MRS/PMRS devices.

Offline Devices

Will display all devices that have disconnected from the
server, if the device has been ticked to be remembered
by the server.

Neighbourhood

Will display information about the server you are
connected to such as: IP address, software version etc.

Communication

Displays network information.
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4-1-1 Setting Language:

The MRS Monitor Application supports 18 different languages. Follow these instructions to

change the language of the application:

E Media Relay System Monitor

m Action View Help

Automatic HH ﬁ| 7

'? ¥ Connection

= Open...

W Save ates
Save As...

Exit
T Melghbourhood
5% Communication
ﬁ Local Area Connection
@ Loopback Pseudo-Interface 1

3) The “Select Language” window
will appear. Select your desired
language. Then press “OK”.

E Media Relay System Menitor

Session  Action View Help

YeE OHMHE ?
B

#=-f Mi Monitor
£ Mi Servidor
-- Actualizaciones de Software Gratuito

-l Permisos

----- ¥ Dispositivos en Linea

-l Dispositivos sin Conexidn
- Barrio
[ L
=4 comunicacion
H < -
[-t=4 Local Area Connection

ﬁ Loopback Pseudo-Interface 1

1) Open the “Session” menu at
the top left-hand corner of the

screen.

2) Select “Language”.

Select Language ]

English
nmay

FranEais
Pycoaaii
Magyar
Portugués
Deutsch
Nederlands

Italiano
EMAnveg
YipalHibKa
Ay pl]
Brnrapcrm
Romana

FE

[Ty

[ o

Your selected language will now be

displayed on the MRS Monitor
screen.
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4-1-2 Connecting the Unit to the Server:

1) Insert the SIM card into the PMRS Unit.
2) Ensure the GSM/GPS Antennas are connected to the unit.

3) Ensure your server (either through the MRS Service Program Web Admin Server or
the MRS Monitor Server Application) is running and working properly.

4) If your server is running through the “MRS Service Program”, open the MRS Monitor
Client on another PC/ Laptop and connect to the server.

5) If your server is running through the “MRS Monitor Server Application”, you can
either connect to it using the MRS Monitor client on another PC/ Laptop, or you can
view the video streaming in the MRS Monitor Server Application itself.

6) Turn on the PMRS device.

Session  Action View Help

YEH ODEEE ?

MRS . .
E . Once you turn the unit on, it
=B My Menitor
-3} Speaker is off should connect to the server within
----- Microphone is off 1 minute.
----- Recordings
..... @ Locations All connected units will appear on
g Visual Motion Detecti .
g, Visual Motion Detection the left hand side of the “MRS
----- & Q Contacts Alarm
-8 My Server Monitor” screen under “Online
----- Software Updates Devices”.
----- (i Permissions

- Online Devices

L gk JPVRs 2011

-l Offline Devices

BI Modes
I 1.144107.5 ;44031

Double clicking on the PMRS device Device 10: 2543
name, will bring up a window Yersion: 4.6.0,2
showing the unit’s ID number and

firmware version. Press “OK”.
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A new tree will appear under the PMRS device name on the left-hand side. The tree

contains information regarding the unit’s features as defined inside the unit. The

descriptions of the features are listed below:

E Media Relay S},-'sler;lmli-t:]'

Session  Action  View Help

¥ & OHMWE 2
23 MRS

|_:_|l My Monitor

4! Speaker is off

..... ‘j: Microphone is off
Eg... Recordings

..... . Locations

-@‘ Visual Motion Detection
..... & Contacts Alarm
[_]é‘-:'-é My Server

..... Software Updates
..... (@l Permissions
=-JE Online Devices

‘éu@ MRS Device 166691

----- B Cameral
~.Zpw Audio In 1
----- 5, Audio Out 1
- Sensors
EEI---EH Switches
EEI---.' Location

L__a

-4t]» Signal: Excellent (64%)
i HSDPAJHSUPA
----- B 3.73v 51.7% 02:04 Hours
{8y 49 Minutes
- Offline Devices
E'I Meighbourhood
- %0 1148.246.133 : 45206
-5 Communication
ﬁ Local Area Connection
ﬁ Loopback Pseudo-Interface 1

Items:

Descriptions:

Cameral

a) Open/Close the Video channel of the
unit.

b) Configure settings for the Video
channel.

Audioln 1

a) Open/Close the Audio In channel of
the unit.

b) Configure settings for the Audio In
channel.

Audio Out 1

a) Open/Close the Audio Out channel of
the unit.

b) Configure settings for the Audio Out
channel.

Sensors

View the status of Input Sensors.

Switches

View the status and control Qutput
Switches.

Location

a) View the GPS location of that specific
device only.
b) Set location event alarms.

SMS

Allows you to add mobile phone numbers
for SMS events, as well as determine
what events will trigger an SMS.

Signal

Displays the current signal strength for
the cellular network the unit is connected
to.

Service Type

Displays the Cellular Service Type in use,
for example: HSDPA/HSUPA

Battery Capacity

Displays the unit’s remaining battery
capacity in hours and minutes. Also
displays if the unit is being charged.

Alive Time

Displays how long the unit has been
connected to the server in days, hours
and minutes.

Recordings

Download and play recordings from the
Micro SD card inside the unit. The
Recordings folder will appear if a Micro
SD card is inserted into the unit.
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4-1-3 Viewing Video:

#_:,— Media Relay System Monitor

J Session  Action View Help

| ¥eR OBBEE ?

B3 MRS -
=@ My Monitor

=4 Online Devices (2)

=% "D 100

Before viewing the video channel, it must [Tgmm Open
-

be enabled. In order to enable a specific gg{: —
channel, point the cursor over the channel w7l sy et Bt Rate

. 3 . Set Frame Rate
and right click. Alternatively open the Sef Image e
action menu at the top of the screen, then npElE <
select the “Enable” item. AEERTALITLIID

Record on Monitor
Record on Server
Record on Device

Restart Media

Cancel

Mame: I

Save | Save As... | CIearLisil

Drag & Drop a video channel on the left hand side to the desired window to open it for live
video streaming. Alternatively, double click on a video channel to open it for live streaming.

% Media Relay System Monitor.
Session  Action  View Help
YEE OHBE ?
T8 My Monitor
< m Speaker is off _— -
A Microphone s off [2a11/82/12 Chl 18:57:2 | z z o
Recordings. u . | fifhizen
@ Locations 717 -
£ My Server = | N208.
(ED software Updates
wlemmermeersche
’ D@!iv:zzvsmlislﬁns Golfclub.
=/ KMC Systems Bus
i [ Camera 1 (Zoom)
= [ Laadrimte
? Bitrate: 63 kbps
? Framerate: 6 fps
B video Channel 3

Haarlemmermeerse
§ Bos

Video Channel 4 : _ -

?- Audio Channel 1 1 14 Hoofddorp. N\,
A i

# () Indicators

&[] Switches

@ Location

SMs

«|» Signal: Good (S8%)

KMC

201
#De Hoek

=
B PTZ Camera
B Fixed Camera
B video Channel 3

Video Channel ¢
u Speaker
B-58 Mic

? Bitrate: 16 kbps
? Sample rate: 32 KHz
# () Indicators
& [O1 switches
= @ Location
2 Latitude: 51.941600° N
? Longitude: 4.407777°E
2 Height: 42.0 meters
SMS
«|» signal: Excellent (74%)
5 todes

% mrs.kme.nl : 12654

Connected
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Double clicking on an open video stream expands the size to full screen. Double clicking

again returns it to the previous setting.

2 Media Relay System Mo
| Session Action View Help
YW OFMmE ?

A Microphone is off -
Recordings

@ Locations
Da Visual Motion Detection —
& Contacts Alarm
£ My Server
Software Updates
@ Permissions
-4 Online Devices
-4 MRS Device 2242
o
&1 200 kbps / 25 fps
W Ch-02
W Ch-03
W Ch-04
4n AudioIn 1
4 Audio Out 1
@ Indicators
9] Switches
@ Location
SMs
 HSPA
«» Signal: Good (58%)
3] Telstra
i Offline Devices
% Nodes L

[-% 1155.88.254 : 4097 =

i

- ~ Duration
.
I5-OFF =
< T
Name:

e Time Device Type Index Value Clear po
2011/02/01 15:29:51 MRS Device 2242 Video Channel Open Ch-01 (1) Open ‘E‘
2011/02/01 15:28:49 MRS Device 2242 Video Channel Open Ch-01 (1) Close Wi
2011/02/01 15:28:40 MRS Device 2242 Video Channel Open Ch-01 (1) Open
2011/02/01 15:17:28 MRS Device 2242 Video Channel Open Ch-01 (1) Close
2011/02/0115:17:09 MRS Device 2242 Video Channel Open Ch-01 (1) Open
2011/02/01 15:16:59 MRS Device 2242 Video Channel Open Ch-01 (1) Close 4

Server s listening

‘ts Media Relay System Mo... |

Session Action  View  Help

YEH DFMWE ?

= Online Devices
- Gadi MRS Device 317546529
=l PMRS Device 1545

Ea--? EC_— If the video looks like it is not
Ik

>

lose . .
’ v Enable centred correctly, right click

Rename on the video channel and

Sek Bit Rate select “Restart Media” or
Set Frame Rate

ek Image Size

press F5 while the cursor is

Properties on the channel. This will
save Image v restart the video channel and
Attach Audio-Video || centre it correctly.

Recard an Maonitar
Record on Server
Fecord on Device

Reskart Media

Cancel




The viewing area can be splitinto 1, 4, 6, 9, 12, 16 or 20 viewing channels.
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3 Media Relay System

Session  Action m Help

Yy=&E 0O

B My Monitor

£z My Server

... & Software Upd
Permissions

¥ Online Devices
il Offline Devices

I MNodes

Toolbar
Status Bar
Tree Pane

Messages Log
Events Log

Maps
Locations History

[ 1 Channel
Hﬂ 4 Channels
HH & Channels
ﬂ 9 Channels
16 Channels
20 Channels

vailable

To change the number of channels

viewed on the screen, open the
“View” menu at the top of the
window and select the desired

number of channels.
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4-1-3-1 Video Properties:

Right clicking on an open video Enable

Rename
Set Bit Rate
Set Frame Rate

stream, opens a small menu.
Select “Properties”.

Selecting a specific video o e

channel on the left hand side of
the screen and pressing F3

Properties

Save Image

Attach Audio-Video

Record on Monitor
T
Properties” window. Record on Server

brings up the same “Video

Record on Device
Restart Media

Cancel

Video Properties X

Enable

Name: |

Single Encoder

Destination:  Broadcast + Recording

Encader
Image Size: PAL CIF e
Fi Rate: s N .
rame Rate 10] fps The “Video Properties”
Bitrate: 500 | kbps window will appear.
Controls
[ interlaced Frame Text
Sync Frames |:|W'rite Location
Rotation: i b

Visual Motion Detection
[ | petect Motion Configure

Automatic Camera Power

Switch none Evd

Powered Value |g )

Apply Close
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In the “Video Properties” Window you can adjust the settings of that specific video channel.

The descriptions of the settings are listed below:

Items: Descriptions:
Enabled Allows you to Enable/Disable the video channel
Name Allows you to change the name of that specific video channel.

Single Encoder

When this box is ticked, that video channel will have a single encoder (Bit
Rate/ Frame Rate) for viewing/recording the video stream. When this box
is Un-ticked, this enables you to assign multiple encoders to the video
channel (one for viewing and one for recording.)

Destination

Allows you to apply settings for the multiple video encoders. Please view
the “Multiple Video Encoders” section of this manual, for more
information.

Image Size

This allows you to adjust the Image Size (Resolution) of the video channel.
The unit supports the following Image Sizes:

PAL - D1/CIF/QCIF

NTSC — D1/CIF/QCIF

Make sure that the settings are compatible to the camera you have
(PAL/NTSC), and to the bandwidth at your disposal. For example D1 (TV
quality) will require high bandwidth, CIF can be afforded with medium
bandwidth and QCIF is the format more suitable to low bandwidth.

Frame Rate

Adjust the Frame Rate of the video channel to fit the bandwidth at your
disposal. The Frame Rate can be set to any number from:

1 to 25 fps (for PAL).
1 to 30 fps (for NTSC).

Bitrate

Adjusting the Bit Rate of the video channel changes the quality of the
video, it should be set to fit your bandwidth capabilities and your cellular
package. The Bit Rate can be set to any number from 10kbit/s to 2Mbit/s.

Interlaced

DO NOT enable this feature on the PMRS-102 units.

Rotate

Rotate the video channel to a 0/90/180/270 degree angle.

Detect Motion

Tick this box to activate Visual Motion Detection. For more information
view the “Visual Motion Detection (VMD)” section of this user manual.

Frame Text

Tick this box to enable the frame text to be displayed on the upper-left
side of the video channel.

Sync Frames

This feature should always be disabled unless told otherwise.

Write Location

Tick this box to display the GPS Co-ordinates of the unit in the frame text.

The most important parameters when viewing the video streams are the bit rate and frame

rate. The bit rate is based on the bandwidth supported by the mobile network in the area.

The bit rate of all viewing channels must be less than the bandwidth. For example, if viewing
only 1 channel and the bandwidth is 200kb then the bit rate must be less or equal to 200kb.
The frame rate can be any number from 1 to 25/30 but in a low bandwidth environment
such as 200kb, 10 - 15 is more suitable.
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Automatic Bandwidth Control:

The unit does have automatic bandwidth control which will automatically reduce the Bit
Rate and Frame Rate of the video channel, if they are set too high for the mobile network
bandwidth.

CAUTION:
If the Bit Rate and Frame Rate are set excessively higher than the mobile network
bandwidth, this may cause the unit to disconnect from the server.

Session m View Help
¥ = v ]Enable

@1 Open
: =X Rename F2
; Set Frame rate

: @ Onii Set Image size

BE -3 Deinterlace

The bit rate, frame rate and other i
. | Properties F3
video parameters can also be .
|
changed using the action menu
(while the cursor is on the specific | e
3 Record Locally
Video Channel). =2 Record on Device
Restart Media F5
- or
B--j Mog
-4 ]

Data Usage:

When determining the bitrate in the video parameter please consider the SIM card package
provided to you by your cellular provider, please consider the amount of data the unit will
consume. The table below provides an example of a PMRS-102 unit’s mobile data
consumption when streaming continuously.

Bit Rate of Steaming Video Channel: | Data Usage Per Day (roughly): Data Usage Per Month (roughly):
1 channel at 100kbit/s 1.08 GB 32.4 GB

1 channel at 200kbit/s 2.16 GB 64.8 GB

1 channel at 300kbit/s 3.24GB 97.2 GB

1 channel at 400kbit/s 432 GB 129.6 GB
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4-1-3-2 Multiple Video Encoders:

The encoder is the image size, frame rate and bit rate of the video channel. By default, the
same encoder is used for viewing and recording the video channel. Different video encoders
can be applied for viewing the video channel and recording the video channel. Follow these

instructions to do so:

Video Properties

X

2l3| fps

200 | kbps

Wisual Makion Detection

Enable
Mame: |
‘ Single Encoder
Destination:
Encoder
Image Size: |P.ﬁ.L CIF hd |
Frame Rate: | w
Eitrate: |
[l 1interlaced [CFrame Text

|:| Debeck Mation
| Apply | [ Close

]

2) In the “Destination” list box,

select “Broadcast”.

1) In the “Video Properties”
window, un-tick “Single Encoder”.

Destination:

Encoder

Image Size:

Frame Rate:

Bitrate:

[|interlaced

Enabled
Ch-01

[ single Encoder

[Broadcast -

Broadcast + Recording
'

Recording
L

- 2] fos
200  kbps

|:| Detect Motion Frame Text
|:| Sync Frames

[ Cancel ]
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Enabled
Ch-01

[7] single Encoder

Destination: [Broadmst

Encoder

Image Size: [PAL D1

Frame Rate: [v 10] fps

100 kbps

[7] Detect Motion Frame Text
|:| Sync Frames

[ Cancel ]

4) In the “Destination” list box,
select “Recording”.

Destination:

Encoder

Image Size:
Frame Rate:

Bitrate:

[ interlaced

3) Enter in the desired “Image
Size”, “Frame Rate” and “Bit rate”.

Enabled
Ch-01

[ Single Encoder

|Recording -

Broadcast + Recording
Broadcast
L

lv ZU] fp=

200  kbps

|:| Detect Motion Frame Text

|:| Sync Frames

[ Cancel l




Destination:

Encoder

Image Size:

Frame Rate:

[ interlaced
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Enabled

Ch-01

[ single Encoder

[Recording

PAL CIF

[v ZD] fps
200  kbps

|:| Detect Motion Frame Text
|:| Sync Frames

[ Cancel ]

5) Enter in the desired “Image
Size”, “Frame Rate” and “Bit
rate”. Once you have finished,
press “OK”.

The video encoder will now be different when viewing the video channel and when
recording the video channel.

To switch back to a single video
encoder for both viewing and
recording the video channel,
simply tick the “Single Encoder”
item in the video properties

window.

Enabled

MName: Ch-01

‘ Single Encoder

Destination: | Broadcast + Recording

Encoder

Image Size: [P,&.J_ CIF v]

Frame Rate: [v 20] fps

Bitrate: 200 | kbps

[Clinterlaced 7] Detect Motion [¥] Frame Text

D Sync Frames

l Cancel l
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4-1-3-3 Video Frame Text:

Yideo Properties f‘5__<|
[#]Enable
Manme: | |
[+] Single Encader
Destination: . . .
To activate the video frame text, tick
Encoder the “Frame Text” option, located at
Image Size: | PAL CIF v | . .
the bottom-right hand side of the
Frame Rate: . ) . .
fame Rate: | 20, fos video properties window. Tick the
Bitrate: | 200 | Kbps “Write Location” option to include the
GPS Co-Ordinates of the unit in the
Interlaced .
[Hinterace FramE’TEXt _______ video frame text. Then press “Apply”.
[]atirite Locatior:
‘Wisual Motion Detection
|:| Detect Mation
[ Apply l [ Close ]

After this option is enabled, the date/ time/ GPS Coordinates/ Motion Detection Status will
be displayed on the upper-left side of the video channel (Shown Below).

Media Relay System Monitor " !

i Session Action View Help

yE2E OBHBE ?
=B PMRS Device 2771 ~ | |IPMRS Device 2771:
5B Camera1 1
&8 200 kbps /10 fps )
4 Motion Detected !
5§ Audio In 1
A Audio Out 1 L
@) Sensors [
+- [ Switches
7 @ Location
Recordings
SMs
€ 5 Minutes
«|» Signal: Excellent (64¢ _

W OAANEC N .. .. VTOC VACET
m

2012/02/1213:27:29 PMRS Device 2771 Visual Motion Detected
2012/02/1213:27:29 PMRS Device 2771 Audio Channel Open 1 Open ~

<«
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4-1-4 Other Options:

‘2= Media Relay System Monitor E@g|

© Session  Ackion  View Help
YEH DORHE 2
BB RS
+ . Iy Monibar
= 1 Orline Devices The user can change and control the
+ ﬂ Renarne . .
o B MRS properties device from the MRS Monitor:
w0 J&E|
+ - Gadi  Attach Audio-video
W Offine De Restart Device
= ??9::;2“: Set Restart Period Right clicking on a PMRS device name,
- &5 Communig  estart Application brings up a menu with the following
o &5 Local, Set Packet Data Size .
Diagnostic Infarmation
Remember
Add Event L .
Send Text Message The descriptions are listed below:
Media Ouktput Streams
Cancel
Connected
Parameters: Descriptions:
Rename This allows you to change the name of the PMRS device.
Properties This will bring up the window displaying the device’s ID number and

firmware version.

Attach Audio-Video

This allows you to attach the audio channel to the video channel for
synchronised recording.

Restart Device

This option restarts the PMRS device remotely.

Set Restart Period

Determine the time interval between one restart and the next.

Restart Application

This option restarts the video controller.

Set Packet Data Size

Default is 1000 (recommended not to change this parameter).

Set Time Select this option to set the time on the PMRS device to the current time.

Remember This parameter can be ticked in order to move the unit’s name to the
“Offline Devices” list in case the unit gets disconnected from the server.

Add Event This feature allows you to create a user event (custom detail) that will

appear in the events log.

Send Text Message

Send an SMS to a Cell Phone.

Media Output Streams

Not relevant for the current version
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4-1-5 Device Location (GPS):

The PMRS unit has built-in GPS location functionality, which transmits the position of the
unit to any connected client. To activate GPS, you need to select “Activate GPS” in the
configuration software of the unit (MRS Device Configurator).

GPS usually needs clear sky (or partially) to detect position. It takes about 30 seconds for the
unit to fully operate with GPS and GSM outside. The unit starts by searching for its position
then connects to GSM. If the unit is located inside a building without clear sky, it will
struggle to find its location. It will take about 3 minutes for the unit to give up and continue
with the rest of the system (connecting to GSM). Therefore it is better to disable GPS (using
the Device Configurator) for units operating inside a building without clear sky.

There are 2 options to view devices on the map:

1. System level - All connected devices over specified full screen map.
2. Device level - Specific device only over a small map.

The System supports Google Maps and Open Street Maps. Google Maps is the default map
used. To change to Open Street Maps, open the “View” menu and select “Maps”.

Session  Acticn Help
¥ & | 0Ol Tootar

l My Monitor Status Bar

él'j'é My Server Tree Pane
----- Software Upd Messages Log
‘{li Permissions Events Log

¥ Online Devices
I Offline Devices

% Nods [ Maps |

Locations History [GoogleMapsEa:m
Google Maps/Earth
R —
D 1 Channel
Hﬂ 4 Channels Cox ] [ coea |
E 6 Channels
ﬁ 9 Channels
12 Channels
16 Channels
20 Channels

The “Select Map” menu will open. In the List box, select “Open Street Map”. Then press “OK”.
The Location screen will now be viewed using Open Street Maps.
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4-1-5-1 System Level Map:

BB e Ry Sy NGRS

To view the system level map,

i Session  Action  View Help double click on “Locations” under
Yy EEH OHMEEHE % “My Monitor”.
B My Monitor

~.{pw Speaker is off
..... ‘)_: Microphone is off

----- Recordings

S Jiocoion:

..... -4 Contacts Alarm
Zz My Server

..... Software Updates
..... i Permissions

P Online Devices

P Offline Devices

j Modes

-@;‘ Visual Motion Detection

o

You will now be able to see all devices on one full screen map as moving icons.

multiple device icons on the map, the map will not be centred.

4-1-5-2 Device Level Map:

B i ey Syt W™

Session  Action View Help
YEE| ORME ?

£ RS

E\. My Menitor

4- Speaker is off

'.f Microphone is off
Recordings

@) Locations

1?‘ Visual Motion Detection

ﬂQ Contacts Alarm

=) é% My Server

-~ [F) Software Updates

(W) Permissions

= Online Devices

=4 PMRS 2011

I Cameral

-~ AudioIn1

/;? Audio Out1

[ @ Indicators

e Eﬂ Switches

=@

£33 Latitude: 37.852400° S

Q]IJ Longitude: 144.980415° E

H ‘% Satellites: 11
SMS
-«|» Signal: Good (61%)
..l Offline Devices

ES Modes
S 1.144107.5: 44031

To view the device level map, double click on
“Location” under a specific PMRS device tree.

If there are

You can also open this “Location” tree to see the

GPS Co-ordinates.

BB Media Relay Systern Monitar
Session Action View Help

YyEE OBBEL ?

>

PMRS Device 9001 [Location]

Mep  Sasine

= PMRS Device 9001
- Camera 1
§» AudioIn 1
A Audio Out 1
¢ Sensors
L Switches
=@

Pine Hills ©

& Latitude: 33.371256°5
@ Longitude: 149.602552° £
A Height: 30989 meters
# Satellites: 9
£ 2017/06/20 082927 UTC R
G ,
@ sms
S umTS
(1l Telstra
1 4.03v Charging
% 53 Minutes
it § Thermometers
= cellular
-l Signal: Workable (30%)
B Offline Devices (0) blackdown ©
00 g

L .
Googlerambis

¥ Loopback Pseuds-Interface 1

Time Device Tvoe Index Value

Connected

Clear

% 501 G, e R 8 5 5
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4-1-5-3 Map Views:

The GPS map can be viewed in 4 ways.

Map View

Terrain View

Locations Map [Location]
—ToF

\Mslboume Memoume uesoirasi ;‘,ﬂ

mc«\
mhm \
., Aoz 8 i

>
. 9 South Yara g Toorak

Gy s

Euuwmuw u moq-mqwuu TR AINE

Satellite View (with labels)

[0 T Sateine | o ] Teran §

MRS 2135 [Location]

Ut SUULT

ST
%J[i elbourne Melbourne Melhcurne g I\
K|Ida Raad i [~ Terrain
gy @
ert Park, g South Yarra = Toorak

Public Golf] _\_ 3 o
‘. f By E & ;’ AQE
Ctn, ey FNF F 2

'"\

=
) N
|
m Highs-t\ g
El\z? Arm

1‘ Balaclava

tlﬁﬂ&ﬂ Wrgre:s('%ﬁﬁﬁg P_t;‘! Lid - Terms of Ug

To change the view of the map,
select one out of the four options
on the top right hand corner of
the map window.
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4-1-5-4 Video Over Map:

To view a video channel over the map, click on a floating icon. A menu will appear with a
list of all that device’s video channels. Click on the desired channel to open the video

stream over the map.

Locations Map [Location

SEIED
~ Stevedore

.| General
Motors Holden\

Google

i Session Action View Help

YEH ORM®E ?

2 MRS Location]
5[ My Monitor g Stevedore
. m Speakeris off = =

# Microphone is off
@) Recordings
@ Locations
g Visual Motion Detection
o8 Contacts Alarm
5.8 My Server
& Software Updates
@ Permissions
. Online Devices
5% PMRS 2011

B Cameral

3% 200 kbps / 20 fps

4w AudioIn1
- # Audio Out1

@ Indicators
2-[71 Switches

@ Location N g

€3 Latitude: 37.852504° S i /, Stkada StKilda -

Longitude: 144.980406° E o,
Height: 41.0 meters
@B Satellites: 11

B sms
~«» Signal: Good (61%)

S Offline Devices
5% Nodes

-% 11441075 : 44031

1| Slennumy

Google \ ) ! ,unpmmn Google,

Time Device Type Index Value Clear -
2011/03/15 13:00:20 PMRS 2011 Video Channel Open 1 Open
2011/03/15 12:54:44 PMRS 2011 Video Channel Open 1 Close

2011/03/15 12:54:37 PMRS 2011 Video Channel Open 1 Open

2011/03/1512:50:25 PMRS 2011 Video Channel Open 1 Close

2011/03/1512:50:08 PMRS 2011 Video Channel Open 1 Open

2011/03/15 12:46:55 PMRS 2011 Video Channel Open 1 Close |

Serveris listening
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4-1-5-5 GPS Location History:

Session  Action m Help

YE|| 0

B My Monitor
£z My Server
Software Upd

i Permissions
P Online Devices
i Offline Devices

I MNodes

Toolbar
Status Bar

Tree Pane
Messages Log
Events Log

Maps

D 1 Channel
EE 4 Channels
H 6 Channels
@ 9 Channels
12 Channels
16 Channels
20 Channels

history.

Locations History Viewer

File Edit View Help

DEH s 28 &7

GPS Location history of all devices is stored on
any connected monitor. The location history is
stored per day and per device. You can view
the GPS location history by opening the “view”
menu and selecting “Locations History”.

The “Locations History Viewer” window will
open. The files are arranged by date. Select a
specific date in the tree. Click on a device
under the “Devices” tree to display its location

Locations

= @ 2010

@ 01 January

02 February

03 March

04 April

05 May

@ LocationsLog_2010_05_02.tut
LocationsLog_2010_05_03.tzt
@ LocationsLog_2010_05_04.tut
LocationsLog_2010_05_05.txt
@ LocationsLog_2010_05_06.tat
‘ LocationsLog_2010_05_09.txt
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A

» B8
v/ By

NI VoN |«

Park non 1
N471 §
£
g ,
Schiebroek = %7,
~ 3
§ Hillegersberg
2 4 \
x Bergse jf
Achterpias. 5. & Bergse
2 Voorplas

ocationsLog_2010_05_12.tat Fjtterdam
LocationsLog_2010_05_13.txt Ny prd:Wes Zes{iﬁ:oven
LocationsLog_2010_05_16.txt ervant
acationsLog_2010_05_17.txt RN
LocationsLog_2010_05_20.t4t -] %
LocationsLog_2010_05_23.txt ) %
ocationsLog_2010_05_24.tet Crevenandips e & g‘“ Boezem
acationsLog_2010_05_25.txt 9% o 20y
LocationsLog_2010_05_26.txt | Vrcesenpark 9%5
@ LocationsLog_2010_05_27.txt K s Greveniand” nieiw o o &
LocationsLog_2010_05_28.txt MR e 420 o e
’ e Overschie m > % %a Krali
ocationsLog_2010_05_30.txt ﬂ@ - Roel X & E ralingen
| Locsoral g 210005 31 Kieinpolder R ek & a 3
N une Rotterdam
@ LocationsLog_2010_06_01.txt a %) o aaukeisti e,
@ LocationsLog_2010_06_02.txt &y e L ARl
» . 5 2 2@
M Devices Schiedam _aplest
I KMC Systems Bus %‘; A Leavenhaven) /5
s 3 2 v IS 7
: E:I\gce 501 otordamseqijc Schiedamsewag ‘% '&) S Noordereiand
Mathenesse 6‘5 g’ * oY Aegeenaven o,
FonRrDS s N e% P B, %
< L2 <
UCOMMPS‘Q Menwehaven Mathenesse uCoolhaven 5 ‘67,9 » g‘EP b
Time Device Latitude Longitude
2010/05/03 11:05:43 KMC Systems Bus 51,9415 4.40784
2010/05/03 11:05:45 KMC Systems Bus 51,9415 4.40784
2010/05/03 11:05:46 KMC Systems Bus 51,9415 4.40784
2010/05/03 11:05:48 KMC Systems Bus 51,9415 4.40784
2010/05/03 11:05:49 KMC Systems Bus 51.9415 4.40784
2010/05/03 11:05:51 KMC Systenmns Bus 51,9415 4.40784
2010/05/03 11:19:57 KMC Systems Bus 51.9415 4.40788
2010/05/03 11:19:59 KMC Systems Bus 51,9415 4.40788
2010/05/03 11:20:03 KMC Systems Bus 51,9415 4.40788
Ready
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4-1-5-6 GPS Location Settings:

The Location settings include the event alarm settings and settings for recording location on

monitor. The location event alarm that can be set for each individual device is triggered

once the device moves a certain pre-set distance away from its current position on the map.

The location event trigger can be set to perform the following actions on the MRS monitor:

> Beep
Display device location
View default video channel

YV V V V

Play a custom sound

Make a Pop-up Window appear

The unit can also send a SMS to any number of phones as a result of a location event trigger

(refer to “SMS Alerts from Device” section).

The location event trigger actions are set in the “Location Event Settings” window. Follow

these instructions:

E Media Relay System Monitor

Session  Action  View Help

Y EEH OBHE ?

23 RS

E|l My Menitor

.“\il Speaker is off

..... ;4? Microphone is off

..... Recordings

----- @

-@‘ Wisual Mo Open

..... & Contacts 4 Close
Cl-&z My Server Properties

----- Software |

----- @ Permissiol Cancel

- Online Devices
-l Offline Devices

In the “Location Event Settings”
window, select the desired trigger
actions and then press “OK”.

Right click on “Locations” under
“My Monitor”. Select “Properties”

Location Settings

rDuring a location event ...

[v Beep
[+ Display Device Location [~ Popup Location
[~ View Default Video Channe [~ Popup Video

[~ Popup Alarms Window

[~ Play I Browse

r Locations on the map

[v Display locations in media playback

[~ Track locations live

Device Icons

Cancel |
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B e ey S M

Session  Action  View Help

YEEH OBMHE 2

£ MRS
E|. My Menitor
.’\h Speaker is off
/3 Microphone is off
Recordings
. Locations
1?‘ Visual Motion Detection
g\Q Contacts Alarm
[—jg-; My Server . .
" 6 Software Updates To activate the location event
@ Permissions alarm, right click on the “Location”
[—]ﬁ Online Devices
- PMRS 2011 icon under the specific PMRS device
----- B Cameral “ ”
~§n Audioln1 tree and select “Set Events”.
..... A Audio Outl
{7 Indicators
[]--Eﬂ Switches
Open
Close
Set Events
B Cancel
----“J\?P Signal: Excellent 1679%]
JlE Offline Devices
rﬂf Modes
- % 120.156.152.246 : 48732
Location Events - Iﬂ
Tick the “Max Distance From
_ . .
POInt bOX. Enter n the deSIred Max Distance From Paint: 1DD| meters.
maximum number of meters that
the PMRS device can move from its
current position before the alarm
is triggered. Then press “OK”
OK. ] [ Cancel

Ty L e

- Once the Location event alarm is

439 Latitude: 37.853150° 5 activated, you will see “Distance”

Q]D Longitude: 1449802147 E

Height: 101.0 meters under the device “Location” tree.
Satellites: & The location alarm will still be active
4 Distance: 19.9 meters even if the GPS map is closed. Once
""" SM> the distance reaches the max number
«]» Signal: Excellent (67%) : xnu
- Offline Devices of meters, the alarm will trigger and
- % Nodes the pre-set trigger actions will

- 120156.152.246 : 48732

commence accordingly.
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Recording location on Monitor

The monitor can be set to record location and to track changes in location throughout time.

Location Settings

Double click on the location icon
under the Monitor tree.

* If you want the location of a device
to be recorded in your monitor

rDuring a location event ...

[ Beep

[ Display Device Location [~ Popup Location

[~ View Default Video Channe [ Popup Video

[~ Popup Alarms Window

recordings enable the "Display b | S
Locations in Media playback".

i Locations on the map

‘ [V Display locations in media playback

[ Track locations live
Device Icons

After recording on monitor, when playing the file, the recording will have a display of the location on the right

hand side.
MRS Playback =[=03)
File Effects
& Ty yeTTIx
PN PIND " ]
(| = 2
) Pt g o X
Y g = 3 <
£ 3 o
o0 3 5 2 e (481]
= SO %
. gt Ol )
X e 3 b *y DMax A 5730
i
£ & ) :
g £ :
2 N 12 NN
o) c g
Oy, Yo £ 2%
a P 7
& < 4
Stk DNy
Ko 1t )lll Map dats ®2012 Mapa GISrael - 23 owan

lPIaying [buffer-avail=87.16%)]
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4-1-5-7 Device Speed Over Map:

The speed of each connected PMRS unit can be viewed over the GPS map in km/h. The
speed will only be displayed if the unit is moving.

When using Google Maps, simply hover your cursor over the floating icon on the map
(either the small map or full screen map) to bring up the device speed.

s - ———— —= = A
BB Media Relay System Monitor - @M

Session  Action View Help

YEH ODHE ?

B MRS « | IPMRS Device Taxi [Location]
E|. My Monitor B o |
;h Speaker is off @J
f: Microphone is off -
.[F] Recordings +
-4 Locations

1?‘ Visual Motion Detection

= EQ Contacts Alarm

- Online Devices

-8 PMRS Device Taxi

I Cameral

4w AudioIn1

f? Audio Outl

@ Sensors

@ Switches

Y ccoicn

@ Latitude: 32.098433° N

QID Longitude: 34.780467° E

- A Height: 29.5 meters

GF satellites: 11
2012/06/14 05:39:48 UTC
SMS

£}
R ey A
g‘l’d‘_a_p_dsts £2042 MapsiG!Sias] - Terms of US

m

== HSDPA
~4|» Signal: Good (58%) | | Time Device Type
-4 0246 Hours 2012/06/14 15:38:06 PMRS Device Taxi Videe Channel Open 1 Close
- Mobile Mind Device 564 2012/06/14 15:38:04 PMRS Device Taxi Videe Channel Open 1 Open
i Offline Devices 2012/06/14 15:38:03 PMRS Device Taxi Video Channel Open 1 Close
=% Neighbourhood ~ | | 2012/06/14 15:37:57 PMRS Device Taxi Video Channel Open 1 Open

Connected

When using Open Street Maps, open the full screen map and click on the floating icon on to

bring up the device speed.

@ - —— I - - A
£A Media Relay System Manitor -— @M

i Session Action View Help
YEW|OHMmE ?
2 MRS

B. My Monitar

3} Speaker is off
;9 Microphene is off
Recordings

= Nzoﬂ'mwp

el P ¥ P
atong A=k

POy

B ey

T oy

P NP
= i

it o

Locations
1?‘ Visual Motion Detection
- Contacts Alarm
= Online Devices
aﬁ PMRS Device Taxi
B Camera 1l
-4} Audio In 1
. Audio Out 1
j--ﬁ Sensors
] Eﬂ Switches
o Location
. SMs
&= HSDPA
-#t]» Signal: Excellent (77%)
@‘ﬂ 02:32 Hours
-E Mobile Mind Device 564
- JF Offline Devices
BS Meighbourhood
j mm.infodraw.com : 12654 Time Device Type Index Value Clear
=@ Communication 2012/06/14 15:43:43 PMRS Device Taxi Video Channel Open 1 Close
@'i Local Area Connection 2012/06/14 15:4310 PMRS Device Taxi Video Channel Open 1 Open
s Loopback Pseudo-Interface 1 2012/06/14 15:41:32 PMRS Device Taxi Video Channel Open 1 Close
2012/06/14 15:40:19 PMRS Device Taxi Video Channel Open 1 Open

o

tho.

Ch i
o Latbahi

E

T

[m] »

Connected
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4-1-5-8 Geo-Fencing

Preface: The geo-fencing feature allows users to create geographic zones from which entry

and/or exit can trigger a variety of notifications.

How to create a zone:

Step 1: Open the MRS monitor and connect it to the same server you have connected your

PMRS device.

Step 2: open the view menu = view -> maps -> Bing maps*

e Inversion 6.2.0.0 the geo-fencing feature only works properly on Bing maps

Step 3: Wait until the device gets its location.

Step 4. Open the Zones management map: Right-click on the
location icon and choose Zones — a new location window will
appear.

Step 5. Create the zone: Go to the zone menu and choose New

Zone Properties it

Name: |Znne 1 |

Entry Exit

B’ MRS-420 Device 40113 - Zones Management a X

General Zone View Mode

i 0w
/" Beit Dagan : Shoham
7 73N 19 Z“‘x‘

2 Kfar Chabad  £€7"

vy T
Nir Tzvi Lo
sim

pa i A
b oMt TR

Step 6. Add notification: in the properties window decide whether you want to add

notifications on entry from the geo-fence, or when the unit will
the color that geo-fence will be painted in on the map.

exit the geo-fence and also

e If no notification is chosen the device will report entry and exit on the event log.
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Zone Actions =
Step 7. Choose notifications: After clicking on Entry or
Exit, choose which notification you want triggered and Set output port: | Swilch 1 v
CIiCk OK Value: |1 v
[] send sms
[¥] alarm
Step 8. delineate the geo-fence: Mark the different boarder B MRS-420 Device 40113 - Zones Management ~ — O X

General Zone View Mode

points of the Geo-fence, after the points are marked a geo-
fence is created and it will be filled with the color that has been
chosen before.

Multiple geo-fences can be added — repeat the instructions in
steps 5-7.

The boarder points are not movable.

v

To delete a boarder point go to the Mode menu and choose
Delete then click on the boarder point you wish to delete.
Delete all the geo-fences by going to the General menu choosing Clear all

Step 9. Enable the notifications and/or recordings:

e The SMS notification is enabled when entering the device tree in the MRS monitor
and double-clicking on the SMS icon, and fill the contact details.

e If the alarm box is filled, every time the device leaves and/or enters the geo-fence an
alarm will be triggered.

e To enable the recordings and notification triggers of the alarm fill in the trigger
options desired in these locations:
- Recording on Device: In the GPIO tab of the MRS Configurator.
- Notifications and recording on Client computer: In the Contacts Alarm and

menu of the MRS monitor

- Recording on server: In the Recordings section of the MRS Service
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4-1-6 Audio

The PMRS unit supports Audio In/Out streaming to any connected client.

4-1-6-1 Computer Audio Properties:

You can change the settings of your computer’s speakers/microphone using the MRS
Monitor application.

Speakers:

-
E Media Relay System Menitor
S

Session  Action View Help

y e OHME 2 ) . .
B s vail.Right click on the “Speaker is off”
l My Monitor item under “My Monitor”. Then

L] 5o o

“« !
A Microphonei ' Enable select “Properties”.
Recordings
- Locations
-@‘ Visual Motion Cancel

Properties

mr

H _‘e P TO R o I .

{ Select Audio Outp

[¥] Enabled
The “Select Audio Output i

Device” window will appear. Device: [Speams [Realtekl-hgh Definiti

Here you can:
a) Enable/Disable your computer’s speakers, by ticking or un-ticking the box.
b) Select from the “Device” list box, which connected speaker unit you would like to use.

c) Test that speaker unit by selecting the “Test” button.

Once you have finished, press “OK”.
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Microphone:

Media Relay 5

Session  Action

Mo

View Help

YyEEOHHEHE 2

3 MRS

B My Monitor

Ql Speaker is off
,ﬁ? Microphone is off
- Recordings
Locations
Pa Visual Motion D Cancel
g\Q Contacts Alarm

Right click on the “Microphone is off”
item under “My Monitor”. Then select
“Properties”.

Properties

Select Audio Input Dewi

Enabled

The “Select Audio Input Device: | Microphone (Realtek High Defini

Device” window will appear. sensl: |
The descriptions of the

settings are listed below.

Detect Moise 319
Voice Detection Mode

(71 Announcement (Disable) @) Conversation (Enable)

Items:

Descriptions:

“Enabled” box

Enable/Disable your computer’s microphone, by ticking or un-ticking
the box.

“Device” list box

Select from the “Device” list box, which connected microphone you
would like to use.

Signal

Use the “Signal” bar to test your microphone. If the green bar is
moving, then your microphone is working.

Detect Noise

This option enables you to not send noise below the detected noise
level. When detecting noise you must not speak and allow the
monitor to calculate the maximal noise received by the microphone.

Announcement (Disable)

If you enable this option, It means that the MRS monitor will send
everything it receives from the microphone.

Conversation (Enable)

If you enable this option, It means that the MRS monitor will only
send noise if its level is above the detected noise level.

Once you have finished, press “OK”.
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4-1-6-2 Audio Streaming:

Audio In:

Double clicking on the “Audio In 1” channel
opens the audio stream of just the Microphone
on the PMRS device to the speakers on the PC.
Double clicking again on the “Audio In 1”
channel stops the audio stream.

The PMRS unit has a built-in microphone which
can be enabled by flipping “Dip Switch 3” on
the PMRS unit to “down position”. An external
microphone can also be attached to the “Audio
Input” on the “Audio in/out splitter cable”,
included with the PMRS unit.

Ensure that you have a speakers connected to
the PC.

Action

Session View Help

¥ =& OHMBE 2
3 MRs

c-l My Monitor

E|<EI Speaker is on

? Device: PMRS 2011

i Channel AudioInl
[—];5? Microphone is on

? Device: PMRS 2011

? Channel: Audio Output 1
----- Recordings

----- @ Locations

@‘, Vizual Motion Detection

----- & »-Q Contacts Alarm

E-&g My Server

----- Software Updates

----- il Permissions

= Online Devices

-3 PMRS 2011 b)
----- M Cameral

: E AudioInl - Stop Audio Stream

..... Qg 16 kbps /12 Khe

EI _}? Audie Qutl _ Start Audio Stream

il g 16 kbps /12 KHz

n-[L7] Switches
=@ Location

i Bession  Action View Help
YR DFWE ?
B3 MRS

,_:_,. My Menitor
-<f Speaker is on
-7 Device: PMRS 2011
‘.. Channel: AudioInl
‘J: Microphone is off
Recordings
-4 Locations
-@‘ Visual Motion Detection
g\Q Contacts Alarm
Elél':g My Server
- [E]) Software Updates
[l Permissions
= Online Devices

£ Audio Out1
i#-{r#) Indicators
f-[5H Switches

E|. Location

Audio Out:

Double clicking on the “Audio Out 1” channel
opens the audio stream of the Microphone and
speakers on the PMRS device to the speakers and
microphone on the PC. Double clicking on the
“Audio In 1” channel stops the audio stream.

Ensure that either:

a) Headphones with a microphone are attached
directly into the “Audio in/out TRRS Female
Connector” on the top of the PMRS device.

Speakers and a Microphone are attached
separately to the Audio in/out Splitter Cable,
which is then connected to the PMRS unit.

Ensure that you have speakers and a microphone
connected to your PC.
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4-1-6-3 Unit Audio Properties:

Right click on the “Audio In 1”
channel or the “Audio Out 1”

channel and select “Properties”.

This will open the “Audio
Properties window”.

Audio Properties

[v Enable
MName: I
Sample Rate | | 16000
Channels ILI 1
Bitrate: I 20 kbps

[~ Filter Noise [+ Bi-Directional

Cancel

Session  Action View Help

¥ =& OHMBE ?
2 MRS

E|. My Monitor

E_!Qlf Speaker is on

7 Device: PMRS 2011
7 Channel: Audie Input1
}f Microphone is on

7 Device: PMRS 2011

? Channel: Audio Outputl
----- Recordings

----- @ Locations

-@‘ Wisual Motion Detection
----- & \Q Contacts Alarm

[—]é"_g My Server

----- Software Updates

----- @ Permissions

= Online Devices

-3 PMRS 2011

g 16 kbps Opes
258 Audio Out Close
..... 16 kbps
i-{. P Rename
(-7 Indicators )
-5 Switches =i
-4 Location Properties
£ Latitud Restart Media
v Enable
Attach to Video Channel
’L Record Locally
-#}n Signal: Exc :
R d OnD
-l Offline Devices seord En Tence
- % Nodes Cancel

P M aamarearaas

Here you can change the unit’s audio parameters:
Name: Allows you to rename the audio channel.

Sample Rate: Allows you to change the sample rate
of the audio channel. The higher the sample rate, the
better the quality of sound, but it requires more CPU

resources.

Channels: This feature allows you to choose how to
hear the audio on your headphones/speakers
between mono (1 channel) and stereo (2 channels).

Bitrate: Allows you to adjust the Bitrate of the audio
channel. The higher the Bitrate, the better the quality
of the sound will be.
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4-1-6-4 Unit Audio Controls:

You can adjust the volume of the PMRS Unit’s Audio In/Out channels in the “Controls”
window. Follow these instructions to do so:

Right click on either the “Audio In 1” channel or the “Audio Out 1” channel of the PMRS
unit. Then select the “Controls” option.

-
£2 Media Relay System Monitor . — P Media Relay System Monitor
Session Action View Help Session  Action View Help
y=eE OHMWE % =
| | _ Y S W OBMWE ?
3 MRS vailable .
=-f My Monitor E MRS ] val
4! Speaker is off El.l My Monitor
----- # Microphone is off 4! Speaker is off
----- Recordings % Microphone is off
----- @ Locations Recordings
1?‘ Visual Motion Detection | [ | @ 0§ . Locations
""" o4 Contacts Alarm -y, Visual Motion Detection
- Online Devices A Contacts Alarm
S4B PMRSDevice Tai | (N | B )
_____ B Comers [—]ﬁ Cnline Dewce_s _
B Audioln 1 = PMRS Device Taxi
..... £ Audio Out Open... I Cameral
-7 Sensors v Enable 4! AudicInl
[]--Eﬂ Switches Rename Wi i i ‘;l? Audio
i t:::t'on Set Bit Rate i) Sensors pen
..... E . ] -] Switches v Enable
=X HSDPA roperties . Locati
-] Signal: ‘ Controls - acatian Rename
-8y 03:59 Hour i ) M5 Set Bit Rate
5 Mobile Mind [ Record on Menitar - HSDPA Properties
- Offline Devices Record on Server ----“J:’ Signal: Excel
Q‘f MNeighbourhood Record on Device L @H 03:59 Ho ConimiE
- @M mminfodraw. - Mobile Mind D c |
Biﬁ Communication Cancel v -l Offline Devices anee

The following windows will appear:

" Controls: Audio Outl '

]

Gain Amplifier

Here you can adjust the volume (Gain Here you can adjust the volume
Amplifier) of the Audio Input channel (Mono DAC) of the Audio Output
of the PMRS-102 unit. channel of the PMRS-102 unit.
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4-1-7 Recording

Recordings can be stored either inside the unit on a micro SD card (Device Recording) or on
each computer that is connected to the video stream (Local Recording). Both types of
recordings can be applied at the same time by activating them one by one. Recordings can
be viewed using either the MRS Monitor Player, MRS AV Player Application or by using VLC
player.

4-1-7-1 Local Recorder Settings

The recordings can be saved in any folder on your PC/laptop. The location of the recordings
folder on your PC/laptop, as well as other local monitor recording settings can be changed in
the “Local Recorder Settings” window. To access this settings window, right click on the
“Recordings” item on the left hand side under “My Monitor”.

BB i ey S T

Session  Action  View Help

Y EH| OHMHE 2
B My Monitor

Ql Speaker is off

----- ;& Microphone is off

-----

Select ”Properties". ..... . Locations

-@‘ Visual Motic Cancel
..... & Contacts Alarm
£z My Server

..... Software Updates
..... illi Permissions

¥ Online Devices

¥ Offline Devices

I Modes
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Local Recorder Settings

X|

Directory: | [ ssi\AppData\Roaming\MRS\Recordings),
Browse | Explore | Local Export | Server Exportl
The “Local Recorder Settings” File size limit: [+ ] 1ce
window will appear. The
Lo PP Buffer size: Ij 4 MB
descriptions of the “Local
Recorder Settings” are listed [¥ Delete old files to free space
below. [ sign media files
[~ Use names in media files
[+ Record locations
[+ Record events
[T Record media traffic
Audio file format: IRaw :"
Video file format: IRaw VI
Audio Video file format:  |FLy -
Minimal event recording time: I 1 IMiﬂUtES ;l
File Encryption
[~ Enable
Key: I
oK I Cancel
Items: Descriptions:
Directory This is the folder where all your local monitor recordings will be

stored.

Browse (button)

This button allows you to change the location of the recordings
folder on your PC to any desired location. Click to browse for a

location on your PC where you would like the recordings to be

saved.

Explore (button)

Click this button to open the recordings folder on your PC.

Local Export

Copy the recoding files from your monitor to an external folder,
you can choose the time period from which to copy the files.

Server Export

Downloads recoding files from the server to your computer via
archive folder (.zip or .tar)

File Size Limit

This option allows you to setup the file size limit of local
recordings on your computer. When a recording file reaches its
size limit, the file will split and start recording in a new file.
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Delete old files to free
space

If you tick “Delete old files to free space”, then the oldest
recorded files in the folder will be overwritten when the total
folder storage capacity goes under 10%.

Sign media Files

Tick this option to produce a digital signature on each Local
Monitor recording file, to prove the integrity of that recording.
For more information, please view the “Recorded Files Digital
Signature” section of this user manual.

Use names in media
files

Have the name of the device appear on the title of every
recording file made from that device.

Record Locations

This option allows you to choose whether the MRS monitor
records GPS information.

Record Events

Documents events such as activating or deactivating of devices
as well as alarms and location events on an attached log in the
recordings folder.

Record media traffic

Records to monitor every time a video or audio channel is
opened.

File Format (video,
audio, video + audio).

Determine the file type created for the recordings made on the
monitor.

Minimal Event
Recording Time

Determine the amount of recording time after an event is
triggered.

File Encryption

This option allows you to encrypt the recording files on your
computer with a code. For more information, please view the
“Recorded Files Encryption” section of this user manual.
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4-1-7-2 Local Recording:

To record a video channel locally on your PC/laptop, follow these instructions:

1) Select the channel that you want
to record by clicking on the channel

name under the PMRS device on the
left hand side.

B iia ey i O

Session  Action View Help

2) Open the Action Menu and
enable the recording by clicking on
"Record on Monitor".

B i iy 5 i WO ™

Session Em View Help

YERIOTWE ? ¥ 3 Gl Enoble
B MRS E:RS él”' Pl
H . My 05E
= My Momtor. SF w femarme o
4l Speaker is off ot Bit ot
Microphone is off
Recordings Set Frame rate
_____ . Locations Set Image size
g Visual Motion Detection &l F)Eiﬂ_te_ﬂace
----- o4& Contacts Alarm Set Default

El-gg My Server

..... Software Updates
..... (@ Permissions
=B Online Devices

] Properties F3

Save Image
=38 PMRS 2011 —
=-E Attach Audio ‘u"leo
E 200 kbps / 20 fps ecord on onllor
m AudieInl Recorc

..... # Audio Out1
- Indicators Restart Media F5
[j--- Switches ‘ Re
=-@ Location

: @ Latitude: 37.852509° 5
{J[b Longitude: 144.980412" E
- & Height: 41.0 meters
.9, Satellites: 11

Record on Device

Media Relay System‘
Session Action View Help

‘Y2H OHMBE ?
MRS
@ . My Monitor
E-£2 My Server
Software Updates
@ Permissions
=3k Online Devices

PMRS Dev.ice 2!325' [1] [Playing

231186 f

Alternatively, right click
on an open video stream

«
JCimerat Close and select “Record on
JE 150 kbps /15 fps Properties
.n AudioIn 1 : : Monitor”
Restart M . onitor”.
i "g ke Gut i estart Media >
- Sensors Record on Monitor
& Eﬂ Switches - Record on Server
[—]m. Location G
&) Latitude: 37.853385° preconchoes Deiice

(b Longitude: 144.980243° E Save Image

Height: 95.5 met,
‘ €1g 4 meters Cancel
@B Satellites: 9

Repeat the same process and select “Record on Monitor” to finish the recording.




INFODRAW R&D PMRS-102 User Manual 6.2.0.0

After you enable the recording
action, the corresponding
message will appear at the top
of the video channel (“M”).
This message means that local
recording has commenced
successfully.

To view and play local recordings, open the “Recordings” tree on the left hand side of the
screen under “My Monitor”. The files are arranged by date. Choose the recorded file by
date, time, device- ID and channel name. Double click on the file to play it in the MRS
Monitor player.

— T T e T — T W W o W WS g
73 Media Relay System Monitor - —— - age= — =

Session  Action View Help

Yyl OHME ?
3 MRS

El.l My Monitor
.3} Speaker is off
..... /g Microphone is off
[_] Recordings
.48 Free Space: 826,545 MBs
2010
- E-[E) 07 July
- 02

»

12_48_05_0667_1

m

=-[g) 2012

- @ 05 May
@ 06 .
08 Y
16 Playing [buffer-avail=99.84%]

..... @ Locations
.@‘ Visual Motion Detection
----- & Contacts Alarm
[_]é—mé My Server
..... Software Updates
----- @ Permissions
- Online Devices
..l Offline Devices B
----- j Neighbourhood
=-=5 Cemmunication -

Ne connection

Alternatively, to play recordings, locate and open the recordings folder on your PC/laptop.
The files are arranged by date. Select the desired recording. Open it in either the MRS AV
Player Application or in VLC Player.
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Attention: Micro-SDs 64GB and above have to be formatted to FAT32 format to work.

To record a video channel on the Micro SD card in the PMRS device, follow these

instructions:

1) Select the channel that you want
to record by clicking on the channel
name under the PMRS device on

the left hand side.

B a5 i MY

Session  Action

View Help

Yy EEH OHMBE 2

B MRS

- My Monitor

-} m Speaker is off

..... ‘jj Microphone is off
..... Recordings

..... @ Locations

..... o4& Contacts Alarm
El-&g My Server

..... Software Updates
..... @ Permissions
- Online Devices
-3 PMRS 2011

B {Cormera 1

-pm AudioIn1
-8 Audio Out1
[j--@ Indicators
[j---@ Switches
=@ Location

-ﬁ‘ Visual Motion Detection

£33 Latitude: 37.852509° §

4[b Longitude: 144.980412° E
oy Height: 41.0 meters

LG8 Satellites: 11

‘%= Media Relay System Moniton M(=1E3
. Session  Action  Wiew  Help
. u
YR OHHEE 7
~ | [PMRS Devire 1548° 111 [Play &l
u Audio In 1 Clase
j: Audio Out 1 w Enable
@ Sensors Rename
[E)] Switches Set Bit Rate

@ Location
Recordings

B sMs

ﬁa 01:23 Hours

B 3.80v Chargim

alw Sianal Gand ¢ Y

Set Frame Rate
Set Image Size
Froperties
Save Image

v Attach Audio-Video

|

Move ta:

®

Zoom In

15-0FF

]

Record on Maonitor
Record on Server

Restart Media

Time

2013/05/28 10
< T

Cancel

¥

2) Op

en the Action Menu and enable

the recording by clicking on "Record
on Device ".

Session View Help
¥ = E[v|enable
Close
Rename F2
~[E] Set Bit rate
g@ ! Set Frame rate
= Onli )
: SetImage size
SR e |g
EII El einterlace
= Properties F3
..... y
X
A
i Save Image
Attach Audio Video
Record on Monitor
_____ T
""" Restart Media F5
-l Offl
£-% Nei

Alternatively, right click on
an open video stream and
select “Record on Device”.

Repeat the same process and
select “Record on Device” to
terminate the recording.
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‘0ssi PMRS:! [1] [Playing

(AT
-~

After you enable the recording TS

~ P .
A o 7
. S
4 W
: /

gy
T
L35

action, the corresponding
message will appear at the top of
the video channel (“D”). This
message means that device
recording has commenced

successfully.

Once device recording is enabled, the channel will record all the time even if there is no
connection with the server. (The bit rate of the Micro SD is limited according to the
manufacturer).

There are two ways to view the device recordings:

1) Remove the Micro SD card from the PMRS unit. Insert the Micro SD into a compatible
SD adapter then insert it into a PC. Copy the files onto your PC to view them.

2) Download the device recordings from the Micro SD card to your PC remotely over the
cellular network. To download the files remotely, follow these instructions:

2% Online Devices
£ PMRS 2011

----- M Camera 1
-Zfu Audio In 1
..... A Audio Out 1
[]--@ Indicators
[]---Eﬂ Switches

£ @ Location When a Micro SD card is inserted into
-2 Latitude: 37.852336° S

D Longitude: 144.980503° E the PMRS unit, the “Recordings” icon
A TEge08s meters will appear on the left hand side under
the specific PMRS device tree.

Free space: 1,883 MBs
@) 2010

=@ o Open the “Recordings” tree. The files
9... 03 March ]
=@ 16 are arranged by date and time.

LT 130532 2011 1

-#|» Signal: Good (61%)
-l Offline Devices

BS Modes
[+-% 1.155.137.93 : 53490
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=S

‘s Media Relay System Monitor |:

Session  Acktion  Wiew  Help

Yyod ODHHE %
¢ Location A~

= Recordings
‘ Free Space: 3,680 MEs

Right click on the desired recording and = 13
= @ osm
select “Download”. zalv

@& LocationsLog

m 11 Open...
2z Rename W
23 Delete
Dovnload
i
= 27 Cancel M
= ? LocationsLag_2013_0 v
< | =
Downlosd Status =) The recorded file will download to your

PC/laptop over the cellular network.

Downloading 13_05_32_2011_1.H264

Progress: 4.0 KB [ 164.7 KB (38.9%)

Cancel

( o
Media Download ﬂ

Once the file has downloaded

Download Success !

successfully, you will see this message.

81
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aﬁ Online Devices
= PMRS 2011

-l Camera 1 . . .

~n AudioIn 1 To play the file, simply locate it in the
4 Audio Out 1 “Recordings” tree again and double
Ej--{;}) Indicators

w-[J] Switches click on it to play it in the MRS Monitor
=49 Location

. Player.
-2 Latitude: 37.852268° 5

@ Longitude: 144 980564° £ . . .
- & Height: 59.5 meters The device recorded file will also be

Satellites: 10 saved in your recordings folder on your

‘ =@ Recordings .
----- & Free space: 1,583 MBs PC/Iaptop Alternatlvelyl to play

recordings, locate and open the

" =@ 03 March recordings folder on your PC. The files
2@ 16

L Iind13 0532 2011 1]

B sMms desired recording. Open it in the MRS

- O‘};‘f‘l‘l” ;‘9'_‘“5‘“’" (61%) AV Player Application or in VLC Player.

Ine L'EVICES

EI Modes
j 1.155.137.93 ; 53490

are arranged by date. Select the

B Media Relay System
Session Action View Help
YSE OHBE ?
MRS
J@ My Monitor
< Speaker is off
A Microphone is off
=@ Recordings
&€ Free space: 604,750 MBs
2010
2011
@ Locations
Da Visual Motion Detection
=& Contacts Alarm
282 My Server
Software Updates
@ Permissions
.3 Online Devices
£ PMRS 2011

M Camera1
{u AudioIn1
A Audio Out 1
3 Indicators
[0 Switches
1@ Location
&) Latitude: 37.852343° 5
D Longitude: 144.980470° E
A Height: 43.5 meters
9 satellites: 9
Recordings
€ Freespace: 1,883 MBs

|Playing [buffer-avail=09.34%]

I 13.05.32 2011 1
SMs
«|» Signal: Good (61%) Time Device Type Index Value Clear
A Offline Devices 2011/03/16 13:05:44 PMRS 2011 Video Channel Open 1 Close
5 Nodes 2011/03/16 13:05:30 PMRS 2011 Video Channel Open 1 Open =
6% 115513793: 52490 2011/03/16 12:51:22 PMRS 2011 Audio Channel O| Audioln1.. CI
;51 pen udioln1.. Close
2011/03/1612:51:22 PMRS 2011 Audio Out Channel Open 1 Close
2011/03/1612:51:17 PMRS 2011 Audio Out Channel Open 1 Open
2011/03/16 12:51:17 PMRS 2011 Audio Channel Open Audioln1.. Open 1

Server is listenina
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4-1-7-4 Remote Server Recording:

Video/audio streams can be recorded on the server machine, remotely from any location,
using the MRS Monitor Client Application. Follow these instructions to do so:

1) Select the channel that you want
to record by clicking on the channel

name of a PMRS device that is
connected to the server.

BB e iy e NS

Session  Action \View Help

YEE OFWE T

2 MRS

B. My Monitor

4- Speaker is off
j: Microphone is off
@) Recordings

@ Locations
-@‘ Visual Motion Detection
o8 Contacts Alarm
=3 Online Devices
-5 Yossi PMRS

1—
E 210 kbps /13 fps

4 u Audio In 1

¢ Audio Out 1
Sensors

: Eﬂ Switches

- MRS Device 176135
.l Offline Devices
=% Neighbourhood
S— mrs2.infodraw.com : 12654
Bﬁ Communication
fi!i Local Area Connection
ﬁ Loepback Pseudo-Interface 1

Session Action View Help

YSHE OHEE ?

2) Open the Action Menu and enable
the recording by clicking on "Record
on Server ".

BB ooy Sy S

Session Em View Help
¥ = §v |enable

= MRs g

,_:_|. My Close
Rename
Set Bit Rate

Set Frame Rate

SetImage Size
EQ Deinterlace

[—]--#“Onl Set Default

Properties

Save Image

Attach Audic-Video
i Offl Recerd on Monitar
I’_—'lj Record on Server
5’ Record on Device
= Cor
‘ﬁ Restart Media
ﬁ Restart Device

73 MRS
=-f My Monitor
. Speaker is off
;? Microphone is off
Recordings
@ Locations
1?‘ Visual Motion Detection
=& Contacts Alarm
B Online Devices
[ F Yossi PMRS
@
G 221 kbps /14 fps
{n AudioIn1
A Audio Out 1
2] @ Sensors
-] Switches
&y 16 Days, 15 Hours
(- MRS Device 176135
il Offline Devices
=] S Neighbourhood
} S mrs2.infodraw.com : 12654
=8 Communication
@4 Local Area Connection
-5 Loopback Pseudo-Interface 1

Close

Enable
Rename . . . .
Set Bt Rate Alternatively, right click on
Set Frame Rate

SetImage Size an open video stream and

Properties

select “Record on Server”.

Save Image

Attach Audio-Video
Record on Monitor
Record on Server

Record on Device

Restart Media

Cancel

Repeat the same process and select “Record on Server” to finish the recording.
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After you enable the recording
action, the corresponding
message will appear at the top of
the video channel (“S”). This
message means that Server
recording has commenced
successfully.

The recorded files will be stored in the Server’s Local Recordings folder and can be
accessed and viewed from there. The server recordings can also be viewed from
any location, using the MRS Monitor Client Application. Follow these instructions

to do so:

B e ey e VR

Session Action View Help

¥ Sd| OHWBHE ?
& MRS
l My Menitor
Bﬂ Online Devices
-3 Vossi PMRS
Camera 1
® Audio In 1
% Audio Out 1

»

i @ﬂ 16 Days, 15 Hours

S MRS Device 176135

il Offline Devices

‘[—]j Meighbourhood

Bs mrs2.infodraw.com : 12654
MRS Server
Version4.3.1.4

UDP: 12655

Local address: 192.168.1.2
' Recordings

Free Space: 2,556 MBs
2012

01 January

m

LocationsLeg_2012_ 05 134

11_41_30 0594 1

. d
11

w3 14

1) In the MRS Monitor Client Application, open
the “Neighbourhood” tree on the left hand
side.

2) Open the “Recordings” tree. This tree contains
all server recordings. The files are arranged by
date and time.

3) Locate the recorded file you wish to view.

Double click on it to play it in the MRS
Monitor Player.

4) The AV player will upload and will play
the recording you have created.
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4-1-7-5 Recording Snapshots

When recording, the monitor provides Snapshots beneath the video channel
every 3 seconds.

Clicking those snapshots will activate a playback that will commence from the
point the snapshot was taken and will continue until the recording that existed
from the activation of the playback - ends.

Media Relay System Monitor = O <

Session Action View Help
vy EEH OHBEHEBEBEXE| 2

- B Camera 1 ~ | [PMRS Device 1173: 11 [Playinal i {¥]
M Aucio in 1 ideg Delay: 0.26:
~% Audio Out 1
¢ Sensors
-1 Switches
- Accelerometer
- Magnetometer
-3 Diagnostics
- Location
Recordings
SMS
= LTE ots: PMRS Device 1173 - Chanr

* Lo e § T e N— %

Partner g ] E_..‘s. ¥

A

- B Thermometers ; . i - 1
= Cellular > - ‘ =

«]» Signal: Excellent . ] ““
83 5 Minutes ?&l

B 4.23v Full v 17:12:28
< > <

|Connected

4-1-7-6 Recording from event log

Double clicking event will activate the playback with the recording that was triggered.

Media Relay System Monitor

Session Action View Help
Y SE OHBEEE 2
(B Camera 1 ~ | |PMRS Device 1173: [1] [Playinal
+.<§% Audio In 1 i ay: 0.160 seconds
# Audio Out 1 2
¢ Sensors
‘ @ Sensor 1
@ Sensor 2
@ Sensor 3
¢ Sensor 4
@ Sensor 5

@ Sensor 6

O Cencar 7
< >

Move to:

Dur:
Zoom In

1SOFF | &
;

5| 2s

> 1s M | Time Device Type Index A
= 2016/05/26 18:02:01 | PMRS Device 1173 | Input Port Value Set 1]

Name: 2016/05/26 18:02:00 PMRS Device 1173 Audio Channel Open 1

2016/05/26 18:02:00 PMRS Device 1173 Input Port Value Set 1 v
Save Save As... Clea | <

Zoom Out

|Connected
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To record the audio channel on the PMRS device, follow these instructions:

1) Select the audio channel for

recording by clicking on the “Audio In

1” channel name of the PMRS device

on the left hand side.

Sessiol

n Action View Help

fERE OB®®E 7

3 VRS
4

[
[

- My Monitor

u Speaker is off

..... /f Micrephone is off

----- Recordings

..... @ Locations

'I?‘ Visual Motion Detection
..... =& Contacts Alarm

B-&m My Server

..... Software Updates

----- (@) Permissions

=% Online Devices

- PMRS 2011

----- B Cameral
B |
----- % Audio Outl
]--@ Indicators
]Eﬂ Switches

-4 Location

£ Latitude: 37.852524° §
Q]D Longitude: 144,.980422° E

-.#|» Signal: Good (61%)
-l Offline Devices
95— Meodes

(- % 1.144.107.5: 44031

wail

Bﬁ Online Devices
=5 PMRS Device 2326

Cancel

----- B Cameral
¢ [P
..... A Au Open
EJ--@ Ser Close
EJ"-@ Swi
El. Lo Rename
Bit Rate
Properties
Restart Media
Enable
. Attach to Video Channel
o OFF‘I?E; Ez‘ Record on Monitor
9: Neighbou Record on Server
j 11536 Record on Device

2) Open the Action Menu and enable
the recording by clicking on “Record
on Monitor”, “Record on Device” or
“Record on Server”.

E Media Relay System_
¥ = I Enable

JEW Open

o My

= My Rename E2

J Set Bit rate

@ |
=& Onli
= |
..... |

----- y Properties F3
B
54

Record en Monitor

- Offl Record en Device

Alternatively, right click on the “Audio In
1” channel and select “Record on
Monitor”, “Record on Device” or
“Record on Server”.

Repeat the same process and select “Record on Monitor”, “Record on Device” or “Record

on Server” to finish the recording. View the audio recordings the same way as video

recordings are viewed.
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4-1-7-8 Synchronized Video and Audio Recording:

To record video and audio together, follow these instructions:

1) Select the PMRS device on the 2) Open the “Action” menu and
left hand side of the screen. select “Attach Audio Video”.

BB i Ry Syt ST B i iy Sy e
Session  Action  View Help Session m View  Help
YEH OFE®HE ?

23 MRS
EI. My Monitor

..} Speaker is off

;? Micrephone is off
Recordings

@@ Locations

'I?‘ Visual Motion Detection
.8 Contacts Alarm

-z My Server

- [E Software Updates

-.[l]l Permissions

=i Online Devices

B Y eivrs 200 T T .
s
W Cameral L
¢n AudicInl ord Locall
A Audio Outl _
R Indicators L
Eﬂ Switches -
-4 Location

Rename F2

Properties F3

Restart Machine
Restart Controller
Set Packet Data Size
Set Time

Diagnestic Information
Remember
Add Event

Attach Channels (.5 |

3) The “Attach Channels” menu

Video Channel:  [Camer - . . .
eee hann= h window will open. Select the video
ameral |

Audo Chamnel: [audoln1 ] channel from the “Video Channel” list

box.

[ Cancel ]

[Btiach Channell [

Video Channel: ’Camera 1

4) Select the Audio channel from the

“Audio Channel” list box. Then Press Audio Charnel:  AudioIn 1
. M
“OK"”. Once you record that video |

channel, the recorded file will have

)

synchronised audio in it.
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4-1-7-9 SMB Recording (External Storage Device):

The PMRS unit is able to record in the device (Device Recording) on two formats:

1) On a Micro SD card, which is inserted into its slot in the device.

2)

On an External Network Storage Device that can be connected to the PMRS Unit’s
LAN interface. An external network storage device, like a portable hard-drive, can
add greater recording space and allow for higher quality device recording than on
the Micro SD card. The External Network Storage Device must have an Ethernet
input for the PMRS unit to be able to connect to it. Ethernet external network
storage drives can be purchased from your local IT store.

In order to communicate with the external network storage device, a Local Area Network
needs to be created in the PMRS unit. Follow these instructions to do so:

1)
2)
3)
4)
5)
6)

7)

= —
i MRS Device Configurator =

Open the “Device Configurator” Application.

Turn the PMRS unit off.

Ensure the 2 left dip switches on the PMRS unit (hnumbers 1,2 are in up position).
Ensure the SIM card is NOT inserted into the unit.

Connect the PMRS unit to the PC using the USB Cable. Then turn it on.

Once connected to the PC, the unit’s parameters will load automatically on the
“Device Configurator”.

Go to the “Local Network” menu of the Device Configurator.

File Edit View Debug Help

DEE @B i 6 ?

fiee X Address Configuration Method

() Device Identiication a) Enable the “Manual”
%, Connection " None

(|» Modem option.

% Local Network P

[ s Weless LAN ' Automatic: DHCP Client

Parameters loaded

b) Enter the following
‘G‘ Manual
parameters of your local

e network: |
i | ER Host Address: 192.168.0.1
Subnet Mask: DI Subnet Mask: 255.255.0.0
Broadcast Address: | 192 . 168 . 255 . 255 Broadcast Address:
Subnet Address: [ . . . 192.168.255.255
Gateway Address: ]
Namespace Server: | ; A : c) Enable the “DHCP
Server” option.

Forwarding Rules
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8) Go to the “Recording” menu of the Device Configurator.

r - D X ;
i MRS Device Configurator M

File Edit View Debug Help
Dl 2@ 1 6%
Tree X
(1) Device Identification
b Mosec ™ Enable File System Optimizations Speed Test
46— Local Network [ Verify Writes
D Wireless LAN
(o] SIM [V Record when motion detected
EZ’:}% [V Delete old files to free space
| Recording - ¥ sign media filea
|® cPs [V Record Locations
& P1Z
¢ Licensing 5 :
Upgrade File Encryption
= log I~ Enable
Key: I
Fie Size Limit: | v 50 M8
Remote File System
Type: [sme ~|
‘Addes: | //gofiex_home/GoFlex Public
‘ User Name: Igoﬂex
-Pasword I .......
Parameters loaded

i\ e —— e ————— —

a) Under “Remote File System”, Change the “type” to “SMB” from the list box.

b) Inthe “Address” box, enter the address of the folder on your external network
storage device that you want the recordings saved to.

c) Enter the User Name for your storage device in the “User Name” box.

d) Enter the Password for your storage device in the “Password” box.

O New Ctrl+N ie?
& Open.. Ctrl+0
w Save Ctrl+5
Save As...

Close

I vireToDeice |
E @ Reset Device

Shutdown Device

After inputting the above settings, the

configuration must be saved into the
unit. This is done by opening the File
menu and clicking “Write To Device”
(The candle icon).

Write settings te device
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After pressing “Write to
Device”, the status at the
bottom left hand side of the
application will show:

Paramekters saved “Parameters Saved”.

After the parameters are g & save  cules
saved, open the “File” menu Y Close
and select “Shutdown Device”.

MRS Device Configu

G it View Debug Help

O New Ctrl+N -

I 1 Dq' Open... Ctrl+ 0

. Save As...

, | § Wite To Device Software Version:
E & Reset Device

d " Device Mame:
a Shutdown Device

Exit Device ID Number:

F Pz Device Client Password:

Upgrade Hardware Identifier:

A TrarT.

=

sl

&l "] sl

:

You will then see the following
status at the bottom left-hand
side of the screen: “Device

disconnected”.

Device disconnected

1)
2)
3)
4)
5)

6)
7)

You can now unplug the USB cable from the PC and the device.

Turn the PMRS device off.

Change back the left 2 dip switches (numbers 1,2 to down position).

Make sure that the Micro SD Card is NOT inserted into the unit.

Connect the Ethernet cable between the PMRS unit and the External Network
Storage Device.

Insert the SIM card into the PMRS unit.

Ensure the GSM/GPS Antennas are connected to the unit.

Once you activate the PMRS unit, you will be able to record on the External Network

Storage Device the same way as you record on the Micro SD Card (View “Device Recording”

section for more information).
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4-1-7-10 Recorded Files Digital Signature:

A digital signature can be added to the recorded video to guarantee the integrity of the files.
This can be enabled in:

1) The Device Configurator Application for “Device Recordings”.

2) The MRS Monitor server/client Application for “Local Monitor Recordings”.

As a result of enabling the Digital Signature there will be an extra file written on the same

Hp—

location as the video files with the extension “.sig”.

For Device Recordings:

a) Inthe Device Configurator, go to the “Recording” menu tab.

i~ | MRS Device Configurator E]@@

Fle Edt Vew Debug Help
DEE $2B 16 ?

Tree x

(1) Device Identification
I Connection

<|» Modem [ Enable File System Optimizations Speed Test
% Local Network I Yerify Writes

<L Wireless LAN

[ SiM [V Record when motion detected

[v Delete old files to free space
- v Sign media files
File Encryption

[¥ Enable

Key: I

File Size Limit: | =] 50 MB

Remote File System
Type: [None ;]
Address: |

User Name: I

Password: |

iParameters loaded

b) Enable the option “Sign media files”.
c) Write to Device.
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For Local Monitor Recordings:

a) Inthe MRS Monitor Application, right click on the “Recordings” item on the left hand
side under the “My Monitor” tree. Select “Properties”.

b) The “Local Recorder Settings” will appear.

Local Recorder Settings X

Recording directory: | C:\Users\Yossi\AppData\Roaming\MRS\Recordings\ |

Browse Explore Local Export Server Export

Downloads directory: | C:\Users\Yossi\AppData\Roaming\MRS\Downloads), |

Browse Explore

[ Separate device recording folder ] Separate device download folder

File size limit: | ™ 100 MB
[Ipelete old files to free space

- File time limit: None ~

[Juse names in media files Buffer size: | 1 MB
[ JRecord locations Audio file format: | Raw L
[[]Record events Video file format: | AyT ~
[[]Record media traffic Audio Video file format: | FLy v

Minimal event recording time: Minutes L

File Encryption

[ JEnable

c) Enable the option “Sign Files”.
d) Press “OK”.

After you enable this option (in either the Device Configurator or the MRS Monitor) and
record a video file, the integrity of that file can be checked with the “MRS AV Player
Application”. For more information, please view the “MRS AV Player Application - Verifying
Digital Signatures” Section of this user manual below.
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The recorded files can be encrypted with a user defined encryption code.
This can be enabled in:
1) The Device Configurator Application for “Device Recordings”.
2) The MRS Monitor server/client Application for “Local Monitor Recordings”.

For Device Recordings Encryption:

a) Inthe Device Configurator, go to the “Recording” menu tab.

i~ MRS Device Configurator
File Edit View Debug Help

Tiee

DEFHE *B@B | 6

X

?

L EX

(1) Device Identification
S- Connection

«|» Modem

% | ocal Network

<L Wireless LAN

G SIM

iPararneters loaded

™ Enable File System Optimizations Speed Test

[~ Verify Writes
I¥ Record when motion detected
[V Delete old files to free space
[v Sign media files
File Encryption
[¥ Enable

Key: I

File Size Limt: | v | 50 M8

Remote File System

Type: [None

Address: |

User Mame: |

Password: |

b) Tick the “Enable” box under “File Encryption”.
c) Inthe “Key” box, enter in your desired encryption code for Device Recordings. The

longer the code, the harder it is to break.
d) Save to the Device.
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a) Inthe MRS Monitor Application, right click on the “Recordings” item on the left hand
side under the “My Monitor” tree. Select “Properties”.

b) The “Local Recorder Settings” will appear.

Y& OHBHE ?
MRS
= . My Monitor
{m Speaker is off
# Wicrophone is off
é Recordings
&€ ‘rije Ruimte: 4,540 MBs
@ zo11
@ Locations
E‘ Visual Motion Detection
=& Contacts Alarm
= £ My Server
Software Updates
@ Permissions
B Online Devices
+ BE InfoDraw Europe MRS-400
il Offline Devices
= S Neighbourhood
+ S 62.132.198.144 : 12655
= ﬂ Communication
# @5 Local Area Connection
# @35 MS TCP Loopback interface

i

Local Recorder Settings

Directory: | D:\InfoDraw Recordings),

[ Browse ] [ Explore

File Size Limit: |

[[Jpelete old files to free space
Sign Files

File Encryption

- Enable
‘ Key:

S\

3

Connected

c) Tick the “Enable” box under “File Encryption”.

d) Inthe “Key” box, enter in your desired encryption code for Local Monitor
Recordings. The longer the code, the harder it is to break.
e) Then press “OK”.

After you enable your encryption code (in either the Device Configurator or the MRS
Monitor) and record a video/audio file, you will have to fill-in the defined key in the “MRS
AV Player Application” in order to view the recording. For more information, please view the
“MRS AV Player Application — Decrypting Recorded Files” Section of this user manual below.

You will also be able to view the encrypted recording files in the MRS Monitor Application, if
your encryption code is inserted in the “Local Recorder Settings” window. If you don’t want
anyone to be able to view the encrypted recordings in the MRS Monitor Application, simply
remove your encryption code from the “Local Recorder Settings” window.
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4-1-7-12 Recording History in Graphic Format:

All recordings can be viewed graphically per day and per device in the “Historic Activity”
window of the MRS Monitor Application.

# Media Relay System Monrto_

: Session  Action Help
¥ = n| O [~ | Teolbar l
| E MRS v | Status Bar

: . My Monitar || ¥ Tree Pane
Messages Log

Software | Events Log
(@ Permissiol

X Online Device
i Offline Device
j Modes Maps

Locations History

D 1 Channel
FH 4 Channels
E 6 Channels
#H 9 Channels
12 Channels
16 Channels
20 Channels

Open the “View” menu and select
“Historic Activity”.

Recorded events triggered from GPIO alarms/ VMD/ location alarms, or
user events are marked as vertical lines on the graph. Every recording
can be viewed by double click on the required portion in the graph.

M Historic Activity

2011 ¥10
] 1T =0 ¥

1“345

6 7 8 9 1011 12

13 14 15[16]17 18 18
2021 222324 25 2%
27 28 29 30 31

[]16/03/2011 :01 01

Device: MRS Device 11 v

[ Local Recordings Resolution: LRI v

B Device Recordings
VViWisualViVVisual McVi'WisWisual Motion Detected
VViViVisuaWisual MoViVWisVisual Motion Detected
VWWisual WisuaVisuaViWisVisual Motion Detected
YViWisual WWVisual MoVWisVisual Motion Detected

Camera 1
Camera 2
Camera 3
Camera 4
Audio In 1
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4-1-8 VMD:

The PMRS unit supports VMD (Visual Motion Detection) which can be configured for

individual video channels. VMD is used to alarm viewing clients and to send SMS (refer to

the “SMS Alerts from Device” section).

5 Ve Relay Sysicm TSI
Session  Action  View Help
~When motion is detected...
YEE| OBEBE ? o
3 MRS
[¥ View Channel [+ Close Channel after |1 Minutes LI

|_:_|l Wy Monitor
;Fl Speaker is off
----- ‘;i_? Microphone is off

----- Recordings
----- @ Locations

B =
..... & Contacts Alarm

Elf'é My Server

..... Software Updates

..... (@ Permissions

- Online Devices

. -3 MRS Device 2242

VMD can be setup to trigger a variety of
actions, once motion is detected. To will open. Select the desired actions that will
configure these settings, double click on

the “Visual Motion Detection” icon on

the left hand side of the screen.

[~ Popup Video Channel

[~ Record Channel

[~ Popup Alarms Window

[ Play |

[v Navigate Tree

Browse |

Cancel |

listed below.

The “Visual Motion Detection Settings” window

trigger when VMD is activated. Then press “OK”.
The descriptions of these trigger actions are

Trigger Actions:

Descriptions:

Beep

Enable this option to cause a beeping sound on the MRS
Monitor Application, once motion is detected.

View Channel

Enable this option to cause the video channel to
automatically open for live streaming, once motion is
detected.

Close Channel After

Allows the user to determine the amount of time the
channel will be viewed after VMD is triggered.

Popup Video Channel

The video channel will appear on the screen (in a separate
window after motion is detected.

Record Channel

Enable this option to cause that video channel to
automatically start recording on monitor, once motion is
detected.

Popup Alarms Window

Enable this option to cause a popup window to appear on
the MRS Monitor Application, once motion is detected.
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Play Use this option to play a custom sound, once motion is
detected. Click the “Browse” button to search for an audio
file on your PC. (.wav, .mp3, .wma formats are supported.)

Navigate tree If this box Is ticked, the monitor will open, in the device tree,

the monitor will automatically open the device from which
motion was detected.

To activate VMD on a video channel, follow these instructions:

= Media Relay System Monitor

: Session Action View Help

YR OHME ?

F “
® Audio In 1 q

# Audio Out 1

[#-(%) Sensors

#-[J] Switches

# @ Location

Recordings

SMS

@ 2 Minutes

i 3.82v Charging

«|» Signal: Marginal ¥

[T
Close

v Enable

Rename

Set Bit Rate

Set Frame Rate

Set Image Size

Properties

Save Image

Right click on an open channel’s
video stream and select properties.

<

v Attach Audio-video
Record on Monitor

Move to: | - Record on Server
> \ e ~ .. RecordonDevice
Time Device Restart Media i
= i T U2 P Teroksr @
anr Ot & >
Connected
Yideo Properties ['5__<|
[“]Enable
[Jsingle Encoder
Destination:  |Broadcast + Recording
Encoder
In the “Video Properties ocezo gl FAL CIP >
window, select “Detect Motion”. E
Then press “Apply
[Cirkerlaced Frame Text
Sync Frames |:| ‘Wike Location
Visual Mation Detection
|:| Detect Mation
[ apply | [ Close ]
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E Media Relay & Mo p
R REEEEEREBSS——————————..

Session  Action  View Help

Yy =EH| OHMEHE
i MRS

|_:_|. My Monitor

4 ®m Speaker is off

‘): Microphone is off

Recordings

(@ Locations

-@4 Visual Metion Detection

--gd Contacts Alarm

E-&5 My Server

Software Updates

-.[li Permissions

=-E Online Devices

-3 MRS Device 2242
-0 ch-01

-GG 200 kbps / 25 fps

-
E Media Relay System Moniter

“----65 Mo motion detected

Session  Action View Help

¥y H OHMEE ?

...... & Contacts Alarm

Elfé My Server

...... Software Updates

...... i@l Permizssions
=-F Online Devices
=3 MRS Device 2242
= Ch-01

E 200 kbps /25 fps

) 3

Lo[8 200 kbps /25 fps

Under the video channel’s name, the
following message will appear: “No
motion detected”. This means VMD is
now activated.

Once there is motion past the camera,
the following message will appear under
the video channel’s name on the left
hand side of the screen: “Motion
Detected!”
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Motion Detection will still be active even if the video channel is closed. Once motion is
detected, the trigger actions predefined in the VMD settings menu will commence

accordingly.

3 Media Relay System
Session  Action View Help

¥ SE| OEBMHE ?
23 MRS

[]---. My Monitor
[]---fé My Server

= Online Devices
- PMRS 2011

----- [ JCameral
4! AudicInl
----- g, Audio Outl
- Indicators
[]---Eﬂ Switches
- Location
2 Latitude: 37.852312° §

Height: 51.5 meters
Satellites: 10
MS

Signal: Good (61 %)

; Q:[D Longitude: 144.980580° E

lvaahc

When VMD is triggered, the
settings that were previously set
for VMD in the MRS Device

Configurator (Device), Monitor and
MRS Service, are carried out.
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4-1-8-1 VMD Configuration

To configure the VMD, enter the properties menu after right-clicking.

Output Port: in order to activate a
switch when VMD is triggered
change the Output port to the
switch you choose to activate and
change the Detection value to 1.

VYMD Channel Parameters @

["]Enable Yisual Motion Detection

Automatic Output
Detection

Internal Rectangle: To create a
limited space when motion could be
detected, manually draw a
rectangle, on the video channel and
click on the "Internal rectangle" box.

>0utputPort: g :‘ Value: [1 v‘

Use the mouse to draw a rectangular region of Threshold:
interest:

easily
detected

) [Jinternal rectangle [Imanual

1

Manual Threshold: enabling the
manual threshold, allows manual
change of the VMD sensitivity on a
spectrum. To carry out this action
fill the "Manual" box.

100
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4-1-9 GPIO (Sensors and Switches):

The PMRS unit has 5 input and 4 output ports. The GPIO ports are at TTL level. The GPIO
connections are built in to the PMRS unit. The first input port is the alarm button which is
imbedded in the side of the device. The rest of the ports are reachable through the
GPIO/PTZ cable wires (for colour definitions refer to the “GPIO/PTZ Cable” section of this
user manual).

The GPIO ports can be set up to trigger a variety of alarms including live video streaming,
video/audio recording, GPS tracking etc. These features are set on the MRS monitor. The
unit can also send a SMS to any number of phones as a result of a GPIO trigger (refer to the
“SMS Alerts from Device” section of this user manual).

The GPIO trigger actions are set in the “Alarm Settings” window of the MRS Monitor. Follow

these instructions:

Session  Action View Help

¥ =& | OHHEHE 7
23 MRS

|_:_|l My Monitor
.} m Speaker is off Double click on the “Contacts
..... 'j_? Microphone is off

----- Recordings . )
..... @ Locations side of the screen under “My

@‘ Visual Motion Detection Monitor”.
----- BTt o

El-&z My Server

..... Software Updates

..... i@ Permissions

= Online Devices

Alarm” item on the left hand

...... W Ch-01
~During a contact alarm ...

7 Beep
The “Alarm Settings” window Woshtoecmn (B G
will open. Select the desired I~ View Defauit ideo Channe [~ close chenrel afte | |
actions that the GPIO ports will ™ Popup Video Channel
trigger when activated. Then =
C“Ck MOK". [~ Record Default Audio Channel

[~ Popup Alarms Windaw
The descriptions of these Py | srowse_|
trigger actions are listed below: ¥ Navigate Tree

101
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GPIO Trigger Actions:

Descriptions:

Beep

Enable this option to cause a beeping sound on the
MRS Monitor Application, once a GPIO alarm is
activated.

Display Device Location

Brings up the unit location on the GPS map, once a
GPIO alarm is activated.

Popup Device location

Opens new window with device location when
alarm is activated.

View Default Video Channel

Enable this option to cause the video channel of the
PMRS unit to automatically open for live streaming,
once a GPIO alarm is activated.

Popup Video Channel

A new window with the video channel will open,
when alarm is triggered

Record Default Video Channel

Enable this option to cause the video channel to
automatically start recording, once a GPIO alarm is
activated.

Record Default Audio Channel

Enable this option to cause the audio channel of the
PMRS unit to automatically start recording, once a
GPIO alarm is activated.

Popup Window

Enable this option to cause a popup window to
appear on the MRS Monitor Application, once a
GPIO alarm is activated.

Play

Use this option to play a custom sound on the MRS
Monitor Application, once a GPIO alarm is activated.
Click the “Browse” button to search for an audio file
on your PC. (.wav, .mp3, .wma formats are
supported.)

Navigate tree

If enabled, the monitor will automatically point and
open the device that had triggered the alarm.

102
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Output switches: The PMRS unit has 4 GPIO Output Switch ports. External peripheral
devices (such as alarms, external sirens etc.) can be connected to these output ports and
then set to trigger a variety of actions once activated. The GPIO Output Switch ports are at
TTL Level.

To connect peripheral devices to the Output Switch Ports on the PMRS unit, you must close
a connection between the following wires on the “GPIO/PTZ cable”:

Port 1) Output 1 wire and GND wire.
Port 2) Output 2 wire and GND wire.
Port 3) Output 3 wire and GND wire.
Port 4) Output 4 wire and GND wire.

ON/OFF switching of these ports is done in the “MRS Monitor Application”. Follow these
instructions:

£ e ey Sy WG ™

Session  Action  View Help

YERIODHEE ?

E MRS . The statuses of the Output signals are

w-ff My Monitor

- Online Devices viewed in the PMRS device tree on the
- Yossi PMRS left hand side under “Switches”.

I Cameral
Jm AudioInl Switch 1 = Output 1

A Audio Out1 Switch 2 = Output 2
b A s Switch 3 = Output 3
-,|:| Switch 1 Switch 4 = Output 4
mmp [ | Switch 2
::5 Double click on a “Switch number” to
¢y 18:25 Hours turn it ON/OFF.

-l Offline Devices

[3...5 Meighbourhood

-8 Communication

ﬁ Local Area Connection
ﬁ Loopback Pseudo-Interface 1
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4-1-10 SMS Alerts From Device:

The unit can send a SMS alert to any number of mobile phones as a result of a VMD trigger,
GPIO trigger or a location event trigger. Messages can be written in any language. The
contact details must be supplied in the SMS settings window, located on the left hand side
of the screen. Follow these instructions to activate SMS alerts:

B s Ry S O™

Session  Action View Help

YEeE OHHEHE 2
23 MRS

E|l My Monitor

4. Speaker is off
,ﬁ? Microphone is off
Recordings

@ Locations

-@‘ Visual Motion Detection

- & Contacts Alarm

[E

H-£5 My Server

=3 Online Devices

=% PMRS 2011

..l Cameral

4 ® Audiclnl

. Audio Outl

[]--@ Indicators

-5 Switches

=@ Location

@ Latitude: 37.852308° 5
QID Longitude: 144 980574° E
Height: 51.5 meters
Satellites: 10

5....::1:: Signal: Good (51%)
-l Offline Devices

95— Modes

j 1.144107.5: 44031

In the “SMS Settings” window,
firstly select the “Enable” option
on the top right hand side. This
will enable SMS alerts from that
PMRS device.

Open the “SMS Settings” window
by double clicking on the “SMS”
item on the left hand side under
the PMRS device tree.

Mame:  Mobile Mind Device 564 [T]Enable

Events
Contact Alarm Motion Detection

Location Events

Common Message:

Name:

Phone Mumber:

[ send Image

Add

104
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Mame: Mobile Mind Device 564 [¥] Enable
Events
[¥] Contact Alarm - [¥] Motion Detection Under “Events” select the desired
CleETmEES triggers from which an SMS will be sent.

Commaon Message:

Contact Alarm = GPIO events

J

Motion Detection = VMD events

Mame Number Image
Location Events = GPS events

Delete

Mame:
Clear

Phone Number:

Iy

[] send Image
[ Add ] [ Replace ] Close
g —
Mame: Mobile Mind Device 564 [¥]Enable
Events
Contact Alarm Motion Detection
[ Location Events
In the “Common Message” Commen Message:
box, write a message that you Hertit
would like to receive on your :
mobile phone. Once you have Name bl Image
finished, click “Apply”.
Delete
Mame:

Clear
Phone Mumber:

["] 5end Image

[ Add ] [ Replace ] Close

b

[ —

105



PMRS-102 User Manual 6.2.0.0

Mame: MRS Device 111 [#]Enable

Events
Contact Alarm Motion Detection
[T Location Events
Common Message:
ALERT!N

Insert a “Name” and “Phone
Number” at the bottom of the
window.

If you own a Smartphone,
enable the “Send Image”
option to attach a still-picture
of the video stream to the SMS.

Once the details are inserted,

Name: Yon

Phone Mumber: 0412345678

[ 5end Image

[ Add ] [ Replace ]

press the “Add” button to add
the mobile to the list. Repeat
the process to add another
mobile.

5SMS Settings

Your new name and phone
number will appear in the list
box. To delete a mobile
number, select the name and
press the “Delete” button.

Once you have finished, click
“Apply” and then click “Close”.

)

Mame: MRS Device 111 [¥]Enable
Events
Contact Alarm Motion Detection
[7| Location Events
Commen Message:
ALERTIHIN
Mame Mumber Image

0412345678 Mo

Delete

MName:
Clear

Phone Number:

[ send Image

|l

[ Add ] [ Replace ] Close

SMS alerts are now activated. A SMS will now be sent to the assigned mobile phone(s) as a
result of any trigger defined in the “SMS Settings”.

10
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4-1-11 Photo Snapshots:

Photo stills can be taken of any open video stream on the MRS Monitor Application. Follow

these instructions to do so:

Right click on an open video
stream and select “Save Image”.

Close

Enable
Rename

Set Bit Rate
Set Frame Rate
Set Image Size
Properties

Save Image

Attach Audio-Video
Record on Monitor

Record on Device
Restart Media

Cancel

This will save an image of the video stream in .jpeg format to your local recordings folder.
You can access and view the images the same way video recordings are viewed. Follow

these instructions:

Open the “Recordings” tree on the
left hand side under “My Monitor”.
Double click on the desired saved
image to open it.

M -
E Media Relay System Monitor — —

The image will then open in Windows Photo Viewer.
Alternatively, to view the saved image, locate you
recordings folder on your PC and double click on the
image file to open it.

Session  Action View Help

¥ OHME 2

£ MRS

E|. My Monitor

-.gpm Speaker is off

’;? Microphone is off

[—j--- Recordings

: Free Space: 826,610 MBs

6 LocationsLog_2012 06_10.bd
- Stilllmage_13_12_46_166691 1.jpg
@) Locations
-@4 Visual Motion Detection
-l Contacts Alarm

{] Stilllmage_13_12 46_166691_1jpg - Windows Photo Viewer =] e

File v Print v Emal  Bum v Open v [

9. = C«—(‘,«.w 9 c|x) I‘

107




PMRS-102 User Manual 6.2.0.0

4-1-12 Session:

A session is set of parameters which defines the current state of the MRS monitor

application. A session includes any open channels and channel parameters. A session can be
saved to a file and reloaded at any time. To do so, open the “Session” menu and select

“Save As”.

“=Media Relay System Monitor

J Session Action  Players View Help

=101 x|

J [v  automatic H HH ’ ?

C T Connection
- Open... Ctrl+0
Save Ctrl+sS

? Bitrate: 80 kbps
.9 Framerate: 12 fps
[=]- i Video Channel 2
-7 Bitrate: 60 kbps
w9 Framerate: 12 fps
----- B Video Channel 3
----- B Video Channel 4
4 Vinyl AC'S7 Audio (WAVE)
[+ @ Indicators
EH--- Output Connections

Recordings

S Nodes
% 192.168.0.50 : 12654

Users can enable the “Automatic” button
in the “Session” menu which will save
the current settings of the last session
when exiting the program. After
restarting, the program will load the last
updated session which was saved
automatically when exited.

a? Connection
Language
| = Open...

W Save

Save As,.,

I Exit

w Action  View Help
HH | %

Detection

| TR B Contacts Al

,g,l':é My Server

e [ll Permissions
.. il Online Devices
i Offline Devices

I Modes

m

Software Updates
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4-1-13 Neighbourhood:

Media Relay System

Session  Action  View Help
¥ ZH|0OHMBE ?
23 MRS
. My Menitor
-2 My Server
Software Updates
[l Permissions
=B Online Devices
&% PMRS Device 2326
5- Camera 1

PMAS Devitie'

In the MRS Monitor Server Application:

In the MRS Monitor Server Application,
the user can view details of all
connected MRS/PMRS devices and
clients under the “Neighbourhood”
tree. The details include IP addresses,
Software Versions and Tolerance (CT).

-.u AudioIn 1
..... f? Audio Qut 1
[H-{%) Sensors
15 Switches
- Location
@ Latitude: 37.854151° §
QID Lengitude: 144.979579° E
A Height: 187.0 meters
> Satellites: 10
SMS

..... B 4.23v Full
-«|» Signal: Excellent (64%)
-l Offline Devices

Bj: 1.144,145.7 : 38209
----- MRS-100 Device Process
..... Version 3.2.0.3
..... ‘f C.T.: Low

-
&8 Media Relay System Monitor T Y

Session Action View Help

Yo ODOEHE ?
() Software Updates - |
@ Permissions
- Online Devices
= PMRS Device 2785 YOSSI

In the MRS Monitor Client Application:

In the MRS Monitor Client Application,

5 B Cameral
the user can view details of the server r%j‘:’l:‘;"”m o
under the “Neighbourhood” tree. The A Audio Out1
details include the IP address, Software ?1 ::v’::lzs
Version and Tolerance (CT). i ;;;;‘ﬁ:u,,

You can also access the server’s
recordings folder by double clicking on
the “Recordings” tree.

i Offline Devices

=% ® Neighbourhood -
= mrs2.infodraw.com : 12655

S MRS Server
S Version4.3.0.1

% C.T.:High
& Local address: 100093
s Recordings

+-@% Communication

m

Time

2012/02/1214:19
2012/02/12 1419
<

Connected
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4-1-14 Communication:

The communication node allows users to see their available connections: Bluetooth, Local
area, wireless and its loopback (computer ID).

.
&8 Media Relay System Monitor _ nju=)

Session Action View Help

Yyl OEHBE ?
MRS
¥ _. My Monitor
- &% My Server
- B Online Devices
4 PMRS Device 2785 YOSSI
+- B PMRS Device 2771
il Offline Devices
% Neighbourhood
=f - § Communication|
- &5 Bluetooth Network Connection
= 169.254.195.89
- @3 Local Area Connection
/= 169.254.107.118
- @8 Wireless Network Connection

= 100093
- @5 Loopback Pseudo-Interface 1

= 127001
Time Device Type 2
2012/02/1215:03:22 PMRS Device 2771 Phone Text Sending Possible
2012/02/12 14:10:49 10S: Ynssi Kantor's iPhane  Viden Channel Fnahled X |
« m »

Connected
- o
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4-2 MRS AV Player Application:

The MRS AV Player Application is used for viewing recorded video/audio files, verifying
digital signatures on recorded files and decrypting recorded files.

1) Run the “Setup_MRS_AV_Player.msi” file.

2) Click “Next”.

Open File - Security Warning @

Do you want to run this file?

MName: ..ftware\MRS AV Player\Setup_MRS_AV_Player.msi
Publisher: Infodraw (srael) R&ED LTD

Type: Windows Installer Package
From: ChUsers\Yon\Desktop\Infodraw Australia Softw...

mm)| R [ Concel

Always ask before opening this file

| -"\l While files from the Intemet can be useful, this file type can
W G potentially ham your computer. Only run software from publishers
= you trust. What's the risk?

— ———— =] ]

ﬁ Audio Video Player

Welcome to the Audio Video Player Setup Wizard

The installer will guide you through the steps required to install Audio Yidea Player an pour computer.

WARMIMG: This computer pragram is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or ahy portion of it, may result in severe civil
or criminal penalties, and will be prosecuted o the masimumn extent possible under the law.

3) Click “Next”.

‘@ Audio Video Player

Select Installation Folder

The installer will install Audio ideo Flayer to the following folder.

(| Tainstallin this folder, click "Mest". Tainstall to a different folder, enter it below or click " Browse'.

f Falder:
i C:“Program Files [#B6)4 nfadrawtAudio Video Player',

Erowsze...

Install Audio Video Player for yourself, or for anyone who uses this computer:

@ Everyone

(| ) Just me

I Cancel ] [ < Back I [ Next >

4) Click “Next” to begin installation.

ﬁ Audio Video Player L=ie

Confirm Installation

=

The installer is ready to install Audio Video Player on your computer,

Click "Mest"" to start the installation.

Cancel ] [ < Back ] [ Next > J
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4-2-1 Playing Recorded Files:

There are three formats that recorded files are saved in:

Recording Type: Format:
Video H264
Audio AAC
Synchronized Video and Audio FLV

e If you want to convert H264 file to a FLV file (which is identifiable to most players),
open the "file" menu and click on the "Export FLV" option.

Once the MRS AV Player is installed and opened, follow these instructions to play recorded

files:
1) Open the “File” menu and 2) Browse your PC for the recordings folder. The
select “Open”. recorded files are arranged by date and time.
Select the desired recording. Then press “Open”.
"W MRS Audio Video Player & = | Bl [ | " Open (]
Misc Effects  Section View Help Look in- | |3 j & £k Ea-
pen = MName ° Date modified Type
Erparly . ';}:l [e=14_31_57_0596_1.H264 31/05/20122:32 PM  H264 File
Close eciaces =014 _56_18_0506_1.H264 31/05/2012 2:56 PM  H264 File
Desktop
=l
Libraries
LY
Computer

@

Network

4 I

File name: |14_31_5?_D555_1 -H264

|
/

Open an existing document

Files of type: |Media Files
[ Open as read-only

B MRS Audio Video Player SRR X
-t

File Misc Effects Section View Help

3) The Recorded file with then
commence playing in the
MRS AV Player.

112



INFODRAW R&D PMRS-102 User Manual 6.2.0.0

B MRS Audio Video Piayer W s o=

File Misc [Effects| Section View Help

The recording playback can be
speeded up or slowed down. To do
so, open the “Effects” menu and
select “Speed”.

{~ Original Speed

The “Set Playback Speed” window

will appear. The descriptions of the % Faster x4 =]
settings are listed below:

" Slower |4 J

Settings: Descriptions:

Original Speed Enable this option to keep the recording at
its normal speed.

Faster Enable this option to speed the recording
playback up. In the list box, select how fast
you want the recording to speed up.
Choose from: x2, x3, x4, x6, x8, and x10.

Slower Enable this option to slow the recording
playback down. In the list box, select how
slow you want the recording to slow down.
Choose from: /2, /3, /4, /6, /8, and /10.

After you have finished, press “OK”. The recording playback will now speed up or slow down
accordingly.
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4-2-2 Verifying Digital Signatures:

The digital signature authenticates the recording as one that was recorded by the MRS
system (a MRS/PMRS device, an MRS Monitor application or a MRS Service). If a digital
signature has been assigned to a recorded file, it can be verified in the MRS AV Player
Application. Follow these instructions:

Once the recorded file is opened in the MRS AV Player, open the “Misc” menu and select
“Verify Signature”.

MRS Audio Video Player
File BUEN Effects Section View Help

Verify Signature
Decryption

Signature Verification @

Signature Accepted (OK)

This will result in a message “Signature Accepted (OK)” or “Signature Rejected (BAD)”

Signature Accepted means that the AV Player authenticated the recorded file as part of the
MRS system successfully.

Signature Rejected means that the AV Player did not authenticate the recorded file as part
of the MRS system successfully.
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4-2-3 Decrypting Recorded Files:

If a recorded file is encrypted with a code, it must be decrypted in the MRS AV Player before
you can view it. Follow these instructions to do so:

Once the recorded file is opened in the MRS AV Player, open the “Misc” menu and select
“Decryption”.

The “Decryption” window will appear. In the “Key” box, enter in your encryption code for
that recording. Then press “OK”.

MRS Audio Video Player
File BUES Effects Section View Help

Decryption

You will now be able to view that recorded file in the AV Player.
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4-3 MRS Device Configurator Application:

1) After the MRS USB driver installation is complete, open the Device Configurator
application. This program allows you to configure the unit through the USB cable.

2) Turn the PMRS unit off and then back on.

3) Once the unit reconnects to the PC, it will automatically load the unit’s configuration
parameters on the Device Configurator application.

‘l MRS Device Configurator

File Edit View Debug Help

DEeE =28 1 e 7
Tree X
{13 Device Idertification
I Connection
This application communicates |+ Modem

Local Metwork
slr Wireless LAN

with the unit and has a menu
with the following options:

Licensing
Upgrade
= LI:Ig
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4-3-1 Device Identification:

i~ | MRS Device Configurator

File Edit View Debug Help

D E| & B

ie|%®

Tree 4

(1) Device |dentification
Connection

51:3 todem
Local Metwork

12 wwireless LAaM

GFID
Recording

Parameters loaded

Software Yersion:

Device Mame:

Dewice ID Mumber:

Device Client Password:

Hardware Identifisr:

Maodem IMET:

Config Password:

Server Admin Password:

[ 4.4.0.8

| FIMRS Device 102102

|102102

| 2AZESC7A45655004FFO0FFO0FE

| 35362602651 9259

PMRS-102 User Manual 6.2.0.0

Device Identification Parameters:

Descriptions:

Software Version

This is the current version of the PMRS unit’s firmware.

Device Name

This is the name of the PMRS device that will appear when
connected to the server/clients. This can be changed to any
desired name.

Device ID Number

This is the ID Number of the PMRS device that will appear
when connected to the server/clients. This can be changed
to any number above 0 and below 2 billion. Ensure that
each PMRS unit that is connecting to the same server has a
Unique ID Number.

Device Client Password

If a PMRS device ID has been assigned a password in the
permissions feature of the server, the password will need to
be inserted here; otherwise the unit will not be able to
connect to the server.

Hardware Identifier

This is the hardware ID nhumber of the PMRS unit.

Modem IMEI

This is the Identifier number of the PMRS unit’s modem.

Config Password

A password can be inserted here to prevent non-authorized
people from accessing the device’s parameters through the
USB cable. Upon connecting the PMRS unit to the Device
Configurator, the Config Password will be required to
continue.

Server Admin Password

This password is for the Web Admin Interface Server
program if the PMRS device is acting as the server itself.
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4-3-2 Connection Menu:

"I MRS Device Configurator N =]
J Fle Edit View Debug Driver Help
DS | sRR|(§f &2
Tree x
Device dentification
% Connection —Media Server Selection — Connection Reference (TCF)
<» Modem
& | ocal Network " No server I Enable
=<l Wireless LAN
[ SIM @ Remote servar Address: I google.com
B VPN i
IP: | mm.infodraw.com Port: |80
b Sms | ’
L. GPIO
E Recording Recannect
@ Location - Timeout
F PTZ I~ Secure v Meximal idle time [ 30 minutes.
Streams
!@ Licensing Transport: IUDP hd |7 Device Reset
Maintenance Sleep for |3 IHDurs LI
= Log (™ Local server
mobeye.co.il
(™ Multiple Connections I Elg=le(=S |
Status:
Failed to match parameters 4

Connection Parameters:

Descriptions:

No server

If the “No server” option is checked, the PMRS unit will not
connect to anything.

Remote server IP

Here you can update the IP address of your server, in the
“Remote server” IP box.

Secure If your PMRS unit has secure session IPSEC Encryption
applied to it in the licensing menu, you must tick the
“Secure” option to activate the encryption.
Tolerance Keep this option set to “UDP”.

Local server

The PMRS unit can also act as a server by selecting the
“Local server” option. However for this configuration, the
unit will require a SIM card with a fixed, public IP address
which must be obtained from your cellular provider.

Connection Reference (TCP)

Do not enable this feature at this time.

Timeout

This feature should be enabled (both “Maximal idle time”
and “Device Reset”). It is designed to detect an idle time
during which there is no client/server communications.
When this idle time passes, the device will reset its modem
connection. If there is no active modem and you have
enabled the reset option, it will restart itself.
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Connection Menu (continued):

' MRS Device Configurator . 4 L= [Er|
File Edit View Debug Help
DEE & B i o % Multiple Connections &
Media Server Selection [V Local Server |
" No server [V Share devices among servers '
" Remote server
| Enable | Name [ Address [user
1P Im's"-"""‘oc"a"“'com Yes mrs1 mrs 1infodraw.com gidon
Yes home 192.168.0.40 gidon
Yes Server 3 mrs.kme.nl gidon '
-
Tolerance: lH.gh 'I
< m »
" Local server 1
‘ Add | Change I Delete | Empty |
‘ mmm)+ Multiple Connections l
o« | cancel |
Status: |

Parameters loaded

_ A

Connection Parameters:

Descriptions:

Multiple Connections

This feature allows the connection of the PMRS device to connect to more
than one server at activation. Enable the

“Multiple Connections” option and press the “Manage” button to open
the “Multiple Connections Window”.

In the “Multiple Connections Window”, press on the “Add” button to
insert another server to which the PMRS device will connect to.

The “Local Server” option allows the PMRS unit to act as one of the
multiple servers. Tick to enable this option.

The “Share Devices Among Servers” option shares all the devices that are
connected to the same network as this device is, among all the servers
which have been added to the list. Tick to enable this option.
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4-3-3 Modem Menu:

" MRS Device Configurator — o] x|
J Fle Edit View Debug Driver Help
[DZ2d 22 i 6%
Tree 4
(T) Device Identification
% Connection —Modem Configuration
‘J\” f‘ MNone
- | ocal Network
L Wireless LAN ¢ Manual
[ SIM
& Automatic
—Modem Parameters
Interface: IDefauIt LI
Dial | =957 =1#
APN: Iinternet
User Name: I
Password: I
Authentication: I*-”'.-" LI
Extra Command: I 3: j
[+ Enable Roaming
[~ Enable VPN
Failed to match parameters v

Modem Description:

Parameters:

None This option turns the wireless cellular modem off.

Manual This option allows you to configure the settings of the cellular provider in use
manually.

Automatic This option provides automatic settings of the cellular provider in use.

Hardware Keep this parameter the same (set to Automatic).

Dial String Keep this parameter the same.

APN The Access Point Name (APN) of your cellular provider must be entered in this box.

User Name Here you can enter your User Name for your cellular provider if required (usually is
not required).

Password

Here you can enter your Password for your cellular provider if required (usually is
not required).

Authentication

Keep this parameter the same (set to Any), unless told otherwise by your cellular
provider.
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Extra Command | This feature allows you to give the modem additional commands. For example you
can tell the modem to only search for one cellular frequency band. To add an extra
command, click the “+” button. Enter the correct lines of code, which should be
obtained from Infodraw or your local Infodraw dealer. Then press “OK”

Enable roaming | Allow device to search for other available networks, when the network of the Cell
provider is unavailable.

Enable VPN Enables Open VPN capabilities
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4-3-4 Local Network Menu:

i MRS Device Configurator

File Edit View Debug Help

DeE sB2B 1 &7

Tree x

(1) Device Identfication
Connection ™ None
51\” Modem

Local Network
sly Wireless LAN

h sMs " Manual
GPIO

Reconding
@ Grs Manual Configuration

Host Address:
Subnet Mask:
Eroadcast Address:
Subnet Address:
Gateway Address:

Mamespace Server:

-

Parameters saved

Address Configuration Method

" Automatic: DHCP Client

Local Network Parameters:

Descriptions:

None

This option disables the PMRS unit’s LAN interface.

Automatic: DHCP Client

This option enables the LAN interface and makes the PMRS
unit an automatic DHCP Client for your local network. For
more information, view the “LAN” section of this user
manual.

Manual (Manual Configuration)

This option also allows you to create your own local
network which comes in handy when trying to connect to
an external hard drive or use the PMRS device as a router.
For more information, view the “SMB Recording (External
Storage Device)” section of this user manual.

Enable DHCP Server

When the “Manual” option is selected, tick the “Enable
DHCP Server” option to turn the PMRS device into a 3G
Router. For more information, view the “Use the PMRS
Device as a 3G Router” section of this user manual.
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4-3-4-1 Connect Through LAN

Follow these instructions to set up the LAN function on the PMRS:

1) Open the “Device Configurator” Application.

2) Turn the PMRS OFF.

3) Ensure the 2 left dip switches on the PMRS unit (numbers 1,2 are in up position).

4) Ensure the SIM card is NOT inserted into the unit.

5) Connect the PMRS unit to the PC using the USB Cable. Then turn it on.

6) Once connected to the PC, the unit’s parameters will load automatically on the

“Device Configurator”.

7) Go to the “Local Network” menu on the left hand side. Under the “Address

Configuration Method” menu, select “DHCP”.

L1 MRS Device Configurator,

Fle Edit “iew Debug

DS E| 4@

Tree

Help

ie %

(1) Device |dentification
5— Cannection
t|er Modem

8l M et
& Wireless LAN
[ Sl
il
@ Recording
@ GPS
& F1Z

|Ipgrade
= Log

Address Configuration Methad

™ Mone

< oo < —

™ Manual

Manual Configuration

Host address: |

Subnet Mask: |

Broadcast Address: |

Subnet address: |

Gateway Address: |

Marnespace Server: |

-
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Help

ie|?

=

[ New Ctrl+MN
= Open... Ctrl+0
W Save Ctrl+5

Save As...

After inputting the above settings, the
configuration must be saved into the e
unit. This is done by opening the File
menu and clicking “Write To Device” Bt

(The candle icon). A

Write settings to device

After pressing this key, the status at the bottom left hand side of the application will show:
“Parameters Saved”.

Parameters saved

@ MRS Device Configurate

Edit View Debug Help

O New Ctrl+N io|l?
= Open... Ctrl+0
E save Ctrl+5

Save As...

After the parameters are
saved, open the “File” menu
and select “Shutdown Device”.

Close

i Write To Device Software Version:
5 -@ Reset Device

= " Device Mame:
r: Shutdown Device

Exit

-

=
=]

Device ID Number:

F Pz Device Client Password:

= Uporade Hardware Identifier:

1 8l 71 sl

na_ o e

]
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You will then see the following
status at the bottom left-hand
side of the screen: “Device
disconnected”.

Device disconnected

8) You can now unplug the USB cable from the PC and the device.

9) Turn the PMRS device off.

10) Change back the left 2 dip switches (numbers 1,2 to down position).
11) Connect the Ethernet cable to the PMRS unit.

You can now connect the Ethernet cable to any local network router and connect to the
MRS server using the internet.
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4-3-4-2 PMRS Device as 3G Router:

The PMRS unit can act as a 3G or 4G Router. Follow these instructions for setup:

1) Connect the unit to the “Device Configurator”.
2) Go to the LAN menu.

i MRS Device Configurator,

Eile Edit Wew Debug Help

DEE $ 28 § & ?
Tree X
Address Canfiguration Methad
(1) Device |dertification
j Cannection ™ None
:L” todem
W | ocal Network . ;
s ieless LAN ™ automatic: DHCP Client

f+ Manual

Manual Configuration

Host Address: | 0.0 .2 .7
Subnet Mask: | 295 .255 . 0 ]
Broadcast Address: | o .0 .0 .0
Subnet &ddress: | o .0 0 0
Gateway Address; | o .0 i] 0
Mamespace Server: | o .0 .0 .00

J|Parameters loaded

3) Select “Manual”.

4) Enter in the following settings:
Host Address: 10.0.0.1 or 192.168.0.1
Subnet Mask: 255.0.0.0 or 255.255.0.0
Leave the rest of the settings blank.

5) Tick the “Enable DHCP Server” option.

6) Select File>Write to Device.

7) Select File>Shutdown Device.

8) Disconnect the device and turn off.

9) Flip Dip Switches 1,2 to Down position.

10) Insert the SIM Card.

11) Ensure the GSM Antenna is connected to the unit.

12) Connect the Ethernet cable to the unit.

13) The PMRS unit will now act as a 3G Router. You can connect it to a laptop/PC
through the Ethernet cable and you should be able to connect to the internet.
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4-3-5 Wireless LAN

W MRS Device Configurator

File Edit View Debug Driver Help

Tree X

(T Device ldentification
*. Connection

<|» Modem

% |ocal Network

<Ll Wireless LAN

] SIM Network Identifier:
B VPN
alb SMS Network Passphrase:
= GPIO

[®] Recording
@ Location
E PTZ

Streams

[+ Enable Wireless LAN

Wireless LAN Parameters

Access Point Role:

.0 Output
BE icensing
Maintenance
= Log

r
r

[ Enable VPN

Parameters loaded

Address Configuration Method

(" Mone

|Wire|ss
(" Manual

|****

|Client ﬂ Manual Configuration
Host Address: |

Subnet Mask: |

Broadcast Address: |

Subnet Address: |

Gateway Address: |

Namespace Server: |

Wireless LAN Parameters:

Descriptions:

Enable Wireless-LAN

Allows your TMRS device connectivity to the WiFi network

Network Identifier

The username of the network (SSID).

Network Passphrase

The password of the network, available on PCs or
smartphones connected to the network.

Address Configuration

None: cannot connect to a network

DHCP Client: Device connects to a Wi-Fi router and receives
a dynamic IP (Recommended)

Manual: Set a static IP address for your device to connect

through. Suitable when another TMRS device serves as
router.
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4-3-5-1 Wi-Fi Router

The PMRS device can also act as a WiFi router and give internet access to any WiFi enabled
devices in range.

The process is simple:

1. Insert a SIM card and connect to a GSM antenna
2. Connect to the configurator:

@ MRS Device Configurator - Oa *
File Edit View Debug Driver Help
DEE| & io %
Tree X
Device ldentification -
? Connection [+ Enable Wireless LAN Address Configuration Method
<J» Modem -
Wireless LAN Parameters = MNone
% | ocal Network
<L Wireless LAN _ ¢ Automatic: DHCP Client
[ SIM Network Identifier: |Inf0draw
= VPN @ Manual
ok sms Network Passphrase: |****
=~ GPIO
E Teco.rdmg Access Point Role: |Host ﬂ Rlapiallioniouiaon
ocation
F Pz Host Address: | 192 . 168 . 0 . 1
Streams
| Subnet Mask: | 255 . 255 . 235 . 0
BG Licensing Broadcast Address: |
Maintenance
= Log Subnet Address: |
[+ Enable NAT Router Forwarding Rules
Gateway Address: |
[+ Enable DHCP Server
Namespace Server: |
[ Enable VPN
Parameters loaded

3. Enter the Network Identifier SSID and the Passphrase.
In the Access Point role enter: Host

5. In the Configuration method enter: Manual and in the manual configuration enter
the details of the router.

6. Check both NAT Router and Enable DHCP Server

7. Burn the changes to device by pressing the candle icon.
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4-3-6 SIM Menu:

-
il MRS Device Configurator

File Edit View Debug Help
DEE s 281 7
Tree X

(1) Device Idertification
I Connection PIN PUK
<[ Modem

% Local Network PIN: | 5442 PUK:
& Wireless LAN

RSN PIN 2: PUK 2:
i —
PH PIN: PH PUK:

L, GPIO

@ Recording
@ Grs
rara

l@ Licensing
Upgrade
= Log

i

Parameters saved

SIM Parameters: Descriptions:

PIN Here you can update the PIN numbers for the SIM card in
use. Some SIM cards require a PIN number but most don't.
The PIN number is obtained from your cellular provider.

PUK Here you can update the PUK numbers for the SIM card in
use. A PUK number will only be required if your SIM card is
locked (which can happen for various reasons). If your SIM
card does not work, ask your cellular provider if the SIM
card is locked and how to unlock it.
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4-3-7 VPN:

The PMRS unit supports OpenVPN. OpenVPN is a robust and configurable VPN (Virtual
Private Network) daemon which can be used to securely link the PMRS and the MRS server
on private networks using an encrypted tunnel over the Internet.

The PMRS with firmware versions 5.0.0.8 and above includes a configurable OpenVPN client
version 2.3.2. This OpenVPN client is capable of connecting to an OpenVPN server using the
InfoBoxx built-in cellular modem connection. It connects using the default OpenVPN settings
of UDP port 1194 and creates a virtual network over this connection. This virtual network
can be encrypted using TLS if provided with the authentication parameters: RSA certificate,
key, and CA certificate. TLS supports a number of ciphers, including DES (40 bits), 3DES (168
bits), AES (256 bits) and RC4 (128 bits). The selected encryption cipher is a result of the
negotiation between the TLS client and the TLS server.

In order to have the PMRS media connection encrypted as part of the VPN, it must use the
virtual network addresses instead of the internet addresses in the MRS Connection section
of the Device Config Utility. Either the PMRS is a client that connects to an MRS Server using
its virtual address (in the remote address field), or it is a server (local server selection) and
the MRS Client will use the virtual address of the PMRS device to connect there. When using
the virtual network addresses, it is possible to have a PMRS working as a server with a
known virtual address even if it receives a dynamic or private address from the cellular
provider. Read the OpenVPN manual for more information about configuring OpenVPN on:

http://openvpn.net/index.php/open-source/documentation/howto.html

130


http://openvpn.net/index.php/open-source/documentation/howto.html

PMRS-102 User Manual 6.2.0.0

The OpenVPN Client can be configured in two ways. Manual configuration, or import from
an OpenVPN client configuration file.

Manual configuration

Step 1: Open the “VPN” Tab in the Device configurator program.

r —— 3
i MRS Device Configurator =R AC)
File Edit VYiew Debug Driver Help
D s@28 | 6| ¢
Tree X
(1) Device ldentffication
% Connection VPN Type:  |Open vPN | -
51\” Modem
& Local Networkc ™ Use configuration file
& Wirgless LAN
[ SIM
B VPN External Address: | 10.0.0.1]
i
jlg EI:IE (= Existing Network (bridge)
@ Recording e .
@ crs Routing Network (tunnel)
Compression:  |Undefined -
Parameters loaded
4 » H " 14
Step 2: In the “VPN” window, select “VPN Type Open VPN”.
i MRS Device Configurator - =S -

(= = R iel?

File Edit View Debug Driver Help

Tree X

(T Device Identification
K Connection

<»» Modem

% Local Network

& Wireless LAN

[ SIM

B VPN

i sus

I, GPIO
@ Recording

Parameters loaded

VPM Type: Open VPN

[ Use configuration file

External Address: | 10.0.0.1|

{*" Existing Network (bridge)
" Routing Network (tunnel)

Compression: | Undefined ¥

[ | e

Step 3: In the “External Address” fill in the OpenVPN External server network IP Address
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When select the option “Security” the next window will appear. In this window - fill in the
necessary OpenVPN certificates, Private Key, CA Certificates and Authentication. It’s also
possible to import these from a file.

More information about how to use this configuration can be found on:

https://openvpn.net/index.php/open-source/documentation/howto.html

F )
VPN Security [

[ Certificate

[ Private Key

| Certification Authority Certificate

[ Authentication

B Cancel
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Import OpenVPN Configuration file

It’s also possible to import an OpenVPN configuration file, or copy paste the configuration
from an OpenVPN configuration file.

2 MRS Device Configurator EE

File Edit View Debug Driver Help

DeE sB2B(1 6|7
Tree x

T Beves et Select “Use configuration file”

Connection VPNType:  [open vPN ~|
> Modem

Local Network [¥ Use configuration file Edit
b Wireless LAN

B VPN External Address: |

i

ob é?j\% £ Y oen Configuration File S
éicsunj\ng 3 ) 5
;Téms Compression: [(ndef

7
OK Cancel Load from file Save to file

Parameters loaded

[ onfiguration File @ . .
VP Confgraion 8 In the following window you can

either copy-paste the OpenVPN
Client configuration or load the

configuration from a file. The
OpenVPN Client configuration can

l 1 I also be saved by selecting “Save to

H 4
‘ : file
ok | Cancel | Load from file | Save to file ‘

r 5
i MRS Device Configurator l ' =NRe X

File Edit View Debug Driver Help

DEeHE BB 6 %

Enable OpenVPN T .

(1) Device ldentfication
Connection

«|» Modem " None
Local Networl

Modem Configuration

Open the modem tab in the Device

& Wircless LAN L
. [ SIM (+ Automatic
configurator. gt
GPIO
[®] Recording
@ Grs I
e DalString: [R5 18
(G Licensing apn: [intemet
. . & Maintenance
To enable the VPN connectivity 2 Log Ueertiame:
Password: ’7
select “Enable VPN” in the e B |

. . . BtraCommand: [ 4]
Modem Configuration window.

Parameters loaded
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4-3-8 SMS Menu:

i MRS Device Configurator

File Edit View Debug Help
DEE +B8B 1 e

Tree

?

(T) Device Idertification
K Connection

«[» Modem

% Local Network

& Wireless LAN

Connection SMS Mumber : |

Send Service Type: |Cirtuit Switched j

Authentication Code: | 591

qfsus
GPIO

@ Recording

@ Grs

& r1Z

!@ Licensing

Upgrade

== Log

Parameters saved

SMS Parameters:

Descriptions:

Connection SMS Number

This feature is good for when using the PMRS device as a
server with a variable external IP address given by the
cellular provider. Every time the device connects to the
cellular network, it will send an SMS to this phone number
containing the new IP address.

Send Service Type

This is a parameter defining the technology used for
sending SMS messages. It depends on the cellular service
provider. Keep this setting the same (set to Circuit
Switched), unless told otherwise by your cellular provider.

Authentication Code

This is the code which will be required when sending
commands to the PMRS device by SMS. For more
information, refer to the “Sending SMS Commands to
Device” section of this user manual.
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Commands can be sent to the PMRS unit (SIM Card Number) remotely by SMS. There are 3
orders that can be sent:

1) Reset device
2) Change Server IP
3) PMRS Status — provides PMRS IP and battery status and signal strength.

In order to make these operations happen, follow these instructions.
a. Attach a USB cable to the device and open the “MRS Device Configurator”.
b. Open the “SMS” tab menu.

c. In the “Authentication Code” box, write down a code. You will need to put this code at
the start of each SMS you send to the PMRS device.

=
i MRS Device Configurator .
File Edit View Debug Help

DeE 28 1 & 2

Tree X

(1) Device Identification
Connection Connection SMS Number: I

Send Service Type: ICircuit Switched

Authentication Code: | 76D

Parameters loaded

As was said above, there are 4 options to this feature.
These are the ways to activate each of them by SMS to the device:

1. Reset Device: Authentication_Code reset device
For the above device example, the SMS would be: 76D reset device

2. Change Server IP: Authentication_Code "server" DESTINATION_Server_IP
For the above device example, the SMS would be: 76D server 212.68.105.7

3. PMRS Status: Authentication_Code “status”
For the above device example, the SMS would be: 76D status
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4-3-9 GPIO Menu:

{“I MRS Device Configurator

J File Edit View Debug Driver Help

=1olx|

DEE|sBR§ &2

Tree x

(1) Device Identification
S Connection
<]» Modem

% | ocal Network
=l Wireless LAN
[ SIM

= VPN

alb SMs

i~ GPIO

[#] Recording

@ Location

& PTZ

Streams

B Licensing
Maintanance
= Log

—Input Port Setting

— Port Selection

Port Name:

" Not Active

¢ Normally Close (0)

@ bW

(& HNormally Open (1)

Associated Camera: |1 - l

Associated |1 - I

[+ Record Video

[+ Record Audio

— Output Port Setting

Port Selection

Port Name: I StatMelp
1

¥ Pulse |0 milliseconds
Default value: |1 VI

[v Use for device reset

Failed to match parameters

GPIO Parameters:

Descriptions:

Input Port - Port Selection

Change the settings of the Input Sensors that are connected to your
device. The external Input ports are at TTL level.

Port Name

Here you can change the name of the input sensor to any desired name.

Not Active

This option will disable the selected port.

Normally Close

This option changes the selected input port to Active High.

Normally Open

This option changes the selected input port to Active Low.

Associated Camera

Add or remove the camera for the selected port.

Associated Microphone

Add or remove the microphone for the selected port.

Record Video

Enable this option to record video on a Micro SD card inside the device,
once an alarm button/ GPIO alarm is triggered.

Record Audio

Enable this option to record audio on a Micro SD card inside the device,
once an alarm button/ GPIO alarm is triggered.

Output Port — Port Name

Choose the name of the output sensor in your PMRS device.

Pulse

The length of time the switch will be activated for.

Default Value

Weather the default state of the switch is on (1) or off (0)

Use for Device reset

Transmits a signal to a relay to cause the device to restart
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The PMRS unit has 5 GPIO Input Sensor ports. An alarm button, and external peripheral
devices (such as alarms, motion/impact sensors etc.) that can be connected to these Input
ports and then set to trigger a variety of actions, once activated. The GPIO Input sensor
ports are at TTL Level. The Input Sensors can be set to either “Active High” or “Active Low”
in the “Device Configurator Application”. Follow these instructions to do so:
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1) Open the “Device Configurator” Application.

2) Turn the PMRS unit off.

3) Ensure the 2 left dip switches on the PMRS unit (numbers 1,2 are in up position).

4) Ensure the SIM card is NOT inserted into the unit.

5) Connect the PMRS unit to the PC using the USB Cable. Then turn it on.

6) Once connected to the PC, the unit’s parameters will load automatically on the
“Device Configurator”.

7) Go to the “GPIO” menu of the Device Configurator.

rﬁ MRS Device Configurator i = ﬁ1
File Edit View Debug Help
DM/ EBaE %
Tree X
(T Device Identification
Connection Input Port Settings
<1 Modem
éL—’ Local Network ‘ Rabssedat Fort Name: l 1
& Wireless LAN
[ SIM 2 " Not Active © Mormally Close (0) ™ Mormally Open (1)
Glb sms i
£ 5
Recordin ssociated Camera: -
D oo g Assodated C [1 ~|
7 riz rophone: =
!@ Licensing Associated Microphone |1 J
Upgrade
== Log
Parameters saved

8) Select the Input Port Number.

9) Enable either the “Normally open” or “Normally Close” option.
Settings: Descriptions:
Normally Open Active Low
Normally Close Active High
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After inputting the above settings, the 0 tiew

1 = Open...
: [ Save
unit. This is done by opening the File :

configuration must be saved into the

Close

menu and clicking “Write To Device”
(The candle icon).

L) 5
d Exit

G edit view Debug Help

Save As...

[ e ToDeve |
B é Reset Device

Shutdown Device

Ctrl+N
Ctrl+ O
Ctrl+5

iel?

x

Parameters saved

After pressing “Write to
Device”, the status at the
bottom left hand side of the
application will show:
“Parameters Saved”.

MRS Device Configu

B3 ot view Debug  Help

O New Ctrl+N i &7
7 = Open... Ctrl+ O 52
!C W Save Ctrl+5
After the parameters are ' Savehs.
Close
saved, open the “File” menu " § Write To Device Software Version: |
and select “Shutdown Device”. £ fs<toerice peviceame: [PR
! Buit Device ID Number: F
GPS
% PTZ Device Client Password: |_
@ Licensing
= Uporade Hardware Identifier: E
Log
o TearT r

Device disconnected

You will then see the following
status at the bottom left-hand
side of the screen: “Device
disconnected”.

1) You can now unplug the USB cable from the PC and the device.

2) Turn the PMRS device off.

3) Change back the left 2 dip switches (humbers 1,2 to down position).

4) Insert the SIM card into the PMRS unit.

5) Ensure the GSM/GPS Antennas are connected to the unit.

Once you activate the PMRS unit, the Input sensors will be at TTL “Active high” or “Active

Low” as defined in the Device Configurator.
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In order to trigger an Input signal you need to close a connection between the following
wires on the “GPIO/PTZ Cable”:

Port 1) Input 1 wire and GND wire.
Port 2) Input 2 wire and GND wire.
Port 3) Input 3 wire and GND wire.
Port 4) Input 4 wire and GND wire.

& MRS
@l My Monitor
= ¥ Online Devices
| % MSDD 3G Device 467

B Camera 1 .
" 83 300 kbps / 20 fps The statuses of the Input signals are
@ 800 kbps / 25 fps viewed in the PMRS Device tree on the
Vg g gy left hand side under “Sensors”.
¢ AudioIn 1
# Audio Out 1
> - () Sensors Sensor 1 = Alarm Button
4 Sensor 2 = Input 1
)@ Sensor 2
m—p ¢ Sensor 3 Sensor 3 = Input 2
mmm) @ Sensor 4 Sensor 4 = Input 3
mmmp @ Sensor 5

@ D) Switches Sensor 5 = Input 4

# @ Location

+ @) Recordings
«|» Signal: Marginal (29%)
3 14 Minutes

Once an Input Sensor is triggered, the “Sensor number” signal on the left hand side will light
up. The pre-set trigger actions will also commence accordingly. If you selected recording as a
trigger action, the message/s “M” “D” will appear at the top right hand side of the video
stream.

&3 Media Relay System Monitor R=nit=]

Session Action View Help

YR OBMHE ?
B MRS
-8 My Monitor
~ % Online Devices
| 5% MSDD 3G Device 467
= B Cameral
&3 200 kbps / 20 fps
[ 800 kbps / 25 fps
2 Motion Detected !
4% AudioIn 1 naaan Kiuinbos
# Audio Out 1
=@ Sensors gw_i}li’ Kaarigegevens ©2011 Googlgsg Get
¢
Q@ Sensor 2
@ Sensor 3
@ Sensor 4
@ Sensor 5
+ 101 Switches
@ Location
i‘ @l Recordinas
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4-3-10 Recording Menu:

{“f MRS Device Configurator — O] x|
J File Edit View Debug Driver Help
DEE 28§ 6|2
Tree b4
(1) Device Identification
Connection [~ Enable File System Optimizations Speed Test |
<» Modem
Local Network [ verify writes
& Wireless LAN ]
v Record when motion detected
[ SIM i
B VPN [v Delete old files to free space Delete all files now |
4 SMs
- GPIO [~ sign media files
® [~ use names in files Audio file format: |Rav! jv
ocation
F PTZ [¥ Record Locations Video file format: |Raw vl
Streams
BE Licensing [¥ Record Events Audio Video file format:  |pLy -
Maintenance [~ Record media traffic
= Log
Minimal Event Recording 1 Minutes LI
i File Encryption
[~ Enable
Key: I
File Size Limit: ILI 50 MB
—Remote File System
Type: INone LI
Address: I
User Name: I
Password: I
‘Faﬂed to match parameters 2
Recording Parameters: Descriptions:

File System Optimizations

This feature should always be disabled unless told otherwise.

Verify Writes

This feature should always be disabled unless told otherwise.

Speed Test

Measures the speed of the of the connected storage device.

Record when motion
detected

Choose whether the unit records when motion is detected.

Delete old files to free space

Deletes old recording files on the Micro SD, when the remaining storage
capacity reaches below 10%.

Delete all files now

Deletes all the files of the connected storage device.

Sign media files

Tick this option to produce a digital signature on each recording file, to
prove the integrity of that recording. For more information, please view
the “Recorded Files Digital Signature” section of this user manual.

User names in files

Attaches the device name to the name of the recording file.

Record Locations

Choose whether the unit records GPS information or not.

Record Events

Records on the device log of events that happen to the device such as
activation, deactivation and location.
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Record Media Events

Record on device all communication between the device and the
monitor, Every time a video channel is opened the recording will
commence.

Recording file types

Video, audio and
video+audio.

Choose for each kind of recording, its default type. Choose between .avi,
flvand .h264(raw).

Minimal even recording time

Determine the amount of recording time after an event is triggered.

File Encryption

Encrypt the recording files on the storage device with a password. For
more information, please view the “Recorded Files Encryption” section of
this user manual.

File Size Limit

Setup the file size limit of recordings on the Micro SD card. When a
recording file reaches its size limit, the file will split and start recording in
a new file.

Remote File System

Choosing USB will allow the user to connect to the internal USB hard
drive without further configuration.

The “SMB” option is for recording on external storage devices. For more
information, view the “SMB Recording (External Storage Device)” section
of this user manual. The “NFS” option should always be disabled unless
told otherwise.
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4-3-11 GPS Menu:

GPS Parameters:

Descriptions:

Activate GPS

This option allows you to enable/disable the GPS capability.

Reset GPS

This option, if enabled, resets the GPS every time the system shuts down, thus
clearing the unit's memory of old satellite information.

4-3-12 PTZ Menu:

M) MRS Device Confgurator

Fie Edt View Debug Help
DEFE sma 16 ¢
x

PTZ Parameters:

Descriptions:

Add Here you can setup the PTZ control of the PMRS unit. Press the “Add”
button to add the “Video Channel” and “Camera ID”. As the PMRS unit only
has one video channel, set the “Video Channel” and “Camera ID” both to 1.

Baud Rate This list box allows you to set the PTZ control Baud Rate. The unit supports

the following Baud Rates:
1200/ 1800/ 2400/ 4800/ 9600/ 19200/ 38400/ 57600/ 115200/ 230400

The Baud Rate must be set the same for the PMRS unit and for the PTZ
Camera.

For more information, please view the “PTZ” section of this user manual.
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The PMRS system supports PTZ control. The user can control the Pan/Tilt/Zoom of the PTZ

camera according to its ability. The PMRS system supports PTZ cameras using PELCO D and
Visca Protocol. Follow these instructions to setup PTZ control:

1) Turn the PMRS device OFF.
2) Remove any SIM card from the PMRS device.

3) Ensure the 2 left dip switches on the PMRS unit (numbers 1,2 are in up position).

4) Attach a USB cable to the device and open the “MRS Device Configurator”.
5) Turn the unit on.

6) In the Device Configurator, Open the “PTZ” tab menu.

i~ | MRS Device Configurator

File Edit Wew Debug Help

DEE 2@ | & 2

Tree b4

@ Device |dentification
Connection

<[ Modem

Local Metwork Baud Rate: |j 2400

Protocal: |Pelco j

I Videa Channel | Camera I
5 s —
GPIO ! !

Delete

# sad | cronce

Empky ‘

JParameters loaded

7) Click the “Add” button to add the “Video Channel” and “Camera ID”. As the PMRS
unit only has one video channel, set the “Video Channel” and “Camera ID” both to 1.

8) Set the PTZ Baud Rate from the “Baud Rate” list box. The system supports the

following Baud Rates: 1200/ 1800/ 2400/ 4800/ 9600/ 19200/ 38400/ 57600/
115200/ 230400.

9) Save the configuration to the device by selecting File>Write To Device.

10) After you see the message “Parameters saved” at the bottom of the screen, select
File>Shutdown Device.

11) After you see the message “Device disconnected” at the bottom of the screen, turn
the PMRS device OFF, unplug the USB cable and flip the 2 left dip switches on the
PMRS unit (humbers 1,2 ) to down position.

12) Insert the SIM card. Ensure the GSM/GPS Antennas are connected to the unit.
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After you have configured the PTZ settings of the PMRS unit in the Device Configurator, the
same settings must be applied to the PTZ camera itself. On the PTZ camera, set the ID
number to 1 and the Baud Rate to the same rate as you set the unit as.

PMRS-102 User Manual 6.2.0.0

There are 2 RS-485 wires (T+ and T-) built into the PMRS unit through the GPIO/PTZ Cable
(Refer to “GPIO/PTZ Cable” section for colour definitions). These wires must be connected

to the PTZ camera.

Once you have connected the PTZ camera, open the MRS Monitor Application and turn the

unit ON.

- Media Relay System Monitor

Session  Action  View Help

(YSH OBBE

T My Monitor
¢ m Speaker s off
A Microphone is off
Recordings
@ Locations
£ My Server
Software Updates
@ Permissions
i Devices
= KMC
= 0 KMC Systems Bus
BN ] camera 1 (zoom)
= B Laadruimte
? Bitrate: 79 kbps

? Framerate: & fps
B3 video Channel 3
Video Channel 4
; Audio Channel 1
(X Indicators
& [9] Switches
= @ Location
? Latitude: 52.236895° N
? Longitude: 6.215032° €
? Height: 56.5 meters
M5
«|» Signal: Good (51%)
X Nodes

- % mrs.kmenl : 12654

Move to: (7.,' ]

Duration

25
1s ITI

Harme: |

oy
Google | pse

—— -
i 4 jide [aon T v
—1' snppeing 3
2
2
9
epark - Kioosterlanden 3
delspark
eringen
N34g
\ TEso LA B
Nats
22
\

1ap gata 2010 Tele Atlas ~ 71753

Time

2010{01/21 14:44:10
2010/01/21 14:43:55
2010/01/21 14:43:11
2010§01/21 12:48:11
2010/01/21 12:42:43
2010/01/21 12:42:27
2010/01/21 12:38:25

Device
KMC Systems Bus
KMC Systems Bus
KMC Systems Bus

Type

Phone Text Sending Enable
Target Phone Text Entry Rer
Phone Text Sending Enable
Max Packet Data Size Chang
Audio Channel Open

Audio Channel Open

#Audio Channel Open

Connected

Use the yellow ball to move the

camera around.

To zoom in and out, use the “Zoom

in” and “Zoom out” buttons.

When you open the PTZ or Zoom
camera video channel, PTZ control
will automatically open on the
bottom left hand side of the
screen.

Move o ’

-

b i)

J5-0FF
]

Marme:

Duration

25

1= L]
Tir
20
200

[ Save ” Save As,,. H Clear List

200

20
20

Connected
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Camera positions can be saved as presets for future viewing. Follow these instructions:

Move to: ’

Duratmn
=)
Move the camera to the desired
JS-CIFF
position using the yellow ball.
Ennm Cut

Enter in a name for that position in
Name City

the “Name” box. Then press

-M[ Save As... ][ Clear List “Save”.

Connected

‘ Maove to: vl
rport
[z0om1n  —

To view the pre-set camera DCEE‘”

- [3soFF
position, choose the pre-set
name from the "Move to" list

box. The camera will then

15 L)

Marme:
automatically adjust its position
to the pre-set. [ Save ” Save As... ][ Clear List
Connected

Move to: [Cﬂi&l‘ ]
Durahun
£y ™=
JS-DFF g The duration scale is to simulate
s ] the time of one click. Moving the
Zoom Out ) ]
duration scale up or down will
Mame: City lengthen or shorten the PTZ
duration command accordingly.
[ Save ] [ Save As... ] [ Clear List
Connected

145



INFODRAW R&D PMRS-102 User Manual 6.2.0.0

4-3-13 Licensing Menu:

l: MRS Device Configurator

File Edit View Debug Help
Dzl +sB2B i %
Tree x

(T Device |dentfication

Connection
1:, Modem Feature Time Limit Activation Time State

s | ocal Network
<L Wireless LAN

[ SiM
b sMs

e, GPIC
@ Recording

@ Grs

7 iz _ . . "
.@ Licensing W‘ Remove License Regquest License Feoaoion @
Upgrade
= Log =

Parameters saved
=

Licensing Parameters: Descriptions:

Add License Here you can add licenses to the PMRS unit. For example: A
secure session Encryption License, to secure all the
transmitted data from the unit to the server/clients.

To add a license click on the “Add License” button. The
“License Text” window will appear. Insert the license code
that you have received. Then press “OK”.

If the Encryption License code is correct, it will then be
listed in the licenses list (shown below). For more
information about IPSEC Encryption licenses, please view
the “Secure Session IPSEC Encryption” section of this user
manual.

Remove License To remove a license, select it from the list and press
“Remove License”.
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If Secure Session Encryption is activated, all the data streaming between the PMRS unit and
the MRS Server will be securely encrypted. A license is required for each unit you wish to
encrypt. If you purchased a unit with encryption, the encryption license will already be
activated. If you want to activate encryption on an existing unit that you already have, you
will need to get an encryption license code. The license code is based on the ‘Hardware
Identifier number’ of your unit. Speak to your local Infodraw dealer about obtaining
Encryption License codes. To activate the encryption, follow these instructions:

1) Go to the ‘Licensing’ menu tab on the left hand side.

Jll: MRS Device Configurator

= 52

File Edit View Debug Help

DeEH s+®=28 i & ?

Tree

(1) Device Identfication
% Connection

> Modem

& Local Network

b Wireless LAN

B SIM

Gk ovs

GPIO
@ Recording
@ Grs

Parameters saved

Time Limit

Activation Time State

PTZ
z Licensing Add License Remove License

Request License License Text

2) Click on the “Add License” button.

3) In the “License Text” window, enter in the encryption license code you have received

from your local Infodraw dealer. Then press “OK”.
4) If the code is correctly entered, the “IPSEC” encryption will be listed as “Active”.

r
i MRS Device Configurator

File Edit View Debug Help
DEeE @ 1 &2

Tree x

= ()

D Device Identification
|0 Connection

<J» Modem

j“— Local Network

<l Wireless LAN

L. GPIO
] Recording
@ GPS
& PTZ
¢ Licensing
Upgrade
E4 Log

Feature

] Time Limit

] Activation Time

State

IPSEC

Add License

PERMANENT

2011/08/29 15:23:21

Remove License Request License

Active
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5) Once the license in ‘Active’, go to the “Connection” menu tab of the “Device

Configurator”.

-
ﬂ MRS Device Configurator
g

File Edit View Debug Help
Dl 281 ¢

Tree

%

(T Device Idertification
b Cornecion]

i” Madem

s | ncal Network

ib? Wireless LAN

GPICO
Recording

Parameters saved

Media Server Selection
" No server

{* Remote server

P l—
RN

Tolerance: |High =

" Local server

™ Multiple Connections

) -

Connection Reference (TCP)

[ Enable

Address: |‘f'-".'-."fﬂ.'.goog\e.com

Port: |80

Timeout

[ Maximal idle time: | 30 minutes.

[ Device Reset

ODF
[~ ODF server

Status:

6) You will now be able to tick the “Secure” box. Tick this “Secure” box to encrypt the
data streaming from the unit to the server.

After inputting the above settings, the
configuration must be saved into the
unit. This is done by opening the File :
menu and clicking “Write To Device”
(The candle icon).

Parameters saved

E é Reset Device
Shutdown Device
Exit

MRS Dew"‘o—e—‘%nﬁgum{o
[E edit view Debug  Help
O Mew
7 = Open...
f§ B save
Save As...

Close

Ctrl+N
Ctrl+0
Ctrl+5

iel?

x

After pressing “Write to
Device”, the status at the
bottom left hand side of the
application will show:
“Parameters Saved”.
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After the parameters are
saved, open the “File” menu
and select “Shutdown Device”.

i MRS Device Configurato
Ii! Edit View Debug Help

O New kN | & ®

T = Open... Ctrl+ O 52
W Save Ctrl+5

b Save As...

y Close
i Write To Device

7 & Reset Device

I
A Shutdown Device

Exit

-

Software Version:

bl

Device Mame:

Device ID Number:

Device Client Password:

Hardware Identifier:

1 8 71 sl

Bae doee ThACT.

]

status at

Device disconnected

You will then see the following

the bottom left-hand

side of the screen: “Device
disconnected”.

e When connecting to the server from the “MRS Monitor Client Application”. In the
connection window, tick the “Secure” box before you connect. This will encrypt the
communication from the MRS Client to the MRS server.

E Media Relay System Monitor

Il Connection

o S

Session  Action View Help
¥ FEH | 0OHWBE| 2
3 MRS

. Iy Manitor
EE Online Devices
i Offline Devices
j Meighbourhood
2@ Communication
ﬁ Local Area Connection
&= Loopback Pseudo-Interface 1

Time

2012/06,/10 13:18:4
2012/06/10 13:17:5
2012/06/10 13:17:5
201 2/0R/10 13:17:47

Server Selection

() No server

User Mame: User

Password: esesssssssss

Tolerance: |Undefined -

Secure

() Multiple Connections Manage

Network Selection
[Windnws Sockets

=
=

———

3
=

3
=
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4-3-14 Upgrade Menu

" MRS Device Configurato

r

File Edit Miew Debug
D= & =

Tree =

Help

iol?

(11 Device |dentification
Connection

EL” t odem
Local Metwark,

b wiirsless Lam

GFIO
Recording

Parameters loaded

Binary Program File: | Browse
Program Download

Buffer Accept:
Sectors Erase:

Flash Wirite:

Flash Werify:

[v Automatic Restart

Restart Device Reset Parameters

Restark Period:

Restart the device every | z4f |Hours -

Upgrade Parameters:

Descriptions:

Here you can upgrade the unit’s firmware. Use external power and not
just battery power when upgrading the unit. DO NOT INTERUPT THE
UPGRADE PROCESS.

“Browse” button

If the upgrade file is stored on your PC, click “Browse”. Locate and
select the PMRS upgrade file (pmrs-A_B_C_D.tgz) on your PC. Then click
“Program”.

“Program” button

Click “Program” to commence upgrading the firmware. Once the unit is
finished programming, click “Restart Device”. Once the device
reconnects to the Device Configurator, it should now be upgraded to
the new version.

“Download” button

Click the “Download” button to automatically download the latest
PMRS firmware version file. Once the file is downloaded, it will
automatically prompt you to commence programming. Click
“Program”. Once the unit is finished programming, click “Restart
Device”. Once the device reconnects, it should now be upgraded to the
new version.

Automatic Restart

If the “Automatic Restart” box is ticked, the unit will automatically
restart itself once programming has finished. It is recommended to
keep this box ticked.

“Restart Device” button

This button restarts the PMRS device.

Restart Period

Filling in the "Restart period" details will make the device restart at set
intervals - is useful when the device tends to stop working during long

periods of activation.
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The MRS/PMRS unit’s firmware can be downloaded and automatically upgraded into the
unit using the “Device Configurator Application”. To do so, follow these instructions:

1) Open the “Device Configurator” Application.

2) Turn the PMRS unit OFF.

3) Ensure the 2 left dip switches on the PMRS unit (numbers 1,2) are in up position.
4) Ensure the SIM card is NOT inserted into the unit.

5) Connect the PMRS unit to the PC using the USB Cable. Then turn it on.

6) Once connected to the PC, the unit’s parameters will load automatically on the
“Device Configurator”.

7) Go to the ‘Upgrade’ section and click the ‘Download’ button.

MRS Device Configur

File Edit View Debug Help

DEE 2B ié|l 7

Tres X
(1) Device Idertification

j Connection
Binary Program File: Browse
jL” Maodem ¥ Hrod |

- | ocal Metwork z
& Wireless LAN sl

£|@E g:'.nms Buffer Accept:
a GPIO Sectors Erase:
Recording

L. GPS Flash Write:
& F1Z

\.@ Licensing Flash Verify:
Upgrade

= Log

[v Automatic Restart

Restart Device Reset Parameters

r |

Application Upgrade

Dowrloading 8) A newer version (if available) of the
wirfodraw com/dids/MRS_4_1_0_2/MRS-400%20Device/MRS_BlaclfinDevice

Cancel

unit’s firmware will automatically

download.
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Device Programming ﬁ

4) Once the firmware has been

downloaded, a pop-up will appear Device file version 1s4.1.0.2
» @ pop-up PP Confirm start of programming,

asking you to commence programming.
Click ‘OK’

# QK | Cancel

5) The firmware programming will
commence. DO NOT interrupt the

Binary Program File: | C:Wsers'yon\AppData\Roaming MRS\Application_Upgre Browse

Program Download . L.
er = [NNAAAAARARERAREREREREREN programming. Ensure that the unit is
SectorsFrese: [JHENENER being charged when upgrading the

Flash Write:

firmware. Once completed, the unit

Flash Verify:
will automatically restart. When the

v Automatic Restart

unit reloads on the Device
Restart Device ‘ Reset Parameters ‘

Configurator, it will be upgraded to

the new firmware version.

Warning: If upgrading is interrupted the firmware will not work properly and you would
need to send it back to us for repairs.

4-3-15 Log Menu:

- n
i MRS Device Configurator [ |
File Edit View Debug Help

Ded B8 16 %

= *  [Device File Error: 31
(1) Device Identfication Device File Error: 31
Connection

ol Modem
& Local Network
<l Wireless LAN

Parameters saved

Log Parameters: Descriptions:

Log Menu Here you can log information while running.
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4-3-16 Initial setup

For ordinary initial setup of the PMRS unit, usually you will only need to change the
following parameters in the Device Configurator:

Menu: Parameter:
Connection Menu a) Your server’s IP address in the “Remote Server” box.
Modem Menu For Automatic Modem Setup:

a) Click the “Automatic” option under “Modem Configuration”. The
Automatic option supports most cellular provider APN’s around
the world. In most cases this will provide an automatic
connection to the cellular network in use.

For Manual Modem Setup (click the “Manual” option):

a) Enter the APN (Access Point Name) of your Cellular Provider.

b) A User Name and Password for your Cellular Provider may also be
required (mostly for VPN users).

SIM Menu a) A PIN number may or may not be required for your SIM card.
b) A PUK number may or may not be required for your SIM card.

Please speak to your local Infodraw dealer or cellular provider for
specific network connection requirements.

——
mEdlt View Debug Help

O New Ctrl+N iel?
q = Open... Ctrl+0
w Save Ctrl+5
b Save As...

x

p Close

| © wiite To Device |

E © Reset Device

Shutdown Device

. . . . . B

using the Device Configurator application, 7z
Upgrade

the configurations must be saved into the = e

After inputting the necessary settings

unit. This is done by opening the “File”
menu and clicking “Write to Device” (The
candle icon).

Write settings to device
-

After pressing “Write to
Device”, the status at the
bottom left hand side of the
application will show:

Parameters saved

“Parameters Saved”.

153




INFODRAW R&D PMRS-102 User Manual 6.2.0.0

S MRS Device Configuratol

{1 Edit View Debug Help

O New Ctrl+N i&l?
= Open... Ctrl+0Q
B save Ctrl+5

Save As...

After the parameters are
saved, open the “File” menu
and select “Shutdown Device”.

Close
i Write To Device Software Version:
5 @ Reset Device

= " Device Name:
a Shutdown Device

Exit Device ID Number:

-

=

Device Client Password:

Upgrade Hardware Identifier:

:

9
1 & 71 &l

Baodo Tam

You will then see the following
status at the bottom left-hand
side of the screen: “Device

disconnected”.

Device disconnected

1) You can now unplug the USB cable from the PC and the PMRS device.
2) Turn the PMRS device off.

3) Change back the left 2 dip switches (numbers 1,2 to down position as shown).

This will allow normal cellular operation.
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4-4 MRS Service Program:

Main Menu

The web administration interface (or WAI) contains the following configuration pages:

(L) (e Tl T ) . m %

M/ &8 x
&« C | @ mm.infodrawcon 17 | (O W

MRS Server
Administration

Version 6.0.02

Up time 2 weeks and 3 days

o Admimstrator - - - oo oo oo

o Login

Change Password
Server Authentication
Eiles and Folders
Resource Limits

Backup Settings
Internet Protocol

o o o o o 0

e Logging - __________!
o Latest Messazes
o Confioure
o Latest Events

o User/Device Access Permissions
Default Access

Devices

Default Device Access
Default User Access

User Device Access

=]

o o o oo

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
L

» User/Device Access Permissions Menu:

----» Administrator Menu:

Login: Restarts the server program.

Change Password: Allows you to
change the password. It is important
to change the password at first
activation.

Files and Folders: Displays the use of
files and folders by the server.

Backup Settings: Allows the user to
backup and restore the server’s
settings.

Internet Protocol: Displays network
information.

Logging Menu:

Latest Messages: Displays the server’s
latest log messages — use for
debugging.

Configure: Configure the server’s
logging parameters such as how many
messages it is able to receive.

Latest events: Displays the latest I/0
and VMD detections on the server.

Default Access: Configure default users and device's access to the server.

Users: Control the users list.

Devices: Control the devices list.

Default Device Access: Control the default access permitted to devices.

Default User Access: Control the default access permitted to users.

User Device Access: Control the access permitted to specific devices by specific

users.
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[EERCERCRE O 4 "% Clients Menu:
B Serve X !
<« ¢ | ® mm.infodraw.con % | © M : Management: Co_ntrols how the
. | server manages clients.
# Clents - - o m e e e oo N

o Management

Traffic Summary: Displays the

o Traffic Summarv . ] .
o All Connections incoming and outgoing data summary.
o Comnected Devices
© Connected Users Connected Devices: Lists the devices
© User Device Calls which are connected to the server.
e File Uploads
o File Downloads i
Connected Users: Lists the users
s Recordings which are connected to the server.
o Configure
o List

File Uploads: Lists the files which are
being uploaded from the server.

1

1

1

1

. - 1

o Automatic device backups !
1

1

1

1

o Software Updates ____ ___ _ __ _ ________v1_______ L _
o Configure
o List

| E File downloads: Monitors the
e Upload i '

recordings download to the server

o UserArea --------cmmommmmmmo oo

o Configure

s Sleep Management ,-----

o Configure Configure: Configures the server's

. recording attributes.
* Licensing

E List: Lists the devices with video and

o List
e Debug audio channels that are being
: recorded.
» Main
= Storage
= Sending ek o bt +» User Area:

¢ Schedulers i
! i Configure: Establishes a root
! i directory to store all the user

i files from the user area.

Sleep management: !

v
Configure: Setting the timing Software Updates Menu:
for the sleep regiment

Configure: Allows the user to select
the folder from which to upload the
upgrade file.

v
Licensing Menu:

List: Lists the software update files for
List: Lists server software clients (devices only).
licenses and enables adding

and removing licenses. Upload: Enables uploading a software

update file for clients (devices only).
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4-4-1 Administrator Menu:

IR e
g l’ Server Administration Log E
4 jin_page ® | 'O 2

F W mrslinfodraw.com:1:

Server Administor Login

Password: ( Login |

Change Password Page:

To change the administrator password,
type the current password where it says
'Old password', type a new password
where it says 'New password', and retype
the new password where it says 'Retype
new password'. Then click on “Set”. This
will take you back to the main menu page.

Login Page:

Enter the correct administrator's password
and click on “Login”. This will take you
back to the main menu page.

. Frefox ¥ —— - - =RRER X
JEFnesAnd Folders |_:| —— -
(— ) E localhost:12654/admin/file L ,“l' Google p, i B- i_
l';l:arlorrv Search (L SafeWeb - 0 dentity Safe ~
| Files And Folders
Main Menu

C:\Windows\system32\config\systemprofile'AppData
'Roaming' MRS
C:\Windows\system32\config\systemprofile\AppData
'Roaming'MR.S'\ServerParameters xml

Data Folder

Parameters File

Parameters C:'\Windows\system32\config\systemprofile'AppData
Backup File |Roaming'MRS!ServerParameters bak
C:\Windows\system32\config\systemprofile'AppData
'Roatning'MRS'Recordings
C:\Windows\system32\config\systemprofile'AppData
'Roaming'MR.S'\SoftwareUpdates

Recordings

Software Updates

#3 Change Administrator Password | + . R

6 B localhost t:,,‘."’ Goo P | i B -

Norton - Search (3 SafeWeb ~

Change Administrator
Password

0Old password:
New password:

Retype new password:

Set

Files and Folders Page:

The “Data Folder” is the root folder where

all other folders and files are used by the
server.

The “Parameters File” contains all server

parameters in XML format.

The “Recordings” folder contains all server

media recordings and device locations.

The “Software Updates” folder contains all
software update files to be sent to clients

(devices only).
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— — — x
. #3 Backup Settings + T
Backup Settings Page: | L+
(- P E localhost:12654/admin C ‘.l" Google P i B - =
This page will help you save the server Jcliie Search || () SefeWeb - (G) Wentty Safe -

parameters file someplace else for backup.
Click where it says “Click Here” to display
the XML parameters file. It is then possible
to save it.

Backup Settings

Main Menu

If necessary, upload the backup XML file
USing the “Browse” and ”Upload" buttons. To backup all settings, click and save file:
This action will restore back the settings to

the ones when you just saved the XML file.
To restore settings, upload settings file:

4-4-2 Loqging Menu:

e — [ 0 e ]
B Latest Log Messages | + | <
€& BB iocalhost12654/admin/latest_log_messages c | [*- Google Pl B - .
Ean Search (3 SafeWeb - © dentity Safe ~ LateSt LOg Messages Page'
| Latest Log Messages || This page will let you view the server's
latest log messages. It displays the time
Mein Meno 1 (and date), the message, and its
parameters. Click on “Refresh” to refresh
Refresh
this page. Click on the “Main Menu” link to
Time Message Parameters go back to the main menu page.
12012/04/18 [Listening to packets Interface="Local Area Connection”
11:29:19 (automatically) |Address="192.168.1.2" Port="12655" Started="True"
12012/04/18 [Disconnecting packets |Interface="Local Area Connection"
11:29:19 receiver |Address="169.234.96.62"
Configure Logging Page: | o |
A Configure Logging | + r kS
Thls page WI” Iet you Change the Iogglng 6 E localhost:12654/admi C ‘.l" Google P | | ¢ | | 3- - |~
parameters. e Search | (g SsfeVieb - @ WentiyS
The maximal number of messages is the Configure Logging
maximal number of messages to be kept in
memory.
Main Menu
The minimal log severity is the minimal log
. . . Maximal ber of : 200
severity to be displayed and kept in AR TIMOEr o messages: I
Minimal Log Severity: Waming ~
memory. Log messages less severe than
this one will be ignored. Log severities are:

Undefined, Status, Warning and Error.
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4-4-3 User/Device Access Permissions Menu:

The MRS Service allows the server to decide which devices and users will be allowed access
to the server, and what level of access they will enjoy.

There are 8 different access levels.
Here are the activities which are permitted to each of these levels:

Level of Permission/ . Location . . - .
. . Forbidden | Searchable | Aware Passive | Active | Advanced | Administrative
Actions Permitted Aware
Can view online
devices & Nodes o J o i J
Viewing Video/Audio \ v \ )
Viewing GPS \'} ' \'} v v
Recording on Monitor ' \'} v v
View recording from
device o o u o
Download recording ' \'} v v
Record on device
and/or server o u o
Changing v y
Video/Audio settings
Erasing recordings Vv \ )
Renaming, Disabling y
Video/Audio channel
Disabling VMD \'} ' v
Changing VMD
settings o u o
I ——s Default Access Page:
| - / Set Default User Device Acc §g8
T —— ) 5 Here you can determine the default situation for all

1

Set Default User Device

Access
|

Main Menu

7| Allow Unlisted Users
/| Allow Unlisted Devices

Apply

Default Device Access Level:  Administrative [~

unlisted devices and users connecting to the server. This
page will let you set how users and devices are
permitted in the system when no other more specific
rules apply.

Default Device Access Level:

This list box determines the access level for all unlisted
devices and users - if they are enabled. The default
device access level decides what a user can do with a
device if no other more specific rule was specified.

The “Allow Unlisted Users” option, if checked, allows
general access by any user not listed in the users list.
This general access, however, is controlled by the
default device access level. The “Allow Unlisted
Devices” option, if checked, allows general access to any
device not listed in the devices list.
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For secure server administration set the default device access level to “Forbidden”, uncheck

the “Allow Unlisted Users” and “Allow Unlisted Devices” options. Then add users and

devices and set user/device access levels in the relevant configuration pages.

Users Page:

The user is the computer/laptop/smart
phone that seeks to be a client of the server.
In order to distinguish one user from
another, a username and a password can be
created through the “MRS Service” and later
confirmed in the “Connection” feature of the
MRS Monitor/ iPhone iMRS/ Android MRS
clients.

The Users Page allows you to create new
users in the server by pressing on the “Add”
button. The “Edit User Details” page will
appear. Fill in the user name and password.
Retype the new password and click “Apply”.

All added User Names will appear in the list
on the Users Page. Click on “Edit” to change
a password of an existing user. Click on
“Delete” to delete a user from the list.

EESEOT X ]
S Devices
‘ & 1% mrslinfodraw.com DD ->
Devices
Main Menu
Add

[Device ID| Edit | Delete
2771 ( Edit [ Delete |

o= S
_:/ Users
’ # vz mrslinfodraw.com ! 9 Y
Users
Main Menu
Add |

[l'ser .\'amel Edit [Delete ’
llnfodraw ’ Edit [ Delete ‘

Devices Page:

Each device is distinguished from another
by a unique ID number which is given to it
by Infodraw, but can be changed by the
user. The device ID of a device can be
found and changed (if desired) in the
“Device Identification” section of the
‘Device Configuration’ program when the
unit is connected to it.

The Devices Page allows you to add new
devices to the list in the server by pressing
on the “Add” button. The “Edit Device
Details” page will appear. Fill in the device
ID and password (if desired). Retype the
new password and click “Apply”.

Click on “Edit” to change a password of an
existing device. Click on “Delete” to delete
a device from the list.
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Default Devices Access . - T noi":'fi
. ‘f w2 mrslinfodraw.com:12654/adr ® O > ‘

The Default Device Access page allows you | : =

to give an access level to registered Default Devices Access

devices.

Click “Add” to add a default device access * Mok Aean

directive to the list. The “Set Default User
Device Access” page will appear. Select the

device ID and default device access level ludd
from the list boxes and click “Apply”. The B 7
device ID’s you can se]ect' are devices that ‘|De\'ice ID IDefault User Permissionl Edit [ Delete

have been listed on the Devices page.

2771

‘lAcu'\'c | Edit: [ Vberlel'ej

Click on “Edit” to change the device ID or
the access permission level for a certain
entry in the list. Click on “Delete” to delete
a specific entry from the list.

e Default User Access: Assigns different permission levels to different users -

works along the same parameters as the Default Device access.

[

: User Devices Accessm \

1 & ¢ mrslinfodraw.com:12654/adn K® O =
User Devices Access ’

Main Menu

L Add |

|User Name|Device ID [User Permission|| Edit || Delete

Ilnfodra\v

2771 [Passi'\'e |i Edit | | Delete |

User Device Access Page:

The User Device Access Page allows you to
assign specific users to specific devices.

This page will list the specific device access
levels certain users are permitted on
certain devices.

Click “Add” to add a user device access
level directive. The “Set User Device
Access” page will appear. Select the user,
select the device ID and select the device
access level. The user is selected from the
users list. The device ID is selected from
the devices list.

Click on “Edit” to change the user, device
ID or access permission level for a certain
entry in the list. Click on “Delete” to delete
a specific entry from the list.
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4-4-4 Clients Menu

refo | —————)

JETrafﬁcSummary |T| - v
€ P B on c[B-cop| @0 #
.I':arlorlv E (L3 SafeWeb ~ €

Traffic Summary Page:

' Traffic Summary

This page displays a summary of the
general data that passes through the

Main Menu server. It gives information about the
received data rate and the sent data rate
Direction| D33 | Packets Per | Total Total for observing the server's currently
Rate Second Data || #packets consumed bandwidth. Click on the “Main
Received f(fjps 3 f(lBé'? 1814 Menu” link to return to the main menu.
Sent ii:s 6 2.25 MB [3584

E Connected Devices

€2 cl-crja B &
Norton - Search (oK

%
g

Connected Devices
Connected Devices:

This page lists the connected devices: Their Main Menu
IP address as seen from the server, their
numeric identifier, name and current data

No connected devices found.

rate.

E Connected Users
Connected Users: €« &2 cl-crm B | &
This page lists the connected Users: the bc[:20 Semch | @

user name and the amount of data that is

sent and received from that user-client. Connected Users

Main Menu

No connected users found.

162



e The User device calls page is not relevant to PMRS devices.

PMRS-102 User Manual 6.2.0.0

File Uploads Page:

This page lists the active file uploads:
Downloading client's IP address as seen
from the server, file path and progress
information. It is activated when
upgrading the firmware of the PMRS
device via Server.

T ESE™C)
#3 File Uploads .
€8 \-cliarnB]e
Norton - | Naorton Safe Search | Search | (0K ]
File Uploads 't
Main Menu
No file uploads found.

£3 File Downloads X

& C | [J mrsl.infodraw.com:12654/admin/file_downloads Qe O B F -y ¥ =
File Downloads
Main Menu

Source File Path [Progress| Rate |Packets/second|Received Size||Received Packets
PMRS Device 6774(2016/03 March/04/09 54 35 6472 2.14Iv||13% 2.55 Mb/s||336 6.85 MB 7226

File Downloads Page:

The file downloads page shows the status of recording files currently
downloading from the PMRS device to the MRS server
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4-4-5 Recordings Menu:

One of the features of the MRS system is the ability to record on the server. The ‘Recording’
section in the ‘MRS Service’ gives the ability to control the settings of those recordings

R Configure Recordings %

configure Recordings Page: <« C | [ mrsl.infodraw.com:12654/admin/config_recordings @ 5% (O W @ ® =

This page lets you configure the server Configure Recordings
recording parameters.

Main Menu
Recording Folder: The recording folder is

the root path where server recordings are

Recordings Folder: jusrfinfodraw/bin/_/Data/Recordings O]
ke pt_ Downloads Folder:
File Size Limit: 50MB v
Buffer Size: 1MB v
. H H H Audio file format: Raw v
Downloads Folder: This path will point to S
the location of the recording files which Audio-Video file format: FLV *

. . ¥ Automatic recording in motion detection
will be downloaded from the PMRS device. “ Delete old files to free space

Sign media files
¥ Use names in files

File Size Limit: The file size limit is the #I Record device locations
. . . . # Record video on alarm
maximal size of the media file. When a % Record audio on alarm
. . . . . . Record all media traffic
medla flle reaCheS thls slze, the flle IS Use separate device recording folder
. - . ¥ Use separate device downloads folder
CIosedl a new medla flle IS created and Minimal event recording time: |1 Minutes ¥

recording continues on to the next file. _—

File format: choose the recording file format between .h264/ flv/.avi.

Automatic recording in motion detection: Check this option to start a recording of the video channel
where motion has been detected. The recording ends after motion is not detected for a full minute.

Delete old files to free space: Check this option to automatically delete old server recordings after the free
space on the storage device drops below 10%.

Sign media files: Check this option to automatically generate a signature file for every recorded media file.
A signature file contains an electronic signature that can be verified with the MRS AV Player application.

Record device locations: Check this option to automatically record all locations of devices on the server.
The server can record the device's global position only when the device in connected to the server and
transmits its position.

Record Video/Audio on alarm: Enable/disable recording of video or audio when alarm is triggered.

Record all media traffic: If this feature is enabled device, on activation, will automatically record its video
and audio on the server.

Use Separate device recording/downloads folder: If enabled a separate folder can be created where the
recordings that are made directly to the monitor and the files that downloaded from the device are kept.

Minimal event recording: defines the recording time on the server after an event has been triggered.
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& w5 mrs2.infodraw.com:12654/admin/recordings_list @

Recordings List

Main Menu

Refmshj

PID De\ice‘ Video Cl:annel‘ Audio Channel“Trizger
Jl2785 | | Manual

B

O

Recordings List:

_)
This page lists the active or scheduled

recordings on the server. A recording is
considered active if the recorded
capture device is connected to the
server, or scheduled if the recorded
capture device is disconnected from the
server.

Automatic device backup:

Device: Choose the device from which
to download the recording files.

Enable: Enable the downloading feature

Interface: Set connection type - that
when connected, will trigger the
recordings download.

Order: Will the download of recording
files start from old to new or from new
to old.

£ Edit Device Backup S X

T EE

<« C [ mrslinfodrav@ 57 (O W #

Edit Device Backup Settings

Main Menu
Devices Backup Table

PMRS Device 6774 v
Yes ¥

Device:

Enable:
Interface type: Ethernet v

Order Older files first v

Apply
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4-4-6 Software Updates Menu:

Updating device firmware can be accomplished remotely via the server, through the
“Software Updates" feature of the MRS Service program.

Software Updates List Page:

i

! Software Updates List

C  © mrs2.infodraw.com ! t t & Al

1 Software Updates List

This page lists the update files to be sent
to devices in order to upgrade their
firmware. The software updates can
generally be enabled or disabled. If

Maio Mem enabled and a device connects to the
server and there is a newer version of its
firmware listed, then the server will

Software updates are disabled. | Enable | .
send the relevant update to the device.

 Upload | The device will upgrade itself, restart,
and reconnect to the server with the
’ Application [ Platform i\‘ersiong File Name [ Size [ Delete updated version.

lDe\'icc Application {umu DAVINCIARMV|43.0.1 [axs-4 3 0_14g2 [151:3393 | Delete

Click “Enable” to enable software
updates, “Disable” to disable them,
“Main Menu” to return to the main
menu, or “Upload” to upload a new
software update file to the server.

EEC S B8 B Y g » [ e S
JEUpload Software File | + | .
. (' E localhost:12654/admin/upload_softwan | ,'.lv Google ):’I 1 E i;
Upload SOftware Flle Page' I';I:artorlv Search (g safeWeb ~ (@) Mdentiy Safe ~
Use this page to upload a new software Upload Software File
update file to the server. The two types of
supported files are:
Main Menu L
Click “Browse” to select the file on your |
local PC. Click “Upload” to start uploading Choose softwate file to upload:
the file to the server.
S— =
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4-4-7 User Area

File Type

Description

pmrs-202-A_B_C_D.tgz

PMRS-201 device firmware

The User area allows users that are not the administrator to make changes to some server

settings without the intervention of the administrator.

In order to create a User Area you have to follow these three steps:

Step 1: Create a user with a password in the MRS Service.

Step 2: Open the browser and enter: SERVER_IP:12654/user (user comes instead of admin)

Step 3: Enter the username and password you had defined for the user in the MRS Service.

iEServerAdrr. XJ £ User Area: « x q W

€& - C [ mrsiinfodraw.com:12654/user/ Q. 52 @ =

User Area: gidon

Welcome gidon

« Account
o Change password

s Devices
o lmages
o Export recordings

s Files
o My files

User Area

Account:
Change Password: You can change your
password to access the server.

Devices:

Images: You can create images to
symbolize the location of your devices, to
differentiate them, one from the other.

Export Recordings: Receive the recordings
from the server to your computer by
device name and computer are
transferable via archive folder.

Files:
My files: Recording files made by the user.
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4-4-8 Sleep Management

If you want your device to save power and to open remotely when you tell it to or in a pre-
set date, please enact the following instructions in order to impose a sleep regiment on your
PMRS device.

e This service only applies to software and firmware version 4.5.0.0 and later.

1. Activate your device and connect it to your server -in this example we connected the
PMRS device to the IP address: "mrsl.infodraw.com"

i E Server Administration x i ﬁ

2. After connecting the device, open € 3 C | [ mrsiinfodraw.com:12654/29¢| =
. o File Uploads -~
the MRS Service program by |
. S * Eecordings
opening your browser and enterlng. o Co .
SERVER_IP_ADDRESS:12654/admin o List
3. To configure the sleep * Software Updates
o Confimure
management, under the Sleep o List
management section - click on the @ Tpload
configure option. o Sleep Management
° Cofigre (S
* TLicensing
o Lig i
us
4. Click on "Add Device" to install a 5. Enter how often you want your device to wake up to look
sleep regiment for your device. or a signal or set a date for its awakening - a e
leep regi for your devi f | t a date for it k ly th
changes.
ﬁﬁﬁﬁ O The winner of A 4 %/ BB Edit Device Sleep Ac x PR - = =
EDevices Sleep Management % €« C [ mm.infodraw.com:12654/admin/edit device sles’s| () Tl (B & a4 =
& = C [ mrslinfodraw.com: 1265497 = Edit Device Sleep Action
Devices Sleep _
Main Menu
Management Sleep Management
Device: | 85-687-31 v
Wi Tlenn wake up normal operation
wake up every ||1 days v
wake up at Year Month Day Hour Minute
No devices were found in the sleep management i 2016 v |7 v | |4 * |10~ /20~
maodule. ® indefinite sleep|wake up by external trigger only
¥ Validate wakeup within |5\ minutes.
¥ Limit port wakeup: |5 minutes.
Apply
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6. Close the device manually. It will go into sleep mode.

Wake up in regular intervals: device will wake up every set time and look for a signal, a
window will open in the MRS Service program. If a device wakes after the pre-set time
period is over (5 minutes for example) and the sleep regiment is not removed - it will return
to sleep. This window will show you the sleep regime you ordered and how many times the
device woke and went back to sleep mode (shutdowns) along with the last date of waking.

E Devices Sleep Management

€« C [ mrsLlinfodraw.com: 12654/ /admin/slesp_management vl =

i~

Devices Sleep Management

Dlan Idenu
Device ID, Name Sleep Action Change || Remove ||Shutd Last Seen
3240 PMES Device 3240|wake up every 5 minutes 5201304403 11:00:46

a. To change the sleeping regiment, simply click on the "Change" option.

b. To terminate the sleep mode and allow the device to go online, click on the "Remove"
option and then after the pre-set time period will expire the device will activate normally.

Wake up by date: If you choose the wake up at option, the device will wake up at the date
inserted. If you want the device to sleep again, simply set a future date and click Apply.

* When this sleep regiment is installed you cannot wake up the device before its due date.

Indefinite sleep: Device will go to sleep until a sensor (External signal or accelerometer
activation) is triggered after which the port wakeup can be limited for a time period: 5
minutes for example, after which time the device will go back to sleep.
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4-4-8-1 Modem-Offline mode

The modem-offline mode is a new feature of the MRS system, its purpose is to save power

while the PMRS device continues its local recordings offline.

e This feature is a pay-to-use feature and license needs to be acquired and installed.

1. After receiving the license open the MRS Configurator and insert the license, if

inserted correctly the configurator should look as it does in the picture below.

Tree

& MRS Device Configurator

ie %

x

File Edit View Debug Driver Help
DEE| & @

(1) Device |dentification

% Connection

<|» Modem

% Local Metwork

=L Wireless LAN

[ SIM

B VPN

alb SMs

L GPIO

[®] Recording

@ Location

E PTZ
Streams

2% Input

------- Z Output

BE Licensing

Maintenance

= Log

Parameters loaded

Feature Time Limit | Activation Time State
MODEM_OFF PERMANENT 2016/09/18 09:52:22  Active

Add License | Remove License ‘ Request License

2. After connecting the device to the server, open the MRS Service program in the web

browser and enter the Sleep Management section.

Click on Add Device

4. In the Operation Limit enter Wireless modems Disabled to activate the feature
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(EERIsIIe)
BR Etdit Device Sleep /%

“ C @ mrstinfodrawc sr | QO W B EB &

Edit Device Sleep Action

Main Menu
Sleep Manasement

Device: |[PMRS Device 40001 ¥ -

Operation Limit: | Wireless Modems Disabled ¥

| wake up ”nmmal operation |

| * wale up every ”1 days ¥ |

| wake up daily at” mv|-[25* |

Year Month Dayv Hour Minute

_k I
wale up a 016 |9 18 |(10 " (|25~

| mdefinite sleep ”u‘ake up by external trigger only |

¥ Validate wakeup within minutes.
# Limit port wakeup: minutes.
Apply

e After these steps are taken the modem will go offline until the sleep regiment is

removed or wake up time has arrived (in case of a wakeup date), but will not cancel

the local recordings that are at play.

e There is no need to physically deactivate the device for this feature to work.
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4-4-9 License Menu:

T S8 mase Y 4 B8R » [E=EENSC)
B3 Licenses List | =+ | - ——— &
(- ﬁ E localhost:12654/admin/licenses_list {,.‘| ""V Google ):'| S B -
Norton - Search (3 SafeWeb ~ @) identity Safe ~

. .

I Licenses List
Main Menu
‘ Devices allowed |§
‘Streaming applications allowed |E
No software licenses found.

Volume serial number is 4887-CFAE
Enter license here
|
Add License b

License List Page:

This page lists the pay-per-use server's licenses and indicates the number of allowed

devices. A server without a license supports up to one device. For more than 1 device, a

license is required. The license depends on the hard disk volume serial number as displayed

in this page. You can obtain a license by pushing "Request License". After you receive the

license, copy the license text into the text area instead of “Enter license here”. Click on

“Add License” to add the new license.

Once the license is added, it will appear
in the list on the License List page and its
state should be "Active".

Click on “Delete” to remove an old or
non-relevant license.

r=pran
Licenses List E \
& v¢ mrs2infodraw.com:12654/admir t®| O - |
. - ==
Licenses List
Main Menu
Number of server allowed devices: unlimited
Feamrev Time Limit J Activation Time |State | Delete
SERVER|[PERMANENT]||2012/01/11 14:01:09|(Active i;pele@ej‘
Volume serial number is CC61-7193 [ Request License |
« m »
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4-5 MRS Monitor Server Application:

B8 Wiedia Relay System Wionitor " I T}, \VIRS Monitor Server
Session  Action  View Help

YEE OB®E®E ?

Application is used for monitoring
and controlling MRS/PMRS units. It

2
Bﬁy Monitor
4- Speaker is off
..... ‘;d? Microphone is off
Recordings
..... @ Locations
-@‘ Visual Motion Detection
..... =& Contacts Alarm
El-£2 My Server
Software Updates
il Permissions
- Online Devices
-l Offline Devices
..... % Neighbourhood
-4 Communication
ﬁ Local Area Connection

ﬁ Loopback Pseudo-Interface 1

can also be used for setting up a
server for MRS/PMRS units and
clients to connect to. Upon opening
the application, you will see a tree
on the left-hand side with the
following features:

Item:

Description:

Speaker is off

Configure settings for your computer’s speakers.

Microphone is off

Configure settings for your computer’s microphone.

Recordings a) View Recorded video/audio files.
b) Configure settings for local monitor recording files.
Locations a) View the GPS map full screen showing all connected units on it.

b) Configure trigger actions for GPS event alarms.

Visual Motion Detection

Configure trigger actions for Visual Motion Detection event alarms.

Contacts Alarm

Configure trigger actions for the Alarm button and GPIO event
alarms.

Permissions

Set permissions and access levels for connecting units and clients.

Online Devices

Will display all online MRS/PMRS devices.

Offline Devices

Will display all devices that have disconnected from the server, if the
device has been ticked to be remembered by the server.

Neighbourhood

Will display information about all connected units and clients such as:
IP addresses, software versions etc.

Communication

Displays network information.
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4-5-1 Permissions

In general each device and user can be defined with a password for authentication in the

server. Permission can be defined for users, devices and the connection between users and

devices. This can only be done using the server software.

Each user can be defined with a permission access level for a specific device. There are 8

different access levels. Here are the activities which are permitted to each of those levels:

Level of Permission/

= = Forbidden
Actions Permitted

Searchable | Aware

Location

Aware Active

Passive

Advanced

Administrative

Can view online
devices & Nodes

\

Viewing Video/Audio

Viewing GPS

Recording on Monitor

View recording from
device

Download recording

| S RIS <

Record on device
and/or server

< (L R R <

]| R RIS <

QL L R RIS <

Changing
Video/Audio settings

<

Erasing recordings

Renaming, Disabling
Video/Audio channel

Disabling VMD

Changing VMD
settings

QL | R [f] <

Follow these instructions on how to setup user permission and access levels in the MRS

E Media Relay System_m

Monitor Server Application:

Double click on the “Permissions”
icon on the left hand side under
“My Server”, to open the “Access
Permissions” window.

Session  Action View Help

¥ & OHMHEE ®

£ MRS

_. My Monitor

- m Speaker is off

..... ‘;i? Microphone is off
..... Recordings

..... . Locations

1?‘ Visual Motion Detection
..... & Contacts Alarm
—EE My Server

----- Software Updates
----- @
—-{EE Online Devices

. .8 MRS Device 2242

174




PMRS-102 User Manual 6.2.0.0

Access Permissiol

User Device Access Default Device Access

Default Access | \Users Devices
Default Device Access Level: [Fm’hjdden v] -

Undefined
Forbidden

‘D Allow Unlisted Devices Aware
Passive
Acti

‘D Allow Unlisted Users A;m\;.lfistraﬁ\te

[ OK J [ Cancel Apply

Users Menu:

Each user can be defined in the server
with a password. (The password is for
authentication only).

To create a new user, select “Add”.

The “User” window will open. Enterin a
user name and password. Then press
“OK”. Your new user name will appear
in the “User Name” list.

This password will need to be entered
by that user who is trying to connect to
the server from a client.

Default Access Menu:

Here you can define the users default
access level of all devices which have
not been assigned to a specific user in
the “User Device Access” menu or have
not been assigned an access level in the
“Default Device Access” menu.

You can also choose to allow or not
allow unlisted devices and users. If you
wish to assign all devices to specific
users then in the “Default Device Access
Level” list box, select “Forbidden”. Also
un-tick “Allow Unlisted Devices” and
“Allow Unlisted Users”.

Access Permissions | 2 %

User Device Access | Default Device Access

Default Access | Users Devices

User Name

i User Mj

User Mame:  Yon

Password:  sesssssssss

[ Ok J [ Cancel ]
’ Add I ’ Change I lDeIehe ] l Empty ]
’ OK ] [ Cancel ] Apply

175




PMRS-102 User Manual 6.2.0.0

Default Device Access |
Devices

User Device Access I
Default Access I Users

Device ID

Device P

Device ID: 125

Password: sesssssssss

[ oK ] [ Cancel ]

. 4

(o] [Lomse ] [osee] [ow]

’ OK ” Cancel ] Apply

User Device Access Menu:

In this menu you can assign specific
devices to specific users. Select “Add” to
open the “User Device Access” window.
All listed User Names and Device ID’s
will appear in the drop list boxes. Select
the desired “User Name”, “Device ID”
and “Access Level”. Then press “OK”.

Devices Menu:

Each device can be defined in the server with a
password. (The password is for authentication
only).

To create a new device password, select “Add”.

The “Device” window will open. Enter in the
“Device ID” and a “Password”. Then press
“OK”. Your new device will appear in the
“Device ID” list.

This password will need to be entered in the
“Device Client password” box, in the “Device
Identification” menu, of the Device
Configurator, in order for the unit to be able to
connect to the server.

Default Access | Users | Devices

User Device Access | Default Device Access

User MName Device ID Access Level |

-
User Device Access ﬂ

User Name: Yon -

Device ID: 125 -

Access Level: [Administratiue V]

o |

[ Cancel ]
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[
| Default Access | Users I Devices
User Device Access | Default Device Access
User Name Device ID Access Level
> | on 125 Administrative
Q| [ | ¥
l Add ] l Change I [ Delete ] l Empty ]
[ QK ] [ Cancel ] [ Apply

Default Device Access Menu:

Your new “User Name”, “Device ID” and
“Access Level” will now appear in the list.
This now means that this specific user is
assigned to that specific device.

To edit the applied setting, highlight the
user and select the “Change” button.

To delete the applied setting, highlight

the user and select the “Delete” button.

Default Access I Users | Devices

The “default device access” screen

User Device Access | Default Device Access

defines the access level of each device
which is not specified in “User Device
Access”.

To apply an access level to a device,
select “Add”. The “Default Device
Access” window will open. All listed
devices from the “Devices” menu will
appear in the “Device ID” list box. Select
the desired device and apply an access
level using the “Access Level” list box.

Then press “OK”. Your new device will

appear in the list.

Device ID Acress Level

[ Default Device Access ﬁ
Device ID: 150 -
Access Level: [Passive V]
[ OK. J [ Cancel ]

e oo | (oo | [ |

[ OK H Cancel ]

Apply
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4-5-2 Software Upgrading:

The simplest ways to upgrade the MRS Software Applications and the PMRS unit firmware

are listed below.

The four main applications (MRS Monitor Server, MRS Monitor Client, MRS Device Config
and MRS AV Player) can be upgraded in each application. To do so, follow these

instructions:

1) Open the ‘Help’ menu in each application and select ‘Upgrade’.

MRS Monitor (Server) Application:

2B Media Relay System Nonitc NN
Session  Action  View m
VS H| 0,2 Ao |

3 MRS Elpgiarc wvailable
: Website
Email Support

- J My Monitor

My Server

Software Updates

(@i Permissions

¥ Online Devices

Al Offline Devices

.. " Neighbourhood

Qﬂ Communication

ﬁ Local Area Connection
@i Loopback Pseudo-Interface 1

MRS Device Config Application:

MRS Device Cenfigur:
File Edit View Debug [l

(= = B @ About Device Configurator...
Upgrade

(1) Device Identfication Website
Connection Email Support
t|» Modzm
Local Network Saftaera

Lh sms Device
|#| Recording Device ID Mt
F F1Z Pas:

= Upgrade Hardware Idel

Modem

MRS Monitor (Client) Application:

Session  Action  View m
§WWE|DEEEEE @ About '

3 MRS HEni=te wvailable
- My Monitor Website
-EE Online Devices Email Support

- Offline Devices

MNeighbourhood

B‘ﬁ Communication

ﬁ Local Area Connection
fz!i Loopback Pseudo-Interface 1

MRS AV Player Application:

MRS Audio Video Pl
File Misc Effects Section View

’ DD O About

Upgrade
Website
Email Support

2) A newer version (if available) of the " Application Upgrade I

application will automatically download.

3) You will then be prompted to
install the new software. Follow

fwwow infodraw.com/dids/MRS_4_1_0_2/Monitor/Setup_MRS_PC_Application

Downloading

— |

the installation instructions to
complete the upgrade.
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4-6 Other Clients:

The MRS system supports an iPhone client, an Android client, Windows Mobile 5.0 and 6.0
clients and a Web Browser client. The manual for these clients is available at:
http://www.infodraw.com/support/downloads.php

Under the Smartphone clients and Airself section.

4-6-1 Web Browser Client:

To view the live video streams using an Internet browser open the following address:
http://”server ip”:12654/videostreams.html
This will let you view the video/GPS streams of any connected device using flash.

18 115 Vo Seams Wi PG

File Edit View History Bookmarks Tools Help

@ - Py http://123.123123.123:12654 /videostreams.html|

£ Most Visited w Getting Started = Latest Headlines

Norton- @- (@) cordsaiogns -

| £ MRS Video Streams [+
MRS Video Streams

o PMRS 2011
o Camera 1

2 s 2011 - Mosila Freicx I

Select the desired video/ GPS
channel to open it for live
streaming.

If video and voice is required
(synchronized), you need to
attached the voice to one of the
video channels and location.
Place the cursor on the video
channel and right click to attach
an audio channel.

File Edit View History Bookmarks Tools Help

- C o http://123.123.123.123:12654/stream/device_2011_camera_L.html|

£ Most Visited WGetting Started ;. Latest Headlines
Norton- ©- Cards & Logins -

[Bemrs2011 [

PMRS 2011

Video Channel: 1
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[ Chapter 5 - Technical Specifications }

Below are the technical specifications for the PMRS system.

5-1 PMRS Unit Specifications

Data Network

Supported Air Interfaces

HSUPA
HSDPA
3G
4G/LTE
EDGE
GPRS
WCDMA

Frequency Bands

GSM/ GPRS/ EDGE
UMTS WCDMA/ HSUPA/
HSDPA/LTE

850/ 900/ 1800/ 1900 MHz
850/ 1900/ 2100 MHz

Video Input

1x Video Input

Cellular Module Built-in Requires SIM card (Data only)
Cellular Antenna External SMA Connector

Frequency 850/ 900/ 1800/ 1900/ 2100 MHz
Bandwidth control Automatic

RCA Male Connector (through
video/power splitter cable)

Supported Cameras

Any Analogue Cameras

PAL/ NTSC

Video compression

H.264 Dual Encoding

Streaming/ recording

Video Resolution

QCIF/CIF/ D1

Remote User Control

Video Bit rate

From 10kbit/s to 2Mbit/s

Remote User Control

Video Frame rate

Up to 25/30 fps

Remote User Control

Supported PTZ Cameras

Analogue
Protocol
Baud Rates

PAL/ NTSC

Pelco D/ Visca

1200/ 1800/ 2400/ 4800/ 9600/ 19200/
38400/ 57600/ 115200/ 230400

PTZ Control

Built-in RS-485 Wires (T+, T-)

Through GPIO/PTZ Cable
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Audio Input Built-in microphone or Line in Line in through Audio Splitter Cable
Audio output Line out Line out through Audio Splitter Cable
Audio compression AAC

GPS Receiver Built-in Updates every few seconds
Frequency Band 1575.42 MHz

GPS Antenna External SMA Connector
Frequency 1575.42 MHz
Waterproof Yes (IP67)

Alarm button

Push button On surface (Input Sensor)
Multiple Trigger Actions Streaming/ Recording/ SMS/ Noise/ GPS
Tracking

Memory

Micro SD Slot FAT32 file system (Micro SDHC) Max bit rate based on micro SD write
speed, recommended at least class 10.

Input 4x Input Sensor Ports Built-in (Through GPIO/PTZ Cable)
Logic Level TTL
User Settings Control Active Low/ Active high
Multiple Trigger Actions Streaming/ Recording/ SMS/ Noise/ GPS
Tracking
Output 4x Output Ports Built-in (Through GPIO/PTZ Cable)
Logic Level TTL
Switching Through MRS Monitor Software
Multiple Trigger Actions Streaming/ Recording/ SMS/ Noise/ GPS
Tracking
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Power Input 5V (Max) AC/DC to 5V adapters
Power consumption 1000-1500mA while streaming

Battery Built-in, Lithium 4000mAh

Power output DC 5v output to camera DC Male Connector (through

video/power splitter cable)

Temperature Input -10 +60°C

Physical
Dimension 5x10x 2.8 cm (Plastic)

5.6 x 16 x 3.7 cm (Metal)

Weight 140g {Plastic)
320 g (Metal)

Other Interfaces

USB Client Built-in (Mini USB Input) For Setup/ Configuration (Through USB
Cable and PC)

video/power cable Splitter cable for video/5V power output RCA/DC Male Connectors
LEMO (Ruggedized)

Audio in/out cable Splitter cable for Speakers/ Mic TRRS Female Connectors

LAN Built-in Through external cable interface  Ethernet Cable

Protocols

RTP/RTSP/SDP
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Software:

Compatible Operating

Systems:

MRS Server (Web Admin
Interface):

Windows Service Program

Server Program

Windows XP/Vista/7/8/10

Windows Server

2008/2012
MRS Monitor Server: Windows Application Server Program/ Windows XP/Vista/7/8/10
Monitoring Windows Server
Program 2008/2012
MRS Monitor Client: Windows Application Monitoring Windows XP/Vista/7/8/10
Program
MRS Device Windows Application Setup/ Windows XP/Vista/7/8/10
Configurator: Configuration
Program
MRS AV Player: Windows Application Recordings Player  Windows XP/Vista/7/8/10
MRS USB Drivers: Windows System Drivers For Setup of USB Windows XP/Vista/7/8/10

Client

iMRS iPhone Client: iOS Application Monitoring iOS 4.3 or Later
Program
Android Client: Android Application Monitoring Android 1.6 and Up
Program
Windows Mobile Client: Windows Mobile Monitoring Windows Mobile 5.0/6.0
Application Program
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5-3 MRS Server Technical Requirements:

Server Components

Server Machine Processor (PC/ Laptop/
Dedicated Server)

Requirements (Minimum)

5-core processor

(The more units/clients connected to the
server, the better the processor will need to
be).

RAM 4GB RAM
(The more units/clients connected to the
server, the more RAM will be required in the
server machine).

Hard Disk 500GB hard drive 7200RPM or SSD.

50 GB have to be free at any given time.

Operating System

Windows XP or higher

Server software compatible with:
Windows XP/Vista/7/8, Windows Server
2008/2012

IP Address

Fixed (Static)

Bandwidth

Connection should have an upload rate of at
least 10Mb.

Varies depending on how many units/clients
are connected to the server and at what bit
rate the units are streaming data to the
server at.

184



INFODRAW R&D PMRS-102 User Manual 6.2.0.0

[ Chapter 6 — Support

e For FAQ please visit our help centre at:

http://www.infodraw.com/support/help centre.php

~

Contact Us: g}

Infodraw Israel R&D LTD (Global Headquarters)
14 Aba-Hillel St. Ramat-Gan, Israel

Tel: +972-3-6127434

Email: info@infodraw.com

www.infodraw.com
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